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Abstract

The emergence of new types of mobile and embedded computing devices and devel-
opments in wireless networking are broadening the domain of computing from the
workplace and home office to other facets of everyday life. This trend is expected to
lead to a proliferation of pervasive computing environments, in which inexpensive,
interconnected computing devices are ubiquitous and capable of supporting users
in a range of tasks. It is widely accepted that the success of pervasive computing
technologies will require a radical design shift, and that it is not sufficient to simply
extrapolate from existing desktop computing technologies. In particular, pervasive
computing demands applications that are capable of operating in highly dynamic
environments and of placing fewer demands on user attention. In order to meet these
requirements, pervasive computing applications need to be sensitive to the context
of use, including the location, time and activities of the user.

Currently, the programming of context-aware applications represents a complex
and error-prone task, while modification to support changing user requirements or a
changing set of context information is usually prohibitively difficult. Consequently,
context-aware applications are explored largely in laboratory settings, and remain
some distance from widespread acceptance and use. In order to remedy this sit-
uation, there is a need for better understanding of the design process associated
with context-aware applications, improved programming models that lead to highly
flexible and customisable applications, and infrastructural support for tasks such as
gathering and management of context information. This thesis presents a framework
that addresses these issues. The framework integrates a set of original conceptual
foundations, including context and preference modelling techniques, with a soft-
ware architecture that implements context and preference management functions
and provides programming support in the form of a toolkit.

The thesis makes several important research contributions.

First, it presents a novel characterisation of context information in pervasive
computing systems, covering (among other features) temporal aspects and various
types and sources of uncertainty.

Second, it proposes two complementary approaches to context modelling. The

first modelling approach, CML, provides a graphical notation that supports the ex-
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ploration and specification of an application’s context requirements by the designer.
CML represents context information in terms of facts, and has a strong formal ba-
sis that enables a straightforward mapping to a context management system built
around a relational database. The second approach, termed the situation abstrac-
tion, allows contexts to be described in selective, high-level terms as constraints upon
a fact-based CML model. Situations are well suited for use in context querying and
as programming abstractions.

Third, the thesis presents a pair of programming models that can be used in
conjunction with the situation abstraction. The first model, which enables the
triggering of actions in response to context changes, has been widely used previously
in the development of adaptive and context-aware software, but is reformulated here
to accommodate uncertain context information. The second model, which supports
choice amongst alternative actions based on the context and preferences of the user
(termed branching), is unique to this thesis, and is developed in conjunction with a
novel preference modelling approach that allows users to easily express and combine
context-dependent requirements.

Fourth, the thesis proposes a software architecture for context-aware systems,
which combines toolkit support for the two programming models with software com-
ponents that perform gathering and processing of context information from a variety
of sources, and management of both context and preference information.

Finally, the thesis presents a case study that evaluates a partial implementation
of the architecture and its underlying conceptual foundations. This involves the
development of a context-aware communication platform that supports choice of
communication channels for interactions between users based on the contexts and
preferences of the participants. The case study validates the architecture, the context
and preference modelling approaches and the branching model, and illustrates the

process and issues involved in the design of context-aware software.
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Chapter 1

Introduction

1.1 Motivation

Current trends in mobile computing devices and wireless networking technologies are
helping to broaden the domain of computing. Increasingly, computing is occurring
within settings far removed from the desktop, such as in the car or the shopping
centre, where computing applications compete with other tasks for user attention.
The spread of computing to these new environments, supported by a variety of
interconnected mobile and embedded devices, is commonly referred to as pervasive

or ubiquitous computing.

Today, computing is increasingly being carried out using small devices, such
as PDAs and mobile telephones, which support mobile data entry applications,
email and text messaging, Web browsing and telephony. Embedded devices are
also increasingly being used to enable novel applications such as automated inven-
tory management, which involves the augmentation of goods with chips that can be
interrogated by remote readers and programmed with information such as shipping
and expiry dates. Similarly, computational capabilities are being added to a variety
of consumer products, leading to appliances such as Internet-enabled refrigerators
that support browsing of recipes and online grocery shopping, and air-conditioners

that can be controlled remotely through Web or telephone interfaces.

In the future, the applications of computing technology will continue to multiply,
with the result that humans will inhabit environments in which vast numbers of
invisible computers embedded in the surroundings, together with more traditional
computing devices, will provide seamless support for a broad spectrum of human
activities. As the numbers of computers and applications grow, a variety of new

challenges will be faced.
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1.1.1 Autonomy

The increasing ratio of computing applications to humans is steadily reducing the
amount of attention that users can expend upon each application. This trend co-
incides with the shift of computing away from the desktop and into environments
in which human-computer interaction must take a back seat to other activities.
These factors have led to the proposal of “invisible computing” [1], a novel design
approach that sees computing blended seamlessly into physical environments such
that computing applications provide users with unobtrusive support for the tasks
at hand. The design of applications that possess the required degrees of autonomy
and invisibility without removing the user’s sense of control presents a significant

challenge.

1.1.2 Dynamic computing environments

The mobility of computing devices, applications and people leads to highly dynamic
computing environments. Unlike desktop applications, which rely on a carefully
configured and largely static set of resources, pervasive computing applications are
subjected to changes in available resources such as network connectivity and input
and output devices. Moreover, they are frequently required to cooperate sponta-
neously and opportunistically with previously unknown software services in order to
accomplish tasks on behalf of users. Thus, pervasive computing software must be

highly adaptive and flexible.

1.1.3 Dynamic user requirements

Similarly, pervasive computing applications must accommodate changes in user re-
quirements that arise as the user’s activities and goals evolve. As an example, an
application may need to modify its style of output following a transition from an

office environment to a moving vehicle, in order to be less intrusive.

1.1.4 Scalability

As computing devices and applications continue to proliferate, substantial scala-
bility problems arise. In response, the designers of pervasive computing software
must overcome these problems by paying special care to the appropriate distribu-
tion of functionality, the scalability of communication paradigms, the application of

information reduction and filtering techniques, and so on.

1.1.5 Resource limitations

Pervasive computing environments are characterised by the presence of hetero-

geneous computing devices, ranging from resource-rich to resource-poor. Conse-
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quently, the success of software systems in these environments is dependent on their
ability to adapt to, and overcome, resource limitations. Current generation mo-
bile and embedded devices frequently suffer from severe restrictions with regard
to communication capabilities and bandwidth, battery lifetime, memory capacities,
processing power, and input and output capabilities. Advances in computing re-
sources (processing speed, memory, etc.) are far outstripping similar advances in
battery technology. Therefore, power consumption is likely to become an especially
prominent design consideration in the future. Resources that have significant energy
demands, such as wireless communications, will similarly be constrained. Passive
devices, such as RFID tags, that can be powered remotely using induction are likely
to play a significant role in future computing environments.

Input and output devices are also of key importance. Traditional I/O mecha-
nisms (keyboards, pointing devices and desktop displays) will have reduced impor-
tance in pervasive computing environments, while voice-based input and output,
heads-up displays, and so on, are likely to play more prominent roles. Opportunis-
tic use of the devices present in the surrounding environment (for example, a wall

mounted display in a meeting room) will also become increasingly useful.

1.2 The role of context-awareness

The set of challenges presented by pervasive computing necessitates a radically new
application design approach. The key requirements of pervasive computing ap-
plications are flexibility and autonomy, while scalability and resource limitations
represent important design constraints. Contezi-awareness has been proposed as a
novel design approach that satisfies the flexibility and autonomy requirements. It
involves the exploitation of context information by applications in order to reduce
reliance on user input and promote adaptation to dynamic factors in computing en-
vironments and user requirements. Context information describes relevant aspects
of the surrounding physical and computing environments, such as the location and
activity of the user, the presence of other people nearby, the time of day, and the set
of available computing resources. This information can be derived from a variety of
sources, such as hardware and software sensors, or user profiles. Much of the recent
research in context-aware computing has focused exclusively on sensor-derived con-
text information, such as location information obtained from wireless positioning
devices [2-6].

While pervasive computing has become a hot research topic in recent years,
context-awareness remains in its infancy. A variety of prototypical context-aware
applications, such as context-aware tour guides, reminder applications and commu-
nication tools, have recently appeared [7-20]. However, these represent fairly simple

uses of narrow sets of context information. Moreover, while a few of the applications
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have been evaluated in (somewhat) realistic usage scenarios, there are currently no
commercially successful examples of context-awareness. This situation is largely due

to the inherent software engineering challenges associated with:

e the analysis and specification of application requirements for context informa-

tion;

e the acquisition of the required information from suitable sources, such as sen-
sors, and subsequent management and dissemination of relevant information

to applications; and

e the design and implementation of suitable context-aware application behaviours
that meet the unique usability requirements of pervasive computing environ-

ments.

The bulk of recent research in context-awareness has focused on the develop-
ment of infrastructure to overcome the second problem. Particular emphasis has
been placed on the construction of context-gathering infrastructures that obtain
and abstract context information from sensors [21-23], and context servers that
manage repositories of context information that can be easily queried by applica-
tions [2,24-27].

In contrast, the first and third issues have received little attention, with generic
software analysis, design and programming methodologies generally being applied

in the absence of specialised abstractions and models for context-awareness.

1.3 Thesis statement

This thesis contends that traditional methods of software development are ill-equip-
ped to meet the challenges inherent in developing context-aware software for per-
vasive computing environments. It proposes that the use of specialised tools and
abstractions, in conjunction with infrastructural support for tasks such as context
gathering, management and dissemination, greatly simplifies the construction of

context-aware applications.

The contribution of this thesis lies in the development of a conceptual framework,
and a corresponding software infrastructure, that supports analysis, design and im-
plementation tasks associated with context-awareness. At the core of this framework
are novel context modelling approaches that allow context to be described at varying
levels of abstraction and programming models that can be used in conjunction with
these.
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1.4 Approach

The research presented in this thesis has both theoretical and practical components.

The former takes the form of a conceptual framework consisting of:

e context modelling approaches that enable the description of contexts in terms

of fine-grained facts and more abstract situations;

e programming models, founded on the situation abstraction, that support trig-

gering in response to context changes and context-dependent branching; and

e a model of user preferences that can be used in conjunction with the branching

model to support flexibility and personalisation.

The components of the conceptual framework are mapped to a software infras-
tructure that assists with both implementation and run-time tasks, as shown in
Figure 1.1. The infrastructure offers support for the two programming models in
the form of a programming toolkit that enables developers to insert triggers and
branches into program code. Similarly, the preference and context modelling ap-
proaches are mapped to management systems that gather, store and respond to
queries about preference and context information, respectively. The situation ab-
straction is mapped to a situation-based query interface that can be used to in-
terrogate the context repository maintained by the context manager in high-level
terms.

The following sections describe the components of the conceptual framework in
further detail.

1.4.1 Context modelling approaches

A two-tiered context modelling approach forms the heart of the framework. At a
detailed level, context is expressed in terms of atomic facts, and, at a more abstract
level, in terms of situations. The two modelling approaches serve complementary
purposes.

The fact-based modelling approach functions as a useful tool for the analysis
task involving the identification and specification of an application’s context require-
ments. This task is accomplished using a graphical modelling notation to produce
a context model in terms of abstract fact types. The model is instantiated at run
time by a set of facts maintained by the context management component shown in
Figure 1.1. These facts capture the context at a level of abstraction that roughly
matches that employed by the producers of the context information, such as sensors
and user profiles (although some processing or interpretation may be required to

transform sensor - and other - inputs into facts).
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Figure 1.1: Components of the conceptual framework (left) and their mapping to in-
frastructural components (right). Relationships between the components are shown
by arrows. The situation abstraction is based on the fact-based modelling approach,
and in turn forms one of the components of the preference model. The trigger-based
programming model builds directly upon the situation abstraction, while the branch-

ing model builds on the preference model.

The context modelling approaches and

the preference abstraction receive implementation support in the form of context

and adaptation managers, respectively; the

situation abstraction is supported by a

query interface to the context manager; and the programming models are mapped

to a programming toolkit.
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The situation-based model enables context to be described in terms of scenar-
ios or conditions that match the level of abstraction required by the application
programmer. Consequently, this model forms an appropriate basis for expressing
high-level requests to the context management system, in the form of queries and
event subscriptions. Situations are specified as predicates over zero or more facts,

and can be easily combined to represent increasingly complex scenarios.

1.4.2 Programming models

Two complementary programming models can be used in conjunction with the sit-
uation abstraction. The trigger-based model enables a situation to be associated
with a set of actions that are automatically executed upon a state change, such as
the entering or exiting of the situation. The branching model enables choices to be
inserted at relevant points in the code (in the manner of an extremely flexible form
of case statement), such that the choices - termed branches - that are selected at
any given time are determined by the context.

As trigger-based models have been widely studied previously [23,28-35], this

thesis places greater emphasis on the branching model.

1.4.3 Preference model

As mentioned previously, one of the primary challenges in developing context-aware
applications lies in achieving an appropriate balance between application autonomy
and user control. In light of this challenge, the branching-based programming model
developed in this thesis employs user preferences, in conjunction with context infor-
mation, as a basis for determining the branch(es) that are selected and executed.
The preference model allows users to express the relative desirability of alternative
actions in relation to the context, and also enables users to forbid or force choices
in certain contexts. Preferences are expressed in a format that allows users to eas-
ily specify (and later modify) fine-grained preferences, which can be combined to

support complex and flexible application behaviour.

1.5 Applications

The conceptual framework and infrastructure presented in this thesis are designed to
be applicable to all pervasive computing applications that can usefully benefit from
context-awareness. However, there are currently significant barriers to evaluating

the extent to which this goal is met:

e As context-awareness remains in its infancy and has yet to achieve widespread

acceptance, the really compelling uses of context are not presently known [36].
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e Truly pervasive computing has not yet arrived. Therefore, there is great dif-
ficulty associated with developing and evaluating prototypical context-aware
applications within realistic usage scenarios and appropriate hardware and

software environments [37].

In the face of these challenges, the target applications of this research are those
context-aware applications that have been widely studied in the past few years:
context-aware communication tools, tour guides, reminder applications and intelli-
gent environments'. These are outlined in the following sections. Context-aware
communication is arguably one of the most compelling and widely studied applica-

tions [39,40], and is adopted as a running example throughout this thesis.

1.5.1 Context-aware communication

With the increasing ubiquity of mobile telephones, their intrusiveness is becoming
evident. To circumvent this problem, people resort to switching their devices off
altogether in environments such as meetings and theatres, or to using silent modes
that provide unobtrusive alerts of incoming calls which can be ignored if desired.
However, these solutions have at least two shortcomings. First, missed calls are
common, as the caller has no way of knowing before dialling whether the other
party is available and willing to talk. Second, the recipient of the call typically has
very limited information upon which to judge the importance of incoming calls?.
Context-awareness provides both the caller and the callee (or their software agents)
with improved knowledge of the circumstances surrounding the call and the activities
of the other participant, and presents a compelling solution to these problems3.
Telephony has been recognised as an important application of context aware-
ness for over a decade [41], and has been widely researched [7,23,42,43]; however,
the potential uses of context information in the communication domain are much
more extensive [44]. Other domains that have been explored in recent years include
text-based messaging and chat programs [8-10,45,46], home intercoms [11,39] and
multimedia communication between staff in a hospital setting [47]. The framework
presented in this thesis is designed to be sufficiently generic to support all of these
application domains. However, the communication application developed as a case
study in this thesis is broader, and involves an integrated communication platform
that incorporates a range of traditional interaction protocols such as email, tele-

phony, text messaging and videoconferencing. Within this platform, the context

1This list of context-aware applications is by no means exhaustive, but includes the most widely
researched applications. Further examples can be found in a survey by Chen and Kotz [38].

2Usually the callee knows only the telephone number from which the call originates, but even
this information is unavailable when the call is from an unlisted number.

3Clearly there are privacy concerns associated with exposing very detailed information informa-
tion about user activities, but these can be overcome using an appropriate application model, as
discussed in Chapter 7.
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and the preferences of users form the basis for the choice of protocol and communi-

cation device for each interaction, as described in the following scenario:

Mark has finished reviewing a paper for Emma, and wishes to share his
comments with her. He instructs his communication agent to initiate a
discussion with Emma. Emma is in a meeting with a student, so her
agent determines on her behalf that she should not be interrupted. The
agent recommends that Mark contact Emma by email. Mark composes an
email on the workstation he is currently using, and his agent dispatches it

according to the instructions of Emma’s agent to her work email address.

A few minutes later, Emma’s supervisor, Michelle, wants to know whether
the report she has requested is ready. Emma’s agent has been instructed
that calls from Michelle have high priority, and decides that the query
should be answered immediately. The agent suggests that Michelle tele-
phone Emma on her office number. Michelle’s agent establishes the call

using the mobile phone that Michelle is carrying with her.

An implementation of a communication application that supports this and broader
scenarios (involving multi-party communication, a wide choice of communication

channels, and so on) is presented in Chapter 7.

1.5.2 Context-aware tour guides

Context-awareness also has compelling uses within the domain of information re-
trieval. Context-dependent information retrieval has been studied both in a general
sense [48,49], and as a basis for the construction of a variety of context-aware guides.
Two of the best known guide applications are GUIDE [12] and Cyberguide [13],
which present tourists with location-dependent information and services on hand-
held devices. GUIDE provides visitors to the city of Lancaster with information
about nearby attractions, tailored city tours, interactive services such as hotel book-
ing facilities, and a messaging service, all within a Web-based navigational interface.
Cyberguide explores the provision of similar services (maps, location-dependent in-
formation, communication tools and positioning information) to visitors within sin-
gle building and campus-wide settings. A variety of context-aware guides have also

been constructed for museum, exhibition and conference environments [14,15,50-53].

1.5.3 Context-aware reminders

A second class of information retrieval application that has been widely researched is
concerned with producing context-triggered reminders. The applications belonging
to this class allow users to write reminder notes to themselves or other users, such

that each note is attached to a given context and presented to the intended recipient
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when this context is detected. CybreMinder [16] employs reminder messages resem-
bling emails: these have a recipient, subject, priority, expiration time and message
body, and are attached to a situation, specified in terms of an arbitrarily complex
set of conditions that define the delivery context. ComMotion [17] employs a nar-
rower model of context, based on location and time, and delivers reminder messages
using speech synthesis. Reminders can be created as entries in to-do lists, or as
email messages. Finally, MemoClip [54] is a purpose-build appliance that provides
location-triggered reminders. Resembling a paging device, the MemoClip beeps to
alert users of reminder messages, displays short text messages on a small screen and

tracks location using a simple infrared positioning system.

1.5.4 Intelligent environments

Perhaps the most ambitious use of context information to date is demonstrated by a
variety of projects that are concerned with the embedding of computing and context
sensing infrastructure into environments such as homes, classrooms and meeting
rooms. The goals of these projects are diverse. Several aim to monitor the activities
of the elderly within their homes or assisted living settings, with the objective of
allowing them to retain their independence, while ensuring that emergencies are
quickly detected [55-61]. Others use context information to automate the control of
environmental conditions, including ambient lighting and temperature, and of the
various appliances present in the environment [62-64]. Finally, the projects involving
classrooms and meeting rooms are principally concerned with facilitating remote
collaboration [65] or with providing integrated capture and note-taking facilities,
enabling rich records to be retained of the proceedings that occur within the specially

instrumented environments [66—68].

1.6 Structure of the thesis

The thesis is organised as follows.

Chapter 2 formalises the assumptions of the research presented in this thesis
with regard to the nature of context and context information, and positions these
assumptions in relation to other research concerned with context.

Chapter 3 surveys relevant literature in context-awareness and related research
areas, with particular focus on context acquisition, management, modelling and dis-
semination, programming abstractions, design tools, and preference and user mod-
elling techniques.

Chapters 4 and 5 develop a novel theoretical framework for context-aware com-
puting. At the heart of this framework is a context modelling approach which

supports the description of contexts in terms of fine-grained facts; this is the subject
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of Chapter 4. A graphical modelling notation and design methodology, created to
support developers in the task of exploring and formally specifying the context re-
quirements of an application, are presented. The formal basis for the model is also
developed; this supports reasoning about contexts and enables a straightforward
mapping of a context model to a relational database schema.

In Chapter 5, a situation-based model of context is constructed upon the formal
foundation of the fact-based approach. This model enables contexts to be described
at a level of abstraction that is natural to both application programmers and users.
A pair of complementary programming models that can be used in conjunction with
the situation abstraction, based on triggering and branching, are outlined. The
branching model is explored in detail, and a novel model of user preferences that
supports highly dynamic branching behaviour, tailored to the needs of individual
users, is presented.

Chapter 6 develops a system architecture for context-aware applications that
integrates the modelling and programming approaches developed in Chapters 4 and
5. The design of this architecture is inspired by the five challenges introduced in
Section 1.1, and is validated by both the implementation that is presented at the
conclusion of the chapter and the case study introduced in Chapter 7.

The case study develops the context-aware communication application described
in Section 1.5 to demonstrate, in a concrete manner, the variety of software engineer-
ing issues involved in the development of context-aware software, and the combined
utility of the modelling concepts, programming techniques and software infrastruc-
ture developed in Chapters 4, 5 and 6 in addressing these.

Finally, Chapter 8 summarises the contributions of the thesis and outlines topics

for future research.
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Chapter 2
Defining context

The term context is loaded with a variety of different meanings. The goals of this
chapter are to characterise some of the most common of these, to clearly define the
interpretation that is used within the scope of this thesis, and to outline some of
the pertinent features of context information in pervasive computing environments
which have an impact on the design of context-aware systems and applications.
The structure of this chapter is as follows. Section 2.1 characterises common
definitions assigned to context by the pervasive computing community; these are
closely aligned with the interpretation that is adopted within this thesis. Next, Sec-
tion 2.2 outlines some of the key features and constraints of context information in
pervasive systems that arise as a result of the means by which the information is
gathered, disseminated and used. These serve as key considerations in the design of
the abstractions and infrastructure presented in later chapters. Finally, Section 2.3
surveys some alternative views of context, from research areas such as artificial intel-
ligence and information retrieval, and contrasts these with the pervasive computing

perspective.

2.1 Defining context in the scope of pervasive comput-
ing

As described in Section 1.2, context-awareness emerged from the field of pervasive or
ubiquitous computing as a technique for imbuing applications with an awareness of
their surroundings, in order to achieve a high degree of autonomy and flexibility. The
chief goal is to reduce the burden on users to interact frequently with and to drive
their applications, by creating software that is unintrusive and largely invisible. This
design goal is often termed invisible computing [1], and is becoming more relevant
as computing spreads to environments in which user attention is at a premium (for
example, within motor vehicles), and as the ratio of applications to users grows.

Despite the appearance of a spate of context-aware applications in recent years,

13
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the concept of contezt remains ill-defined. Dey [69] presents a survey of alternative
views of context, which are largely imprecise and indirect, typically defining context
by synonym or example. Context has been variously characterised as an application’s
environment or situation [25,70], and as a combination of features of the execution
environment, including computing, user and physical features [33]. Dey also offers

the following definition, which is perhaps now the most widely accepted:

Context is any information that can be used to characterise the situa-
tion of an entity. An entity is a person, place, or object that is considered
relevant to the interaction between a user and an application, including

the user and applications themselves.

The meaning of “the situation of an entity” is never precisely defined by Dey, but
instead is illustrated through simple examples.

One of the reasons for the lack of consensus and precision in the above defini-
tions, including that of Dey, is the lack of clear separation between the concepts of
context, context modelling and context information. This distinction is a very impor-
tant one. While context represents a nebulous concept that is difficult to define or
bound, context models and information are necessarily well defined and understood.
Fortunately, when constructing context-aware systems, it is the latter two concepts
that are primarily of interest.

Within this thesis, context information is explored as a enabling mechanism
for applications to perform tasks on behalf of users in an autonomous and flexible
manner. Therefore, context is considered in relation to tasks, rather than with
respect to interactions between users and applications, as in the definition of Dey.

Specifically, the following interpretations are adopted:

e The contert of a task is the set of circumstances surrounding it that are po-

tentially of relevance to its completion.

o A context model identifies a concrete subset of the context that is realistically
attainable from sensors, applications and users and able to be exploited in the
execution of the task. The context model that is employed by a given context-
aware application is usually explicitly specified by the application developer,

but may evolve over time.

o (Context information is a set of data, gathered from sensors and users, that
conforms to a context model. This provides a snapshot that approximates the
state, at a given point in time, of the subset of the context encompassed by
the model.

The approximate and limited nature of context information should be a crucial

consideration when constructing context-aware software. Surprisingly, this has not
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been the case in the past, as demonstrated in the survey that appears in the following
chapter. Consequently, usability problems arising from unmet expectations about
the quality of the available context information are often observed in context-aware
applications [17,71,72]. It is one of the goals of the research presented in this thesis
to address this problem by highlighting some of the constraints associated with
context information, and designing context modelling solutions that recognise these.
To this end, a discussion of key characteristics of context information appears in the

following section.

2.2 Characteristics of context information

2.2.1 Heterogeneity

While many context-aware applications exploit only sensed context information (and
some only location data), the most useful applications are usually those that combine
sensed with non-sensed information, merging these to form a rich context descrip-
tion. The non-sensed information is frequently obtained from users, often indirectly
from user profiles or applications such as scheduling tools that record user activi-
ties. Other context information is obtained through derivation mechanisms, such as
synthesis of multiple sources of context data or interpretation of a single source to
obtain a higher level of abstraction.

The integration of context information from such diverse sources naturally leads
to extreme heterogeneity in terms of characteristics such as quality and persistence.
The remainder of this section outlines some of the typical properties of sensed, user-
supplied and derived context information, while the following section elaborates
further on quality issues.

Sensed context information is often highly dynamic, and, even when not chang-
ing, is usually updated frequently in response to continuous or periodic sensor out-
put. It is prone to inaccuracies as a result of sensing errors, and at times may be
completely unknown, owing to sensor failures, network disconnections or limitations
inherent within the sensing technology!. In addition, when the context is chang-
ing rapidly, the delays introduced by distribution and the interpretation process
that transforms the sensor output into high-level context information can lead to
staleness.

User-supplied context information can be partitioned into static and dynamic
information. Intuitively, static information describes persistent properties such as
the type of a computing device or communication channel. A high degree of con-
fidence can be assigned to this type of information. In contrast, dynamic context

information, which is referred to in this thesis as profiled information, can suffer from

' A common example of this is the inability of GPS receivers to function effectively indoors.
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Table 2.1: Typical properties of context information.

Class of Persistence | Quality issues Sources of inaccuracy

information

Sensed Low May be inaccurate, | Sensing errors; sensor failures
unknown or stale or network disconnections; de-

lays introduced by distribu-
tion and the interpretation

process
Static Forever Usually none Human error
Profiled Moderate Prone to staleness Omission of user to update in
response to changes
Derived Variable Subject to errors and | Imperfect inputs; use of a
inaccuracies crude or oversimplified deriva-

tion mechanism

staleness as a result of neglect on the part of the user to update the information as
it changes. Unless obtained using indirect means (e.g., from scheduling and other
applications), it is usually unreasonable to capture properties that change on a daily
or even weekly basis as profiled information, because of the burden this places on the
user. Profiled context is best used to characterise more enduring properties, such as
associations between users and communication channels, or relationships between
people.

The characteristics of derived context information are largely determined by the
properties of the input data and of the derivation mechanism. Derived information
usually retains (and sometimes even magnifies) any inaccuracies present within the
input data. Additionally, the use of brittle heuristics or the reliance on crude sensor
inputs to infer high-level context information naturally lead to further potential for
error.

The typical properties of the four types of context information are summarised
in Table 2.1.

2.2.2 Uncertainty

Various sources of inaccuracy and error were characterised in the previous section.
Here, the problem of imperfect context information is addressed more formally. It
can be partitioned into at least four distinct subproblems. An attribute of the
environment covered by the context model (such as the location of a given person

at a specified time) is:
e unknown when no information about that aspect is available;

e ambiguous when several different reports about the attribute exist (for exam-

ple, when two distinct readings are supplied by separate positioning devices;



2.2. CHARACTERISTICS OF CONTEXT INFORMATION 17

these readings might conflict, correspond to overlapping regions, or simply

describe the same location at different levels of granularity);

e imprecise when the reported state is a correct yet inexact approximation of
the true state (for example, when the location of an object is known to be
within a given region, but the precise coordinates of the object within this

region cannot be pinpointed); or

e erroneous when there is a mismatch between the actual state of the environ-
ment and the reported one (as for example, when a user becomes separated

from his/her positioning device).

It will not always be possible to overcome these four classes of imperfect context
information (or even to detect instances of the fourth class); however, context-aware
systems can minimise the impact of imperfect information on applications by using
appropriate context modelling and management techniques. The survey presented in
the following chapter demonstrates that only a small subset of the previous research
in context-awareness addresses even one of the classes, and, moreover, that none of

the surveyed context modelling approaches addresses all four.

2.2.3 Histories

Section 2.2.1 introduced an important distinction between static (user-supplied)
context information, and dynamic (sensed, profiled or derived) information. When
dealing with the latter, applications may not be solely interested in the current state,
but also in future or past states, or changes in state over time. In this thesis, the
record of an attribute belonging to a context model over time is termed a history
(regardless of whether it covers past states, future states or both).

The uses of historical context information include the following:

e Prediction. This is based on extrapolation from past behaviour (allowing,
for example, a user’s location five minutes hence to be guessed from previous
movements). Some useful applications of historical information in adapting
fidelity (for example, quality of image rendering in graphics applications), ac-
cording to resource availability, are described by Narayanan et al. [73]. Salber
and Abowd [74] describe further uses, such as the identification of common

interests between users based on Web browsing history.

e Detection of changes. The invocation of adaptation actions in response to
context changes (called triggering) is a widely exploited technique in the pro-
gramming of context-aware software, as described in Section 1.4.2. Historical
context information is required in order to detect many context changes (for

example, a temperature change of more than three degrees Celsius within the
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past thirty minutes, or the movement of a user from home to the office via

arbitrary intermediate destinations).

o Ezploitation of planned context. When available, information about users’ fu-
ture plans can serve as a useful type of context information. For example, the
activities of a user in the next half hour, as indicated by the user’s schedul-
ing software, can assist a communication agent in determining whether it is

appropriate to admit an incoming telephone call.

In order to support these types of behaviour, techniques for modelling and query-

ing historical context information are required.

2.2.4 Dependencies

A context model typically combines information about diverse yet interrelated en-
tities, such as users, computing devices and the physical environments in which
these reside. The model should capture relevant relationships between these (such
as proximity of users to their computing devices), as well as relationships that exist
among different elements of the context description itself (or more precisely, between
their states)?. The second type of relationship can be regarded as a type of context
metadata, and is referred to as a context dependency within this thesis.

A context dependency can be modelled in terms of a binary relation that contains
the pair (i9,41) if the state of element i9 is at least partially determined by the state
of element i;. Dependencies are induced either as a result of physical laws (as in
the case of the dependency of a mobile device’s battery lifetime on the bandwidth
usage) or as an artifact of the means by which the context information is derived (as
in the case of the dependency of user activity information on user location, when
the former is computed from a combination of the latter and other relevant cues,
such as level of lighting, presence of other users and noise level?).

The importance of recognising context dependencies and exploiting these when
performing adaptation is illustrated by Efstratiou et al. [75]. They illustrate a
scenario in which uncoordinated adaptation of applications, which ignores the rela-
tionship between power consumption and bandwidth, leads to conflicting, and po-
tentially cascading, adaptation actions. In this scenario, an application first detects
the need to reduce power usage by decreasing its reliance on bandwidth. Following
this action, the application observes a large amount of spare bandwidth, and takes
actions to increase its usage. This can again lead to the first action, causing the

application to remain indefinitely in a state of instability.

%In the case of our fact-based context modelling approach, these would be relationships between
facts.

30f course, there is a real-world correlation between a person’s activity and location, but it is not
as simple as this dependency implies, nor as obvious and quantifiable as the relationship between a
mobile device’s bandwidth and battery lifetime.
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Information about dependencies can also be exploited for context management
purposes (for example, to proactively trigger updates of possibly stale context infor-

mation). A discussion of this issue is deferred until Section 4.4.5.

2.3 Alternative definitions of context

Having examined the definitions assigned by the pervasive computing community
(and this thesis) to the term context, this section seeks to briefly contrast these
with some of the alternative perspectives adopted by other branches of computer
science research. The principal goals are to illustrate the clear separation that exists
between these various investigations of context, and, in doing so, to better position
the research contributions of this thesis. As the applications of context to computer
science are extremely broad, this discussion is intended to be illustrative rather than
exhaustive.

The concept of context is applied extensively within artificial intelligence. In ma-
chine learning, context is used to improve the effectiveness of learning algorithms.
For example, Widmer and Kubat [76] describe an approach in which “forgetting”
of learned concepts occurs over time to accommodate context change, and previ-
ously learned concepts are stored and later retrieved when the context reverts to
the earlier state. Turney [77] presents a good review of a broader set of strategies
for handling context-sensitivity in machine learning. This demonstrates that the
types of context considered in learning tasks (termed contextual features) are highly
domain-dependent. These include lighting conditions in the case of image classifica-
tion, and the speaker’s accent and identity in the case of speech recognition.

In the related domain of knowledge acquisition, the explicit representation of
context in knowledge bases is viewed as crucial to the success of expert systems [78].
Context is variously encoded within knowledge bases as premises associated with
rules [79], as metadata taking the form of context ontologies [80], or as contextual
schemas that integrate context descriptions with prescriptive knowledge that de-
scribes the appropriate behaviour for the corresponding context [81]. A relatively
formal approach to context modelling is proposed by Lenat, who suggests that con-
text can be described as “a region in some n-dimensional space” [82]. Lenat identifies
twelve dimensions that he argues are the most relevant when characterising the ap-
plicability of general types of knowledge; these include time, place, culture, topic,
granularity and justification.

A related area of research examines the application of context to logical reason-
ing. The best known work in this area is that of McCarthy [83], which explores a
form of reasoning in which propositions and terms are asserted within specific con-
texts using the relations ist(c,p) (meaning that proposition p is true in context c)

and value(e, c) (designating the value of term e in ¢), and in which lifting formulas
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are employed to transfer results to more general contexts. The principal goal of this
model of reasoning is to allow AI systems that are designed for narrow contexts of
use to be later generalised (with appropriate qualifications) to be of broader appli-
cability. McCarthy defines contexts only as abstract objects, and does not address
context modelling techniques. Other forms of context-based reasoning include Bu-
vac and Mason’s propositional logic of context [84] and Giunchiglia and Ghidini’s
local model semantics for contextual reasoning [85].

In linguistics and natural language processing, context is used as a tool for dis-
ambiguating sentence meaning. Two types of context are considered: the linguistic
context, which is determined by surrounding words and sentences, and the non-
linguistic or situational context, which includes the identity of the author/speaker,
the purpose, the intended audience, and so on [86].

The field of information retrieval aims to identify, and present to the user, doc-
uments that are relevant to the current context. The usual approach is to analyse
the content of documents viewed by the user, often by computing the frequency
of terms that appear in the text, with the assumption that similar documents will
also be useful. The extraction of context information only from viewed documents
is clearly quite restrictive. Other approaches analyse access patterns to generate
profiles of user interests, which can be used in conjunction with the current brows-
ing state in order to support a richer form of context-awareness [87]. Brown and
Jones [48,49,88] investigate the use of the pervasive computing notion of context to
further enhance information retrieval. They describe the use of context information
(including sensed data related to parameters such as location and temperature) and
context triggers to support interactive (user-driven) and proactive (autonomous,
context-driven) document retrieval.

It is clear from this brief survey that each of the described domains has unique
requirements in terms of the types of context that are relevant, and the techniques
that are appropriate for acquisition and modelling of context information. As a
result, the various research topics are largely independent of one another (although
there is overlap between the Al fields of machine learning, knowledge acquisition and
reasoning), and are likely to remain so in the future. The research presented in this
thesis makes no attempt to align itself with these parallel investigations of context.
However, as demonstrated by Brown and Jones, the problem of information retrieval
represents an interesting application area to which the pervasive computing notion

context-awareness can be applied.



Chapter 3

Related work

This chapter presents a discussion and critical evaluation of a variety of tools that
can be used to simplify the construction of context-aware pervasive computing ap-
plications. It covers software infrastructures and architectures, context modelling
techniques, programming abstractions and toolkits, as well as software design ap-
proaches. Where relevant, the survey assesses the degree to which the solutions
accommodate the types of context information identified in Section 2.2, including
uncertain information, histories and dependencies. It also highlights the principal
areas in which the solutions fall short of requirements, motivating the research pre-

sented in the following chapters.

The survey is organised as follows. Section 3.1 focuses on toolkits and infrastruc-
tures that have been proposed to facilitate the acquisition of context information
from sensors. Section 3.2 characterises a variety of high-level context modelling
solutions, together with their supporting software infrastructures, which enable ap-
plications to formulate queries about the context. Section 3.3 explores a small set of
programming abstractions that have been developed to simplify the implementation
of context-aware software, while Section 3.4 presents some tools that assist with
design tasks, including the choice of appropriate types of sensor and the exploration
and prototyping of rule-based context-sensitive behaviour. Section 3.5 characterises
a broad set of preference modelling solutions, and briefly analyses their applicability
to context-aware software. Finally, Section 3.6 summarises the current state-of-
the-art in the field of context-awareness, highlights a variety of shortcomings, and

positions the contributions of this thesis in relation to these.
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3.1 Context gathering infrastructure

3.1.1 Overview

The derivation of useful, high-level context information from sensors is one of the
most fundamental problems in the development of context-aware software; conse-
quently, this was a key focus of much of the early research in the field. Over the past
decade, the focus has shifted gradually from the abstraction of information from sim-
ple homogeneous sensing infrastructures (which more often than not were concerned
with location data [2,6,41,89-94]), to more general techniques for extracting rich
types of information from diverse (and dynamically changing) collections of sensors.
This survey focuses on solutions of the latter type.

The Context Toolkit, developed by Dey et al. [21,95], provides programmatic
support for the distributed acquisition of context information from sensors, in the
form of the context component abstraction. The toolkit defines the following ab-

stract component types [95]:
e widgets, which function as software wrappers for sensors;

e interpreters, which raise the level of abstraction of context information to
better match application requirements (for example, transforming raw location

coordinates to a building and room number); and

e aggregators, which combine different types of context information related to a

single entity.

By drawing upon standard libraries of reusable components that instantiate these
three abstract types, programmers can easily incorporate context gathering function-
ality into applications to enable context-aware behaviour. The ability to connect
components into complex arrangements gives the component model considerable
flexibility and power. The utility of the model is also demonstrated by the array of
prototypical applications that have been built using the toolkit; these include a sim-
ple location-awareness tool called the In/Out Board [21], a context-aware intercom
for the home [11] and a reminder tool [16].

Widgets incorporate historical context information using relational databases for
persistent storage, and implement an information model, based on simple attributes,
that allows constant values to be represented alongside sensed data. However, pro-
filed information is not supported, and the representation of uncertain context in-
formation is not explicitly addressed (although quality information can be captured
by additional attributes, if required).

Gray and Salber [96] propose a refinement of the context component abstraction

that provides improved support for imperfect context information. They replace the
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three abstract component types with a single generic type that, in addition to stan-
dard data input and output channels, incorporates control, action and metadata
channels. The control channel is used to support dynamic reconfiguration of com-
ponents, while the action channel performs required operations on the environment
(for example, using actuators). Metadata channels carry relevant information about
the quality and source of the context information.

Schmidt et al. [23,97,98] describe a simple layered architecture which they em-
ploy to synthesise context information from a heterogeneous set of sensors. As
their architecture is designed for use on autonomous “smart objects” that have been
instrumented with multiple sensors, such as next-generation mobile telephones, dis-
tribution of context information is not considered. The architecture is structured to
support a two-phased interpretation process. The first phase maps the output from
each sensor into a variety of cues. These are features derived from a set of sensor
readings, such as the average and standard deviation. The second step combines the
cues to form an abstract context description, using rule-based algorithms, statistical
methods, neural networks [98,99], or other interpretation techniques.

The uncertain nature of context information is reflected within the context model
that is used in conjunction with the architecture. This describes the environment
as a vector of pairs, where each pair consists of a value together with a probability
estimate. It is also accommodated by the scripting primitives that accompany the
model [97]; these allow actions to be automatically invoked when a context event is
detected with a predefined probability.

The simplicity of the architecture (and also of the associated context model and
scripting primitives), and its focus on sensed data only, prevents it from supporting
historical, static and profiled context information. Similarly, its support for uncer-
tainty is limited, as quality can only be characterised through probability estimates,
while unknown and ambiguous context information cannot be adequately captured.

Finally, Chen and Kotz [22,100,101] propose an infrastructural approach to con-
text acquisition, named Solar. This supports the sharing of context gathering infras-
tructure, crucial in complex, large-scale pervasive systems, in a manner that is not
possible with the previously described solutions. The infrastructure is based on the
use of a graph abstraction to specify connections between components. The graph
nodes are either sources, which represent sensors, or operators, which are process-
ing components that perform interpretation and aggregation. Context information
traverses the components in the form of event streams.

The graph abstraction is used as follows. Applications produce textual speci-
fications of their context requirements in the form of graphs. Solar uses these de-
scriptions to create the required operators (sharing these where possible with other
applications) and event subscriptions. As new operators can be dynamically inserted

as required, and subscriptions can be context-dependent (for example, changing in
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accordance with the user’s current location), Solar supports a more flexible form of
context gathering than the Context Toolkit and the architecture of Schmidt et al.

The main disadvantage of Solar, however, is its relatively simple context model.
Unlike the Context Toolkit’s widgets, Solar’s components do not, by default, main-
tain persistent historical data, nor do they support static or profiled context infor-
mation. Similarly, the context model lacks the explicit support for quality estimates
that is provided by the solution of Schmidt et al.

3.1.2 Discussion

A powerful yet generic context sensing infrastructure that can be shared amongst a
variety of applications greatly reduces the complexity associated with constructing
context-aware applications, as shown by Dey et al. [11, 16,21, 95]. However, such
infrastructures have three key limitations. First, their emphasis on sensed context
naturally biases them against providing strong support for static and profiled infor-
mation. Second, their usual construction as distributed components, each concerned
with only one type of context information, tends to lead to a fragmented context
model. This makes it difficult or impossible to capture relationships and interde-
pendencies, and to support context management tasks that span different types of
context (e.g., conflict detection and resolution). Third, applications that use a rich
set of context information are usually required to interact with multiple components
of the sensing infrastructure in order to obtain this information.

These problems can be overcome by introducing a layer of separation between
the application and the context sensing infrastructure in the form of a context server.
The server maintains a rich, integrated model of context, performs context manage-
ment tasks, and provides applications with a single interface through which they
can request context information. The following section surveys a variety of pro-
posed context servers, focusing on the features of their respective context modelling

approaches.

3.2 Context models and servers

3.2.1 Overview

Schilit et al. [26, 102] pioneered the development of infrastructural support for
context-aware computing a decade ago, by proposing an architecture comprised
of distributed context servers called environment servers and user agents. The ar-
chitecture partitions the context description amongst the servers and agents, which
store context information in the form of simple environment variables. Environment
servers maintain information related to domains such as rooms, project groups or

other logical or physical entities, while user agents record context information for
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a single user. Both servers and agents allow context-aware applications to retrieve
context information synchronously using remote procedure calls, or asynchronously
by subscribing for notifications.

The simplicity of the context model used by this architecture makes it unsuitable
for capturing historical and uncertain context information, as well as relationships
and dependencies between different classes of context. Subsequent proposals have
adopted successively more sophisticated context models.

The Cooltown model [27] embeds context information within a Web-based frame-
work, associating each entity (a person, place or thing) with a description retrievable
via URL. A simple location-based discovery mechanism serves as a form of boot-
strapping for context retrieval. This involves the use of a wireless beacon to transmit
the URL of the local environment. From this, the other people, devices and objects
present in the environment can be discovered. The context model is very informal,
as arbitrary information can be embedded within the Web pages. This feature, to-
gether with the restrictive discovery mechanism (which is based on the assumption
that only information about the local environment is required at any time), limits
the utility of the model. Specifically, Cooltown is suitable as an awareness and in-
formation retrieval tool (useful for applications such as museum and tour guides),
but not as a more general platform for building context-aware applications.

Harter et al. [2] adopt a more formal, object-oriented context modelling approach,
and propose a three-layered context management architecture. At the lowest layer,
context information resides within a relational database. The middle layer aug-
ments the functionality of the database, providing (i) support for the object model
(using CORBA object proxies to allow remote queries), (ii) caching of context in-
formation to improve efficiency, (iii) direct routing of frequently changing context
information to applications (bypassing the database) and (iv) location-specific ser-
vices, including support for containment queries and spatial monitoring. The upper
layer incorporates the clients; these are context-aware applications and producers of
context information, including sensors and resource monitors.

The object-based context model employed in this architecture is formal and
expressive, and combines both sensed and non-sensed information into an integrated
world model. However, it provides no explicit support for histories or uncertain
context information.

Pascoe [103] describes a Contextual Information Service (CIS) that provides
a shared repository of context information for wearable computing applications.
Like the architecture of Harter et al., this supports an object model that integrates
sensed information with additional types of context information. Pascoe terms his
objects artifacts; these possess a name, type and set of states. The states are
described in a state catalog, and have one or more formats and types, methods that

translate between these, and operations. Relationships between artifacts can also be
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represented; these are either explicitly defined by the user, or inferred by the CIS.

Each artifact state has an associated monitor that manages the corresponding
sensing components to achieve the required quality of service, and maintains his-
torical information to improve accuracy and provide continued estimates in cases of
sensor failure. Unfortunately, the quality and historical information are not mapped
into the artifacts, where they could be exploited by applications. Moreover, the
representation of ambiguous or unknown context information is not addressed by
the model.

Judd and Steenkiste [104] apply a more fragmented approach than the previous
solutions, in that they assign each type of context information to a distinct contex-
tual service. In order to simplify the task faced by applications in interacting with
these services, they propose the use of a generic service interface. The query facility
offered by the interface is relatively powerful, allowing the client to place a time
limit on the response and specify bounds on meta-attributes, including accuracy,
confidence, update time and sample interval. The data model used internally within
the services is not specified; this is implementation-dependent, and related to the

type and characteristics of the context information.

There are several disadvantages to this approach. First, clients are required to
explicitly specify the names of services in queries; as the set of services may be large
and dynamically evolving, this places a considerable burden on the client to perform
service discovery. Second, the highly fragmented view of context that results from
the use of many separate services requires clients to carry out multiple steps to
satisfy all but the simplest of queries (as shown by the examples in [104]), and leads
to a clumsy solution for representing relationships!. It also complicates context
management tasks, such as detection and resolution of conflicts arising between

different classes of information.

Further solutions have been proposed by Hull et al. [25], in form of their SitComp
service, by Salber and Abowd [74], in the form of a generic context server, and by
Ebling et al. [24,105], in the form of their Owl context service. However, as detailed
descriptions of these services and their context models have not been published, they

will not be discussed further.

A variety of services dealing specifically with location information have also
been developed [6, 18,90, 106-108]. As the properties of location data are better
understood than those of context information as a whole, these often provide more
sophisticated management functionality, such as conflict resolution [106, 107] and
privacy support [107,108]. These services can be employed as suppliers of location

information to more general context services such as those discussed above.

! Judd and Steenkiste propose the use of additional services to capture these.
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3.2.2 Discussion

The information models implemented by these context services exhibit various lim-
itations. Several (but most notably the Cooltown model) lack the formal basis that
is required in order to capture context information in an unambiguous way and to
support reasoning about its properties. The attribute-based model employed by
Schilit et al. within their servers and user agents is unsuited to capturing histori-
cal information; the object-based models are less restrictive, but provide no special
support for the modelling of histories. Most of the solutions allow relationships to
be expressed, but all fail to provide any special support for the modelling of depen-
dencies or for related context management tasks. Finally, all of the models fail to
adequately address uncertainty; some allow quality metadata to be expressed, but
the modelling of ambiguous information (e.g., “the location of z is y or 2”) and the
explicit modelling of unknowns are both overlooked. This last problem is of crucial
importance, as effective reasoning is impossible without the ability to distinguish be-
tween information that is absent from the context server because it is false, unknown
or uncertain.

A further problem, common to all of the surveyed solutions, is a lack of con-
text management functionality. Beyond their main roles as repositories of context
information and query engines (supporting synchronous queries and asynchronous
notification of context changes), the servers implement very little additional func-
tionality. The solution of Harter et al. provides special treatment for spatial data,
supporting spatial monitoring and advanced location-based queries; however, nei-
ther this context service, nor any other surveyed, offers the sophisticated conflict
resolution, enforcement of integrity constraints, or support for privacy policies that

are increasingly common within location management systems.

3.3 Programming abstractions for context-aware com-

puting
3.3.1 Overview

The software infrastructures described in the previous sections remove many of the
challenges associated with the acquisition, storage and dissemination of context in-
formation, thereby greatly simplifying the task faced by the developer of context-
aware applications. However, there is a growing consensus that the abstractions
provided by context services (specifically, their context models and query interfaces)
are not the best ones with which to program highly flexible and robust context-aware
behaviour. In light of this trend, a variety of high-level programming models and

abstractions, tailored to the needs of context-aware software, have recently emerged.
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These are the subject of the remainder of this section.

As described in Section 1.4, triggering has been widely used as a programming
model for adaptive software systems. This is an event-based model in which actions
are automatically invoked upon the detection of relevant changes in the environment.
As this solution is not specific to context-aware systems, a comprehensive treatment
falls outside the scope of this survey. Instead, two loose derivatives of the model
that provide extensions to meet specialised needs of context-aware applications - the
stick-e note model and a context-sensitive object model - are characterised, while
further discussion of the triggering model is deferred until Chapter 5.

The stick-e note framework, proposed by Brown [29,70], was originally created
to simplify the development of a narrow class of applications involving the presen-
tation of information to users in a context-dependent fashion. However, it has since
found an additional use within note-taking applications, allowing notes to be au-
tomatically tagged with metadata describing the current context. The framework
encompasses not only a model for associating information (termed stick-e notes)
with contexts, but also a triggering engine that selects and presents the notes to
users in a context-aware manner. Its goal is to reduce the task of constructing the
aforementioned application classes to a document authoring problem, rather than a
software engineering one.

Each stick-e note is specified using SGML (a tag-based markup language related
to XML), and has both content and an associated context. As the format is ex-
tensible, potentially rich context descriptions can be produced. The utility of the
stick-e model has been demonstrated by its use in implementing several applica-
tions, including a tourist guide [70] and a tool that supports the recording of field
observations by ecologists [103,109]. However, the model is clearly not applicable to
most types of context-aware application.

Yau et al. [31] propose a model that applies triggering at the object level. This
model separates application objects into a context-sensitive interface and a context-
independent implementation. The interface effectively consists of a set of triggers
that associate context events with actions on the object implementation. This is
compiled to produce a container that transparently gathers the required context
information and invokes triggers in response to relevant context changes. The con-
text model used in the specification of interfaces is unsophisticated, being based on
simple variables. Uncertainty, relationships and historical context information are
not addressed.

The model is designed principally to support dynamic reconfiguration, and one
of the motivating applications that Yau et al. consider centres around the estab-
lishment of spontaneous interactions between users when in close proximity with
one another (for example, between students and instructors in classroom settings).

Like the stick-e note model, the context-sensitive object model supports only limited
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classes of context-aware behaviour. It is not suited to domains such as information
retrieval [48,110] or the context-aware communication scenario considered in this
thesis (see Section 1.5), in which actions involving the use of context information
can be initiated by users rather than in response to context changes.

In addition to these two application models, logic-based abstractions of context
that simplify the task of describing context-aware behaviour have been proposed
independently by Dey et al. [16,111] and Ranganathan et al. [10,112]. These were
both developed alongside specific context-aware applications (a reminder tool called
CybreMinder in the case of the former, and a chat program called ConChat in case
of the latter); however, their applicability is much broader.

The situation-based model of Dey et al. is the simpler of the two. It is founded
on the observation that the context component abstraction of the Context Toolkit
(described in Section 3.1) is not the right abstraction for all tasks. The situation
model that Dey et al. propose in order to overcome this problem allows programmers
(and users) to define high-level contexts (i.e., situations) in terms of conditions upon
one or more attributes, without having to specify the interactions with the widgets,
interpreters and aggregators that collect the required types of context information.

Situations are formed from a list of equalities (e.g., “location = room 383”) and
inequalities (e.g., “price > 65”), implicitly connected by logical conjunction. This
model is very restrictive, as it is unable to express alternatives (e.g., “location = room
383 or location = room 384”), relationships (“z is near y”) or uncertainty (“location
is possibly room 383”). A large class of expressions involving quantification (“there
is a person whose location is room 383” or “all of the members of the project group
are present in room 383”) are also excluded.

The model of Ranganathan et al. overcomes some of these limitations. It cap-

tures context information in terms of predicates of the form:
Context(< ContextType>,<Subject>,<Relater>,<Object>)

As the relater is not restricted to the equality and inequality operators, arbitrary

binary relationships can be expressed, such as:

¢ Context(location, Emma, entering, room 383); and
e Context(lighting, room 383, is, off).

Unfortunately, ternary and higher arity relationships cannot be accommodated by
this model. This implies that historical context information (e.g.,“at 10:35am the
location of Emma is room 383”) and certain types of uncertainty (“location of Emma
is room 383 with probability > 0.8”) have no straightforward representation. The
treatment of unknown or ambiguous information is additionally not addressed.
Context predicates can be combined using conjunction, disjunction and negation,

and parameterised using universal and existential quantification. In order to ensure
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that the evaluation of an expression involving quantification always terminates, the
model applies domain restriction. That is, the value of a quantified variable is
bounded by the set of objects of the relevant type residing within the system. This
approach can be very inefficient when the set of objects is large (which will often be
the case in complex pervasive systems), or when quantification occurs over several

variables?.

3.3.2 Discussion

The investigation of programming tools and abstractions for context-aware systems
has largely taken a back seat to the development of infrastructural support. Conse-
quently, there are many gaps that remain to be filled, and a variety of limitations
exhibited by the few solutions that have been proposed in this area.

The two trigger-based programming models that were presented are each tai-
lored to narrow classes of context-aware applications. As a result, there is a need
for models that support alternative types of behaviour for which triggering is not
appropriate, such as the use of context information in the execution of user-initiated
tasks. In addition, there is considerable scope for the investigation of models of trig-
gering that account for special characteristics and limitations of context information,
including historical data and uncertainty.

The logic-based context abstractions have shown great promise, serving as useful
formalisms for describing contexts in high-level terms. Their utility has already been
demonstrated with respect to two distinct application types (namely, reminder tools
and chat programs), but is potentially much broader. Amongst the benefits of these
formal abstractions (and particularly the more powerful predicate-based model of

Ranganathan et al.) are the ability to:

e perform logical reasoning about contexts; and

e meaningfully combine contexts using the logical operators in a manner not
possible with the context models described in Section 3.2, thereby deriving

increasingly complex context descriptions.

The two applications that were explored in conjunction with the models - Cybre-
Minder and ConChat - merely scratched the surface in terms of these benefits. In
order to fully realise the potential of these abstractions, refinements are required in
order to support richer types of context information (including relationships, depen-
dencies and historical information), and to accommodate uncertainty.

There is also a requirement for improved understanding of suitable development

methodologies that can be applied in conjunction with these models. To date, very

2However, Ranganathan et al. do not make it clear whether quantification over multiple variables
is permitted; the examples they provide all involve the quantification of a single variable over a single
context predicate.
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little emphasis has been placed on this issue. Some researchers have enumerated the
design and implementation tasks involved in developing software using their models
(such as Dey, in relation to his Context Toolkit [95]); however, the tasks are almost
always described informally, and without adequate guidance in terms of the process

or complex issues that are involved.

3.4 Design tools for context-aware software

3.4.1 Overview

The development of tools that support a structured exploration and specification of
the design requirements of context-aware software has lagged even further behind
that of programming models. This section describes partial solutions that have
recently emerged to address two distinct design tasks, while Section 3.4.2 discusses
the potential benefits of further formal design tools and methodologies.

Gray and Salber [96] present a design framework that supports an informal
exploration of the types and characteristics of context information required by an
application, focusing particularly on quality of service (QoS) needs. The exploratory
phase forms a precursor to the identification of suitable sensors, and the design and
implementation of a context sensing infrastructure using Gray and Salber’s variant
of the Context Toolkit, which was introduced previously in Section 3.1.

The framework identifies a set of design parameters (termed context meta-
information) that are applicable to each type of context. These include representa-
tion, quality attributes, sensory source, interpretation steps and forms of actuation.
The design process, which Gray and Salber illustrate by example using a museum
application, follows a checklist approach. This supports the designer by serving
to “identify issues, make issue coverage visible, assist in the documentation of the
design process and offer a means of traceability in design decisions”3.

The framework is very informal, and, according to Gray and Salber, requires
further refinement and validation using a broader set of design case studies. It is
appropriate only for sensed context information, and does not explicitly explore
requirements in relation to historical data, which are also very pertinent at the
design stage.

Sohn and Dey [113] address the issue of designing appropriate context-aware ap-
plication behaviour that provides a close fit with user requirements. They present a
design tool, called iCAP, which supports rapid prototyping by allowing users to easily
specify and experiment with rule-based behaviour in a graphical environment. iCAP
depicts the application’s context inputs and outputs, and allows users to manipulate

the rules that specify the relationships between these. This is useful both in enabling

% 196], page 328.
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the application designer to quickly identify appropriate application behaviour, and
in allowing the user to customise the application’s functionality at run-time. While
promising, the tool remains an early prototype. The context model is very simple,
with no support for historical or uncertain information. The conditions that are
used to form rules take the form of conjunctions of simple equalities and inequali-
ties; these essentially conform to Dey’s situation abstraction, which was introduced
in the previous section. Moreover, the design of a realistically-sized context-aware

application using the tool does not yet appear to have been attempted.

3.4.2 Discussion

The two design tools described together address only narrow subset of the design
tasks associated with context-aware software. There is consequently a need for a
better understanding of the design process as a whole, and for developing method-

ologies and tools for tasks such as:

e the exploration and specification of all types of required context information

(not just sensed information, as in the design framework of Gray and Salber);

e the design of suitable privacy policies, and application functionality that con-

forms to these, in order to protect users’ personal context information; and

e the design of user interfaces that address the challenges of pervasive com-
puting environments, and achieve an appropriate balance between application

autonomy and user control.

The design approaches should be consistent with, and offer a straightforward map-
ping to, implementation tools. For example, Coutaz and Rey motivate the need for
an operational model of context “that can be used and refined at every step of the
development process” [114]. This philosophy is reflected in the modelling solutions

presented in later chapters of this thesis.

3.5 Preference and user modelling

3.5.1 Overview

There is growing recognition of common usability challenges associated with context-
aware software related largely to a lack of transparency of, and user control over,
applications’ actions [115-117], and a consequent need for improved techniques for
eliciting and capturing user requirements and preferences [118-122]. To date, how-

ever, there has been very little research addressing these issues.
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Byun and Cheverst [118,119] explore the integration of user modelling tech-
niques developed in Al with context-awareness. Specifically, they exploit probabilis-
tic learning techniques in order to automatically elicit user requirements. This work
appears promising; however, explicit means of representing user preferences are also
required. The use of an explicit representation allows users to formulate their own
preferences if desired, and also provides a tool for exposing preference information
and thereby providing transparency, so that users are able to understand the mo-
tivation for their applications’ actions, and to make corrections as necessary. This
approach can be compatible with automated learning techniques, as shown later in
this section and again in Chapter 5.

The utility of user preference information has been demonstrated by context-
aware applications such as Active Messenger [123], which captures user preferences
in relation to the use of communication channels within a configuration file. However,
there is a lack of sufficiently formal and generic approaches to modelling context-
dependent preferences; currently, preference formats are tightly coupled to specific
applications, inhibiting reuse and complicating the task of the user in specifying
preference information.

Some researchers view preferences as a special type of context, modelling these in
the same manner as other types of context information. This approach is adopted by
the CC/PP standard developed by the W3C for the exchange of context and prefer-
ence information in Web-based applications [124,125]. In this solution, context and
preferences are both represented as attributes using the Resource Description Frame-
work (RDF) [126]. This solution is suitable for expressing very simple requirements
(for example, the set of languages that are acceptable for presenting information to a
given user), but not for more sophisticated, context-dependent preferences (such as
those required by Active Messenger to enable appropriate choice of communication
channels).

As there is currently no adequate preference modelling solution available within
the context-awareness domain, the remainder of this section explores some of the
solutions employed in other fields and analyses the suitability of these for use in
context-aware software.

In decision theory, preferences are commonly represented as utility functions that
map attributes such as cost, reliability or performance to a corresponding numerical
measure of utility [127,128]. Expected utility theory is a variant that covers decisions
in which choices have uncertain outcomes?. Decision-making using these preference
models can be viewed as an optimisation problem that seeks to maximise the utility
of the choice.

One of the problems of this approach is the difficulty associated with constructing

4Unfortunately, it cannot deal with uncertain inputs, as required of a preference model for
specifying context-dependent preferences over uncertain context information.
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an appropriate utility function, particularly when there are many attributes involved.
This makes the approach unsuitable for use in complex context-aware systems in
which preferences must be specified over rich (and dynamically changing) contexts.

Agrawal and Wimmers [129] propose an alternative preference model that does
not require the construction of a single preference function that reflects all of the
user’s requirements, but instead allows many separate preferences to be specified,
which can be later combined to support decision making.

Unlike utility functions, the preference functions proposed by Agrawal and Wim-
mers are applied to tuples of values (which need not be numerical). The functions
produce scores that are values in the set [0,1] U {, L}, where the numerical scores
capture relative desirability (such that higher scores indicate greater desirability),
the special score fj represents a veto, and L represents indifference (that is, an ab-
sence of preference).

The simplicity and ease with which separate preferences can be combined using
this approach makes it better suited for use in context-aware systems than the utility
functions of decision theory. However, several shortcomings remain, including a lack
of support for flexible, context-dependent preferences and an inability to cope with
the uncertainty that arises when making choices over imperfect context information.

The decision theoretic approach and the preference model of Agrawal and Wim-
mers, which both assign scores or ratings that impose an implicit ordering upon
a set of choices, are known as quantitative approaches. An alternative represen-
tation of preferences is provided by the qualitative approach, in which an ordering
amongst choices is captured directly, often in the form of binary preference relations.
Chomicki [130] adopts this solution in order to rank results of database queries ac-
cording to user preferences. In his approach, users specify preferences over tuples
using first order logic. A preference formula, labelled C, defines a preference relation
as follows: t; is preferred to ¢o if and only if C(t1, t2).

Chomicki uses a preference relation to prune the tuples presented to the user by
removing any tuple that is dominated (that is, any tuple for which there is at least
one other tuple that is preferable according to the relation). This pruning process
is not entirely satisfactory, as an empty set of tuples can result when the relation
does not produce a strict partial order on the tuples. Preference relations can be
combined using the set operators, union, intersection and set difference. However,
the problem of empty results becomes even more prevalent when using combined
preferences, as conflicting preferences often induce cycles in the resulting relation.

Other approaches to evaluating and combining qualitative preferences are pos-
sible that do not suffer from the same shortcomings; however, these have other
limitations. Cohen et al. [131] consider the construction of a total ordering of a set
of choices that best agrees with a qualitative preference function. They show that,

in general, this problem is NP-complete, but an approximately optimal ordering can
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be constructed easily using a greedy algorithm. Their algorithm uses a more general
preference model than that employed by Chomicki, in which a preference function,
PREF(u,v), maps pairs of choices to values in the range [0,1] (rather than booleans)
that reflect the certainty with which choice u should be preferred to choice v.

Cohen et al. combine a set of n preferences by computing a linear function
of the form PREF (u,v) = Z:_l w; R;(u,v), where R;(u,v) is the rank ordering
produced by the ith preference function and w; is a weight assigned to this ordering.
They also present a learning technique by which an appropriate linear composition
can be constructed over a series of iterations, given the set of rank orderings and
appropriate feedback at each iteration.

However, this approach is relatively inefficient (even when the greedy algorithm
is used for preference evaluation over a set of choices), and is considerably more
complex than the preference modelling solution of Agrawal and Wimmers. Addi-
tionally, like the other solutions, it does not provide a natural way to deal with
context-dependent preferences, nor to accommodate uncertain inputs.

Other preference representations do not rely on functions (or relations) at all.
The Vector Space Model is an alternative approach that evaluates choices according
to similarity between vectors. This model is primarily of interest in problems in-
volving the ranking of documents based on their text, such as those experienced in
information retrieval and filtering applications. The Vector Space Model is typically
applied to these problems as follows. Documents and user preferences are each rep-
resented by n-dimensional vectors, where each dimension corresponds to a relevant
term or concept. In order to determine the relevance of a document, the similarity
between the document vector and the preference vector is computed by measuring
the cosine of the angle between the two vectors.

Cetintemel et al. [132] demonstrate the use of the model for push-based dissem-
ination of Web pages. They represent user preferences as a collection of interest
vectors, where each vector corresponds to a cluster of similar documents that are
relevant to the user. User feedback is exploited to enable fine-tuning and evolution
of the interest vectors over time.

The Vector Space Model is not well suited to describing context-dependent re-
quirements, owing both to the difficulties associated with describing contexts in
vector form, and the inability of the model to accommodate uncertainty.

Less formal preference models, which lack the mathematical basis shared by the
quantitative, qualitative and vector-based models, are also possible. One example
is P3P’s preference language, APPEL [133], a standard proposed by the W3C for
expressing privacy preferences. P3P [134] and APPEL together allow Web sites
to express their privacy policies, and users to capture their preferences, such that
decision-making about the sites to which users release their information can be

automated. Policies and preferences are expressed in standard vocabularies, using
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XML.

Solutions of this type are generally applicable only in narrow domains, do not
easily allow preferences to be combined (particularly when these are conflicting),
and rely on the existence of well-defined preference vocabularies. Currently, there is
no standard vocabulary that is sufficiently general to capture the rich and dynamic

requirements of users in relation to context-aware software.

3.5.2 Discussion

Although there are many existing preference modelling solutions, there is currently
no adequate, and sufficiently general, technique for modelling the context-dependent
preferences that are required for flexible user customisation and control of context-
aware software. Consequently, there is a pressing need for research in this area.
Numerous challenging issues present themselves, including the need for user-friendly
and application-neutral solutions, and for accommodation of the characteristics of
context information identified in Section 2.2, including uncertainty.

There is early research underway concerning the exploitation of learning algo-
rithms to construct user models for use in context-aware software. Such algorithms
are not incompatible with explicit preference modelling approaches, as demonstrated
by the work of Cohen et al. [131] and Cetintemel et al. [132]. The investigation of a
solution that supports the specification of context-dependent preferences by users in
combination with automated preference elicitation techniques represents an impor-
tant avenue for future research. A combined solution reduces the burden on the user
to provide comprehensive preference information, while at the same time affording

a considerable degree of transparency and user control.

3.6 Summary and conclusions

Recent research in context-awareness has largely focused on the development of
software infrastructures that perform tasks such as the acquisition of context in-
formation from sensors, persistent storage of the information within servers, and
dissemination to applications using both synchronous queries and asynchronous no-
tifications. These infrastructures serve an important role, shifting much of the com-
plex functionality from applications onto the middleware, and thereby simplifying
the construction of robust applications, even in the face of an evolving sensing in-
frastructure [135].

However, these solutions exhibit a variety of shortcomings. First, most are
founded on oversimplified models of context that fail to fully account for the chal-
lenges inherent in obtaining accurate context information (from sensors, users and

software agents), and for the requirement of many applications for rich types of
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information, including histories and context dependencies. Second, they ignore im-
portant context management functions, such as conflict detection and resolution,
enforcement of integrity constraints, and implementation of privacy policies. Third,
most of the proposed infrastructures focus primarily on the acquisition of informa-
tion from sensors, or on the issues of storage and dissemination; there is therefore a
need for solutions that seamlessly combine these functionalities into a single, com-
prehensive infrastructure. Fourth, the abstractions provided by the infrastructures
for context description and querying are not always the best ones for programming
flexible and robust software. The utility of high-level programming models and ab-
stractions is well recognised, but the few proposals that have emerged in this area
remain rudimentary and often limited in their applicability. There is an urgent need
for new techniques for describing, and programming with, context information in
highly abstract terms, as well as solutions for preference modelling and elicitation
that enable software to behave autonomously without materially diminishing the
user’s sense of control.

In addition, infrastructural solutions by themselves support only the implemen-
tation phase of the software lifecycle. As the analysis and design tasks associated
with context-aware software present novel challenges that are not addressed by tradi-
tional engineering methodologies, other modelling techniques and tools are required.
Coutaz and Rey [114] propose the use of context models that can be refined incre-
mentally to support the entire software engineering lifecycle. However, recent efforts
to develop such a model, and other design tools, have been inadequate.

It is these observations that motivate the research presented in this thesis. The
following chapters develop a framework comprised of an integrated set of concep-
tual modelling techniques, and a corresponding software architecture and infrastruc-
ture, that support the developer throughout the software lifecycle. Chapter 4 and
the early sections of Chapter 5 address the need for context modelling techniques
that capture the rich characteristics of context information described in Section 2.2.
Chapter 4 presents a formal, graphical modelling technique that supports the de-
signer in the task of exploring and specifying the context requirements of a context-
aware application. In addition, it describes the mapping of the graphical model to
a relational representation that is well suited for use in the implementation of a
context management system.

Chapter 5 responds to the current lack of programming tools and abstractions
suited for use in context-aware systems by proposing a high-level model of context,
two complementary programming techniques, and an explicit preference modelling
approach that are all founded upon the context model of Chapter 4.

Chapter 6 addresses the need for comprehensive infrastructures for context-aware
systems by integrating the modelling solutions of Chapters 4 and 5 into a layered

architecture that incorporates context acquisition and management, preference man-
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agement and support for the programming models in the form of a programmer’s
toolkit.
Finally, Chapter 7 demonstrates, by example, the use of the modelling techniques

and software infrastructure of Chapters 4 to 6 to support the software lifecycle.



Chapter 4
Context modelling

The previous chapter demonstrated that current context-aware systems are based
on models of context that are often implicit and informal, and incapable of cap-
turing all of the characteristics of context that were outlined in Chapter 2, such as
temporal and quality aspects. These models are also inappropriate for supporting
context-related tasks throughout the software lifecycle, from analysis of the con-
text requirements of an application through to implementation, instantiation of the
context model, and beyond. This chapter presents a context modelling approach,
termed the Context Modelling Language (CML), that is designed to help overcome
these shortcomings. CML offers a modelling notation that is sufficiently abstract to
allow developers to explore and capture the context requirements of an application
in a natural way, while at the same time being formal enough to support a straight-
forward mapping to a context management infrastructure that can supply context
information to applications at run-time. In order to meet these requirements, CML
leverages an approach that is well established in the design of information systems,
which recognises several distinct modelling levels (conceptual, logical and physical)
that are distinguished by their degree of detail and abstraction. This chapter fo-
cuses on the modelling of context at the conceptual and logical levels. The following
sections define some of the terminology used in this chapter, outline the motivation
behind the development of CML, and then characterise CML’s approach to cap-
turing the special features of context information from the conceptual and logical

perspectives.

4.1 Terminology

This chapter addresses the context modelling problem from two perspectives. To
prevent confusion, this section characterises the relationship between the two view-
points and defines some common terms used by each.

A context model is an abstract yet formal description of relevant aspects of the
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Figure 4.1: Context modelling approach used in this thesis.

real-world context of one or more applications. The latter are sometimes termed
context consumers, while the aspects of the world that a model reflects are often
collectively referred to as the modelled reality. A context model can be described in
a highly abstract fashion in terms of a conceptual model that is designed to be easily
understood by people. Alternatively, it can be expressed in terms of a logical model
that focuses more on the structure and representation of information, and is generally
designed to be easily implemented/instantiated. Note that close comparisons can
be drawn between the conceptual and logical models of context discussed in this
chapter and the conceptual and logical schemas in layered database models such as
that described by Halpin [136]. These similarities are natural because the conceptual
modelling techniques presented here derive from ORM, a modelling approach created
to support the development of conceptual schemas for information systems.

The approach to context modelling proposed in this thesis is illustrated in Fig-
ure 4.1. This chapter primarily focuses on modelling at the conceptual level using
CML, a novel modelling approach which offers a graphical notation and an accom-
panying modelling methodology for describing context information. The chapter
also briefly describes the modelling of context information at the logical level using
the relational model, which has been widely researched and implemented by the
information systems community.

A modelling process involving the following steps is assumed:
1. construction of a conceptual model of context requirements using CML;
2. mapping of the conceptual model to the relational model; and

3. generation of a context management infrastructure based on the relational

model.

Each of these steps can be at least partially automated. The first step requires
substantial input from humans, but can be supported by appropriate modelling tools
that assist with the drawing and validation of models. The latter two tasks can be
largely automated. However, the development of these forms of tool support falls
outside the scope of this thesis. The conceptual models shown in this chapter were
produced using simple drawing tools, and hand-mapped to a relational represen-
tation. A generic context management infrastructure that can be customised for

individual context models has been implemented and is described in Chapter 6.
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A context model is populated, or instantiated, at run-time with a set of related

information about the modelled reality, referred to as a context instance.

4.2 Motivation and approach

As described in the previous chapter, there is currently a lack of understanding of
the software engineering tasks associated with context-awareness, and an absence of
suitable design tools. This chapter addresses the requirement identified in Section
3.4.2 for suitably general context modelling techniques that support the exploration
and specification of an application’s context requirements. The context modelling
approach developed here is orthogonal and complementary to the informal design
framework of Grey and Salber, introduced in Section 3.4.1, which supports design
tasks in relation to sensed context information, including the identification of QoS
requirements and of suitable sensors.

CML enables application developers to construct formal models of context re-
quirements that (i) capture all of the context characteristics described in Chapter 2
and (ii) form a natural basis for the specification of context-aware behaviour using
the situation and preference abstractions developed in the following chapter. One
of the novelties of CML is that it draws on the wealth of research concerned with
information modelling that has been carried out in the field of information systems.
There are numerous research topics in information systems that overlap with the
context modelling problem. A full survey of these topics falls outside the scope of
this thesis; instead, a few of the most relevant are mentioned here to indicate the
extent of overlap between the research areas. The conceptual modelling of temporal
aspects of information has been widely researched: a survey of some of this work is
provided by Gregersen and Jensen [137]. Similarly, the conceptual modelling of infor-
mation quality aspects is described by Wang et al. [138] and Storey and Wang [139],
and the construction of information systems based on sensor-derived information
using a combination of concepts from real-time, active and temporal databases is
described by Datta [140]. Finally, the problem of incomplete information has been
widely studied [141-146]. It must be noted, however, that these areas of research
have been largely carried out in an isolated fashion, and that there is consequently
no single information modelling approach that is adequate for expressing all of the
aspects of context information. This chapter describes a set of integrated context
modelling concepts that combines and extends relevant information modelling re-
search. The integration of these concepts into a cohesive model is non-trivial: when
considered in isolation, temporal aspects, incompleteness and ambiguity have the
potential to lead to complex information models, but when these problems are con-
sidered together, there are subtle interactions that must be treated with great care.

For example, when historical information is modelled, properties on the information
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- such as constraints - assume different semantics depending on whether they are
applied to individual snapshots, to entire histories, or to some other level of granu-
larity. The modelling approach presented here is designed as a minimal solution to
these problems that on the one hand encompasses all of the key features of context
information, and on the other helps to spare the designer from the burden of working

with an unduly heavy set of modelling concepts.

Initially, the context modelling concepts were formulated independently of any
single information modelling approach, such as UML [147] or the Entity-Relationship
model (ER) [148]. This afforded the flexibility to express the concepts in the most
natural way. The results of this initial exploration are presented in [40]. Subse-
quently, a decision was made to reformulate the modelling concepts as extensions
to the Object-Role Modeling (ORM) approach [149], developed for the modelling of
information systems. ORM was chosen in preference to other modelling approaches
(such as the more popular ER model) because of its relative formality and expres-
siveness, and the close correspondence between its fact/relationship types and the
association abstraction that formed the basis for the original modelling approach.
One of the particular strengths of ORM, in contrast to both ER and UML, is that
it focuses on relationship types as much as on object types, making it easy to spec-
ify complex constraints and annotations on relationships. The importance of this
feature is apparent in Section 4.4, in which a variety of special relationship types,

annotations and constraint types are introduced for context modelling.

The decision to align the modelling concepts with ORM confers several signif-
icant benefits. First, it provides the opportunity to exploit a wide variety of con-
straint types offered by ORM that are important in (but not specific to) the context
modelling problem, such as uniqueness, value and subtype constraints. Moreover,
by basing CML upon ORM, it is possible to leverage the straightforward mapping
from ORM to the extensively implemented relational model. This makes it possi-
ble to store context instances within standard relational database systems, enabling
extremely efficient querying of context information using widely known database
query languages, such as SQL. Finally, ORM has been widely used (mainly within
research settings) as a basis for conceptual database design, with the consequence

that it offers a mature, well-understood and well-documented modelling approach.

The following section presents a brief overview of ORM, while the remainder
of the chapter discusses the extension of ORM to accommodate the key context
characteristics enumerated in Chapter 2. The latter discussion focuses first on the
construction of abstract context models at the conceptual level, and then on the

representational issues of the logical level.
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4.3 Introduction to ORM

ORM is a conceptual modelling approach, developed by Nijssen and Halpin [150],
that is founded on a data model in which information about objects is embodied
in facts. It comprises both a graphical modelling notation and an accompanying
design methodology; these are the subjects of the following two sections.

ORM has numerous variants; the following sections describe Formal ORM (FORM),
which has been the subject of several books [149-151], and is arguably the most
widely adopted and extensively documented variant of ORM.

4.3.1 Modelling concepts

FORM’s conceptual schemas comprise the following three components:
e stored fact types;
e constraints; and
o derivation rules.

The stored fact types describe the classes of fact that appear in a database
instance. Fact types consist of one or more distinct roles; the number of roles is
referred to as the arity. Each role is associated with an object that is characterised
by a name and a reference mode, the latter reflecting the database representation
of the object (for example, by name or numerical identifier).

Constraints place restrictions on populations of fact types, and reflect the se-
mantics of the modelled reality. FORM supports many types of constraints: two
examples are uniqueness constraints (e.g., “each person has only one date of birth”)
and mandatory roles (e.g., “every person must have a date of birth”). Uniqueness
constraints are classed as internal or external; the former involve one or more roles
of a single fact type, whereas the latter span roles of multiple fact types. They
effectively capture a type of functional dependency that dictates that the combina-
tion of objects participating in the roles covered by the constraint is unique over all
facts of the given type(s). Stated in a different way, a uniqueness constraint implies
that, collectively, the objects participating in the roles of the constraint uniquely
determine at most one fact in the case of an internal uniqueness constraint®, or one
combination of n facts in the case of an external uniqueness constraints that spans
n fact types. Mandatory role constraints differ in that they govern the participation
of individual objects in roles. A mandatory role constraint on an object type O and
role r implies that an object of type O that participates in any role of any fact type

must necessarily participate at least once in r.

'This is analogous to the key constraint of the relational model.
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Time
(timestamp)

used by...from...to

Figure 4.2: FORM modelling example.

Finally, derivation rules describe the production of additional fact types from the
base fact types (for example, the average salary of a department from the salaries
of individual employees).

Conceptual models are constructed diagrammatically using the notation illus-
trated in Figure 4.2. Fact types are captured as sequences of role boxes, with each
box attached to an object type. Each fact type has a label (e.g., has process number,
executes on, has user) that describes its semantics in natural language. Double-
headed arrows are placed over roles in a fact type to indicate internal uniqueness
constraints, while external uniqueness constraints are indicated by an encircled u
joined by dotted lines to the roles participating in the constraint. Examples of the
former are the two constraints over the roles of the has user fact type in Figure 4.2.
These imply that each agent has a unique user and each user has a unique agent.
An external uniqueness constraint is present between the has process number and
ezecutes on fact types; this captures the constraint that, on a given device, at most
one agent is assigned any given process identifier. Mandatory role constraints are
captured by placing a dot at the object side of the line that connects the object type
to the mandatory role; three examples can be found attached to the Communication
Agent object type: these indicate that every agent must be associated with a process
identifier, a device and a user.

Object types are represented as ellipses containing a name and an optional ref-
erence scheme placed within parentheses. Object types that are simple value types
(such as the PID object type in Figure 4.2, which designates process identifiers) do
not require a reference scheme and are shown as dashed ellipses.

FORM also supports a variety of advanced constraint types, including value,
subtype, occurrence frequency, ring and relative closure constraints. A discussion
of these falls outside the scope of this thesis. For further information, the reader is
referred to [149].

Conceptual models, such as that shown in Figure 4.2, describe generic fact types

and constraints upon these. An instantiation of a conceptual model populates each
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Table 4.1: Example instantiation of the has process number fact type shown in
Figure 4.2.

Communication PID
Agent

CA03332 9697
CA01204 9834
CA03444 9335

Table 4.2: Example instantiation of the executes on fact type shown in Figure 4.2.

Communication Device

Agent

CA03332 130.102.176.36
CA01204 130.102.176.192
CA03444 130.102.176.192

Table 4.3: Example instantiation of the has user fact type shown in Figure 4.2.

Communication Person

Agent

CA03332 Michelle Williams
CA01204 Emma May
CA03444 Mark Darcy

Table 4.4: Example instantiation of the used by...from...to fact type shown in Figure
4.2.

Device Person Start Time End Time

130.102.176.36  Michelle Williams Dec 9 10:14:34 2002  Dec 9 14:35:12 2002
130.102.176.36 Emma May Dec 9 14:56:43 2002 Dec 9 17:32:56 2002
130.102.176.192 Mark Darcy Dec 9 07:34:01 2002 Dec 9 16:55:32 2002

130.102.176.192 Michelle Williams Dec 9 15:15:43 2002  Dec 9 15:33:34 2002

of the fact types with a concrete set of facts. Example instantiations of the four fact

types shown in Figure 4.2 appear in Tables 4.1 - 4.4.

4.3.2 Modelling methodology

FORM defines not only a modelling notation but also a generic modelling methodol-
ogy that can be applied to construct conceptual models. This methodology, termed
the Conceptual Schema Design Procedure (CSDP) is described in detail by Halpin
in [151], and briefly summarised here. The procedure comprises the following seven

steps:

e Step 1. Identify elementary facts based on familiar examples, and apply quality
checks to verify that:

— objects have appropriate identifiers; and
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— facts cannot be decomposed into two or more smaller facts (that is, facts

involving fewer roles) without loss of information.

Step 2. Draw the corresponding fact types and apply a population check to

ensure that fact types are compatible with examples.

Step 3. Check for pairs of object types that can be combined; this should be
done when entities of the two types can be meaningfully compared. Check for
arithmetic derivations and ensure that derived information is represented by

derivation rules rather than stored fact types.

Step 4. Add internal and external uniqueness constraints. Apply an arity
check to fact types, and split fact types whenever this can be done without
loss of information. In general, a fact type should be split if it has an internal
uniqueness constraint that spans fewer than n — 1 roles, where n is the arity

of the fact type.

Step 5. Add mandatory role constraints to those roles that must be played
by the entire population of the corresponding object type. Check for logi-
cal derivations and ensure that information that can be logically derived is

represented by derivation rules rather than stored fact types.

Step 6. Add value constraints where relevant to specify the members of a value
type, either by enumeration or using regular expressions. Add set comparison
constraints to capture relationships between the populations of roles (subset,
equality or exclusion). Finally, specify subtyping constraints to capture spe-

cialisations of object types.

Step 7. Add other constraints, including occurrence frequency, ring and rel-
ative closure constraints. Perform final checks to ensure internal consistency
(that each role sequence can be populated in some state), external consistency
(that the conceptual schema is not in conflict with requirements and exam-
ple data), lack of redundancy (that no elementary fact can appear twice) and

completeness (that the schema captures all aspects of the requirements).

When modelling small domains, the seven steps are typically carried out once,

in sequence. For larger domains, an iterative process may be applied, involving

the decomposition of the domain into smaller sub-domains, the modelling of each

of these sub-domains independently using the seven CSDP steps, and, finally, the

re-integration of the partial schemas into one global schema.
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4.4 Context modelling concepts

Having introduced FORM in the previous section, this section describes a set of novel
modelling extensions (and associated context management issues) that address the
characteristics of context information described in Section 2.2 (heterogeneity, imper-
fect information, histories and dependencies). The resulting modelling approach is
referred to as CML. The extensions are formulated such that upwards compatibility
is preserved (that is, that the original syntax and semantics of FORM’s modelling

constructs are retained).

4.4.1 Classification of fact types

Section 2.2.1 discussed the wide variation that can be present in a set of context
information, caused largely by the diverse characteristics of the sources from which
the information is derived. This variation manifests itself in differing persistence
and error characteristics, with the result that different styles of management are
suited to different types of context information. In order to accommodate these,
CML distinguishes four classes of context information.

Broadly, context information is classed as static or dynamic. Both types of
information can be captured by FORM, but they cannot be differentiated. CML
introduces a variety of new graphical notations to overcome this limitation.

Static information represents aspects of the modelled reality that are invariant,
such as the type or identifier of a computing device. In CML, this class of information
is captured by static fact types. When modelling these, the modeller must specify
a set of roles to which the existence of fact instances are tied; collectively, these
roles are referred to as the base set. Each role in the base set is annotated with an
s, as shown in the example of Figure 4.3 (a). Two constraints are implied by this

annotation:
e fact instances of a static fact type cannot be modified; and

e a fact instance can only be deleted from a context instance when an object

participating in one of its base roles is simultaneously deleted.

Any fact type that is not static is dynamic. Dynamic fact types are further
categorised as profiled, sensed or derived, depending on the source of the facts with
which the type is populated.

Profiled fact types capture information supplied by users. This class of informa-
tion is generally slowly changing and reliable. CML denotes profiled fact types with
a circular annotation, as shown in Figure 4.3 (b).

Sensed context represents information obtained from hardware or software sen-

sors. An example of this class of context is location information derived from active
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bats [2] or GPS devices. Figure 4.3 (c) illustrates the annotation of a fact type as a
sensed type.

Typically, sensed context is highly dynamic, and therefore prone to staleness.
Additionally, information of this type is often inaccurate, erroneous or unknown as
a result of crudeness of the available sensing mechanisms, sensor failures or gaps
in the coverage of sensors. CML provides two types of support for these problems
which will be described in later sections.

Derived fact types capture information that is computed from one or more other
fact types in the context model. This class of fact type is already supported by
FORM, and was mentioned briefly in Section 4.3.1. FORM’s notation for represent-
ing derived fact types is illustrated in Figure 4.3 (d). There are two components to

this representation:

e a rule that describes the production of derived facts from other modelled facts;

and

e a sequence of role boxes, drawn as for ordinary fact types but marked with an

asterisk.

The latter is optional, but in general should be included for clarity and to enable
additional information and constraints on the fact type to be represented, such as
the temporal, quality or alternative annotations that will be presented in Sections
4.4.2, 4.4.3 and 4.4.4, respectively.

Generally, the derivation rules used in traditional database systems capture
straightforward logical or arithmetic derivations. In contrast, context-aware sys-
tems frequently rely on more sophisticated and error-prone derivation algorithms
that serve to transform low-level information supplied by sensors into more abstract
and useful context information. This processing can occur before context informa-
tion is inserted into a context instance, in which case the resultant information is
captured by one or more sensed fact types; alternatively, the base facts can be in-
cluded in the context model, and the derivation captured by a derived fact type.
The choice will usually rest on the utility of the base facts to the consumers of
context information. If the level of abstraction of these facts is so low as to render
them useless to context-aware applications, they should generally be omitted from
the model. In almost all cases, at least some processing of sensor output will be
necessary prior to its insertion into a context instance as one or more facts.

The classification of fact types as static, profiled, sensed or derived can support a
variety of context management tasks, two of the most prominent being resolution of
inconsistency and update management. When inconsistency is detected in a context
instance, it can sometimes be resolved by comparing the classifications of the fact

types in question. Static fact types can be regarded as highly reliable, profiled
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isof type

Device Type
(code)

Location
(name)

(d)
Person located at
(name)

Location
(name)

* |ocated near(p,d) iff located at(p, 11)
and located at (d, 12)
and11=12

Figure 4.3: Classification examples.

(a) is of type is a static fact type for which instances persist as long as the corre-
sponding device objects.

(b) A profiled fact type.

(c) A sensed fact type.

(d) located near is a derived fact type. Its instances are computed from those of the
two located at fact types according to a rule that states that a person p is located
near a device d exactly when the recorded location names for p and d are identical.
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context somewhat less so, and sensed data generally unreliable and highly prone to
staleness. An inconsistency between two of these classes can be resolved by favouring
the information belonging to the more reliable class. Inconsistency involving derived
fact types cannot occur provided that the data is not explicitly stored, but instead
computed on demand, or provided that instances of derived fact types are updated
immediately upon changes to the relevant base facts.

When managing updates to context information, static and dynamic fact types
require differentiated treatment. Updates to static context must be strictly con-
trolled in accordance with the two constraints described earlier. The rules associ-
ated with the three types of dynamic context are less rigid; however, each requires
specialised management support. Sensed context poses several challenges. The fre-
quency with which sensed context can change and the scale of pervasive systems
imply that highly efficient processing of updates is required. Additionally, support
must be provided for the integration of input from multiple sensors into a single
fact type, and for processing of the input prior to insertion into a context instance.
Profiled context is less problematic, but may require access control to ensure that
context information is only accepted from authorised users. Update management
for derived context may or may not be required. This depends on whether derived
facts are explicitly stored or evaluated dynamically on demand. In many database
systems, the latter approach is preferred because it obviates the need to ensure that
derived data is kept consistent with the remainder of the database. However, this
approach is not well suited to context-aware systems, in which context information
generally needs to be obtained and acted upon in a timely fashion, and derivation
mechanisms can be complex and computationally intensive. Generally, the most
appropriate choice must be determined on a case-by-case basis. FORM offers a no-
tation to differentiate derived fact types that are explicitly stored from those that
are computed on demand: the former are marked with a double asterisk, ‘**’, and

the latter with a single asterisk, *’.

4.4.2 Temporal fact types

The problem of modelling the temporal aspects of information has been extensively
researched within the field of temporal databases. At the conceptual level, this
research has mainly focused on extensions to the Entity Relationship model that
can capture temporal dimensions in a natural way; a recent survey by Gregersen
and Jensen [137] covers numerous such extensions. Other research in the field of
temporal databases has focused on temporal extensions to the relational model [152]
and temporal query languages [153]. In light of this wealth of research, the goals of
this section are twofold. The first goal is to outline the temporal characteristics of

context information and relate these to relevant concepts within temporal database
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research. The second is to present a set of minimal extensions to FORM that can
capture these concepts.

Some temporal databases associate every fact with a temporal annotation (i.e.,
a timestamp or time interval). This general solution is not required when modelling
context; instead, temporal annotations can be restricted to special fact types, re-
ferred to henceforth as temporal fact types, which maintain historical information
(past, future or both), in addition to current state information. Temporal fact types
capture arbitrary time-indexed information, such as schedules for users describing
past and planned activities, or histories of a vehicle’s movement over a recent period.
The modelling of such histories can be accomplished using the temporal database
concept of valid time [154]. Following this approach, a history comprises a set of
facts, each of which has an associated valid time that indicates when the fact is true
in the modelled reality. Valid times can be either discrete events or continuous time
intervals.

Constraints over temporal fact types are considerably more complex than those
over non-temporal types. Tauzovich [155] differentiates snapshot and lifetime cardi-
nality constraints, and this distinction can also be applied to other constraint types?.
Snapshot constraints are those constraints that hold when a context description is
restricted to a given point in time, ¢ (that is, when temporal fact types whose valid
times do not overlap with ¢ are ignored). Conversely, lifetime constraints apply over
a complete context description when the valid times of all temporal fact types are
disregarded.

CML adopts the convention that all constraints on temporal fact types are, by
default, lifetime constraints. This preserves the normal semantics of the constraints
when the timestamps that are implicit in temporal fact types are regarded as objects
participating in ordinary roles. However, when modelling uniqueness constraints, the
lifetime and snapshot interpretations each have useful semantics, so CML supports
both. Lifetime uniqueness constraints are used to capture functional dependencies
that apply over an entire history of facts. To give an example, a company’s pol-
icy that an employee can only hold a given job title once is captured by a lifetime
uniqueness constraint which ensures that only a single fact concerning a given em-
ployee and a given title appears within a history. Snapshot uniqueness constraints,
however, are often more natural for capturing the real-world semantics of relation-
ships between participants in a fact type. For example, when modelling the location
history of an object, a uniqueness constraint that states that for each object there is
at most one location is a natural constraint that applies at the snapshot level, but

not at the lifetime level. Snapshot uniqueness constraints capture temporal depen-

*More recent research has addressed the specification of constraints at finer granularities to
allow constraints over intervals of time measured in units such as hours, days or years [156]. These
fine-grained constraints are difficult to express and enforce, and fall outside the scope of this thesis.



52 CHAPTER 4. CONTEXT MODELLING

located at /A

Location

Figure 4.4: A temporal fact type with a snapshot uniqueness constraint that captures
the semantics that, at any given time, a person has at most one location.

dencies; these are constraints applied to temporal relations that are satisfied if all
snapshots satisfy the corresponding conventional functional dependencies.

The notations CML uses to capture temporal fact types and snapshot constraints
are illustrated in Figure 4.4. A temporal fact type is indicated by the ‘[ |’ anno-
tation: this implies that each fact of the annotated type is associated with a valid
time interval [StartTime, EndTime], where the two endpoints are represented by
timestamps. Both discrete events and continuous time intervals can be captured
(the former by ensuring StartTime and EndTime are equivalent). Internal snapshot
uniqueness constraints are indicated, in a similar manner to ordinary uniqueness
constraints, by a double line spanning one of more roles on a temporal fact type;
this notation is illustrated in Figure 4.43. The external variant is captured as usual,
with the exception that double lines are used to connect the encircled u to the
participating roles. For each temporal fact type, at least one snapshot or lifetime
uniqueness constraint must be specified?.

Care must be taken when combining temporal fact types with other classes of
fact type. In general, derived temporal fact types are nonsensical unless at least one
of the base fact types involved in the derivation is also temporal. Additionally, some
issues associated with combining temporal and alternative fact types are outlined in
Section 4.4.4.

4.4.3 Quality

The problem of imperfect context information has been widely acknowledged [6,23,
24,72,96,104,157-160], and some of its causes were described in Section 2.2. While
measures can be imposed to reduce imperfection, such as consistency checking and
resolution, it is infeasible to eliminate the problem altogether, so CML instead adopts
measures to minimise its impact. By allowing facts to be associated with quality
measures, CML enables the consumers of context information (typically context-
aware applications) to make judgements about the extent to which they rely on
it.

Common solutions to incorporating support for uncertainty into an information

3 Arrowheads can be attached to the extremities of this double line as usual, but are only necessary
when the roles participating in the uniqueness constraint are not contiguous

4And, as usual, if this constraint spans less than n— 1 roles, where n is the arity of the fact type,
the fact type must be split.
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model can be divided into two classes. The first is the homogeneous approach, which
assigns every fact a numerical measure of certainty (or a standard set of such mea-
sures, such as accuracy and confidence). This approach has been widely explored
in the domains of knowledge representation and reasoning, where certainty is var-
iously represented using probability or possibility measures [161,162], or certainty
factors [163]. It has also been applied by Schmidt et al. [23] within their sensor
framework to characterise the likelihood that sensed context accurately reflects re-
ality, and in the contextual services of Judd and Steenkiste [104], in which dynamic
context is characterised by the four parameters of accuracy, confidence, update time
and sample interval. Finally, within the field of information systems, the associa-
tion of temporal database information with probability measures has been studied
by Biazzo et al. [164]. The homogeneous approach is particularly suited to prob-
lems involving logic-based reasoning, and facilitates comparison and composition
of certainty measures. In contrast, in the heterogeneous approach, there is no sin-
gle, standard representation of certainty; instead, each type of information has its
own set of quality measures. This approach enables multiple dimensions of infor-
mation quality to be captured and supports reasoning about quality within a given
information type, but inhibits the comparison of quality over different types.

CML adopts the latter solution. The heterogeneous approach presents a more
realistic solution than the homogeneous approach for context modelling, given that
context information exhibits extremely diverse characteristics and is derived from
wide-ranging sources. Rather than imposing a uniform quality model on all types of
information and requiring information producers to conform to this model, CML’s
solution instead enables quality indicators to be matched to the nature of the context
information and the capabilities of producers.

CML’s quality model is partially inspired by the work of Wang et al. [138,139],
which explores the conceptual modelling of quality requirements within the frame-
work of the Entity-Relationship model. Wang et al. adopt an approach in which
attributes, which are analogous to ORM’s roles, are tagged explicitly with quality
indicators. CML’s solution differs in that it regards quality as a property of en-
tire facts; however, both approaches apply a two-tiered solution in which quality is
characterised by a combination of abstract quality dimensions (parameters) coupled
with concrete interpretations (metrics).

The quality parameters of a fact type are determined by the characteristics of the
information embodied in the instances of that type. For example, sensor accuracy
and resolution are appropriate quality parameters for sensed information, while the
credibility of the person supplying a fact is more relevant for profiled fact types.
Some common quality parameters are outlined in Table 4.5, but this list is by no
means exhaustive.

Quality metrics provide concrete descriptions of how quality is measured and
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Table 4.5: Common quality parameters.

‘ Parameter ‘ Description

‘ Example metrics

Accuracy

The degree of correspondence of mea-
sured values to actual values, typi-
cally determined by an observer over
a number of trials. This parameter is
most appropriate for sensed and de-
rived context.

Standard error (for quanti-
tative information), proba-
bility of correctness

Confidence

The certainty the producer has in the
information supplied. Whereas accu-
racy provides an objective measure,
confidence is subjective. Certainty is
particularly relevant to profiled or de-
rived context.

Probability

Freshness

Describes how current information is.
This parameter is appropriate for any
type of dynamic context, but partic-
ularly sensed context.

Production time, time to
live

Resolution

Describes the granularity at which
the context information is captured.
Applies to any type of context.

Frequency of updates, least
noticeable difference (for
quantitative context)

Credibility

Describes the reliability of the infor-
mation supplier. Applies to any type
of context.

Credibility rating
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Prct)id#](éti on Timeto live Probability
(timestamp) (duration)+ (nn)+

Figure 4.5: Annotation of a fact type with quality indicators.

Table 4.6: Example instantiation of the fact type shown in Figure 4.5.

Fact Quality measures
Person Location| Production Time TTL Prob
Michelle Williams 78-123 Mon Dec 9 10:14:44 EST 2002  00:05:00 0.94
Emma May 98-122 | Mon Dec 9 10:16:02 EST 2002  00:10:00 0.97
Jane Bennet 78-222 Mon Dec 9 10:13:02 EST 2002  00:15:00 0.92
Mark Darcy 78-123 | Mon Dec 9 09:23:13 EST 2002  00:45:00 0.20

represented for a given parameter. A parameter can be associated with several
metrics. These should be chosen with the capabilities of the producer in mind;
frequently, compromise must be reached between the burden placed on the producer
to supply quality information and the requirements of context consumers for an
accurate picture of the quality.

The notation CML introduces to capture quality indicators is depicted in Figure
4.5. In general, quality annotations are only attached to dynamic fact types, as
static facts are virtually always correct, and quality indicators such as freshness and
accuracy are not applicable. Dynamic fact types can be annotated with zero or
more quality parameters. In the example in Figure 4.5, the located at type has two
parameters, freshness and accuracy. Each parameter is in turn associated with one
or more metrics, which, like ordinary object types, have a reference scheme shown
in parentheses. In our example, the metrics are production time, time to live and
probability.

The quality annotations shown in the example imply that each fact that instan-
tiates the located at fact type will be associated with three quality values, as shown
in Table 4.6.

Quality measures, such as those shown in the table, are treated as first-class
information that is inserted, modified and deleted along with the ordinary compo-
nents of the fact. Therefore, if a fact is derived, its quality measures are likewise

produced by the derivation mechanism, often from the quality measures of the base



56 CHAPTER 4. CONTEXT MODELLING

facts; similarly, the quality measures of sensed and profiled facts are supplied by
the sensors (or the corresponding interpreters layered on top of these sensors) and
humans who supply the facts, respectively.

As well as being updated in the usual way, changes to a fact’s quality measures
can be triggered in response to a change in one of the facts upon which it depends.

This will be covered in Section 4.4.5.

4.4.4 Alternatives

The second component of CML’s support for uncertainty is the alternative modelling
construct. This targets cases in which producers of context information (particularly
sensors) supply multiple, conflicting pieces of context information. If these cannot be
resolved unambiguously, the conflicting information is stored as a set of alternative
facts.

The semantics of the alternative construct are as follows: an alternative set of
facts, {f1,..., fn}, is regarded as accurate (that is, faithful to the modelled reality)
if exactly one fact f; in {f1, ..., fn} holds in the modelled reality.

It should be noted that it is not the purpose of the alternative construct to
capture multiple representations of non-conflicting information (e.g., location infor-
mation at different levels of granularity). Alternative representations are instead
captured by multiple fact types (e.g., by separate has GPS coordinates and has
building number fact types in the case of location information). This approach en-
sures that each role in each fact types has a single, well-defined representation or
reference mode.

To indicate that alternatives can be present in the instantiation of a given dy-
namic fact type, the alternative annotation, ‘a’, is placed beside the type. Note that
this annotation cannot be applied to static fact types. Each alternative fact type
has exactly one alternative role which can take on a set of alternative values, and
an alternative uniqueness constraint that spans all roles of the fact type with the
exception of the alternative role. Facts are regarded as alternatives if and only if
the objects participating in each of the roles covered by the alternative uniqueness
constraint are identical.

The alternative uniqueness constraint of an alternative fact type resembles an
ordinary uniqueness constraint, but takes the form of a dashed, rather than solid,
arrow. An example of this notation appears in Figure 4.6, which extends the quality
example of the previous section to allow each person to have more than one recorded
location.

An example population of the located at fact type is illustrated in Table 4.7, with
quality measures omitted for simplicity. The alternative uniqueness constraint over

the Person role in Figure 4.6 implies that facts are alternatives when they pertain
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Figure 4.6: An alternative fact type with quality annotations. Location participates
in an alternative role: that is, for a given person, several possible locations can be
recorded.

Table 4.7: Example instantiation of the fact type shown in Figure 4.6.

Person Location
Michelle Williams 78-123
Michelle Williams 78-122
Emma May 98-122
Emma May 98-123
Emma May 45-234
Jane Bennet 78-222

to the same person. Therefore, there are three alternative sets in this instance: a
two-member set consisting of the facts shown in the first two rows, a three-member
set consisting of the following three facts, and a singleton set consisting of the last
fact.

In some cases, it is desirable to combine alternative and temporal fact types.
In this instance, the alternative uniqueness constraint may be either a lifetime or
snapshot constraint. The first case is straightforward, but the second has slightly
special semantics, as time comes into play when determining whether given facts
are alternatives. Two facts f; and f2 belonging to an alternative fact type that has
a snapshot alternative uniqueness constraint are regarded as alternatives at a given

time ¢t if and only if:

o st; <t < ety and sto <t < ety where [st1, et1] and [sty, ety] are the timestamps

associated with fi; and fo, respectively; and

e the objects participating in each of the roles covered by the snapshot alterna-

tive uniqueness constraint are identical.
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4.4.5 Fact dependencies

Dependencies have been widely studied in database theory, particularly in conjunc-
tion with the relational model. They are concerned with capturing constraints on

5. A common example is the func-

the values of attributes (columns) in relations
tional dependency, which has been mentioned in passing in the preceding sections.
Formally, a functional dependency, written X — Y, expresses a constraint that for
a given set of attributes X and a set of attributes Y, the values of X uniquely
determine those of Y. The enforcement of such dependencies helps to ensure the
integrity of information stored in a database.

The type of context dependency described in this section differs from standard
database dependencies in at least two important ways. First, fact dependencies cap-
ture relationships between entire facts rather than between sets of attributes/roles.
Second, they do not express constraints that can be rigidly enforced in the manner
of traditional database dependencies. Rather, they provide hints that can assist a
context management system in preserving the consistency of a context instance in
cases in which the enforcement of a stronger constraint is not possible.

Informally, a dependency, fo dependsOn fi, between a pair of distinct dynamic,
non-derived facts indicates that the state of the first fact, fo, is partially determined
by that of the second, fi. Generally, changes in the state of f; will be followed by

corresponding changes in the state of fo6. A state change consists of either:
e the insertion of a new fact;
e the modification one or more roles of a fact; or
e the deletion of a fact.

Fact dependencies are modelled when the nature of the relationship between the
facts is imprecisely known; otherwise, fo could simply be defined as a derived fact.
Knowledge of such fuzzily-defined relationships is made relevant by the nature of
context-aware pervasive systems, which, unlike the domains traditionally considered
by the database community, involve large volumes of frequently changing informa-
tion, a large subset of which is not precisely known, but instead estimated using
sensors. In such systems, it is impossible to expect perfect consistency of context
information: a more reasonable goal is to manage changes to promote the greatest
possible consistency. Dependencies can be used by a context management system
to respond to a change in the state of a fact that has one or more dependents as

follows:

®Note that attributes in the relational model closely correspond to roles in ORM/CML.
5Note that such changes will not always be observed, for example, when the change in f; is too
small to have a noticeable effect on f>.
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engaged in
Activity

(name)

Location

P=——— (I’lame)
located at AN\

engaged in(pl,a) dependsOn located at(p2,l) iff pl = p2

Figure 4.7: Fact dependency example. A person’s activity is partially determined
by his/her location. A change in location implies that activity may also change.

o To force an update of a dependent fact. This may be achieved, for example, by
invoking an appropriate sensor to refresh the value of the fact. If updated in-
formation is not available, the context management system may instead retain

the fact in its previous state with appropriately degraded quality indicators.

e To notify interested context consumers of a change in a dependent fact. If the
context management system can determine the new state of the dependent
fact (and this is different to the previous state), the new information can be
disseminated to consumers. Otherwise, the consumers can be notified of a

probable change in the fact, and can choose to respond accordingly.

Note that, as the purpose of dependencies is to manage the change of related fact
types, there is no benefit derived from capturing dependencies that involve static
fact types, which, of course, do not change.

Dependencies are expressed in CML by specifying:

e the two fact types involved in the dependency. These are indicated by drawing
a double arrow from the fact type that participates in the dependent role to

the fact type upon which it depends; and

e 3 logical expression that indicates which precise instances of the two fact types

are related by the dependsOn relation.

This notation is illustrated in the example shown in Figure 4.7.

4.4.6 Summary

A summary of the modelling notation introduced in Sections 4.4.1 to 4.4.5 is pre-

sented in Figure 4.8.
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S  Rolein base set of static fact type
O Profiled fact type ) \

% Sensed fact type
Quality indicators on fact type

[ ] Temporal fact type

——  Snapshot unigqueness constraint
(only applicable to temporal fact types)

a  Alternative fact type

> Alternative unigueness constraint
j Context dependency between two fact types

Figure 4.8: Summary of notation.

4.5 Context modelling process

The previous sections presented the extensions that CML adds to FORM in order
to capture pertinent characteristics of context information. This section turns to
the process associated with constructing a conceptual model using CML. Specifi-
cally, it highlights modifications of FORM’s CSDP that are required in order to
accommodate CML’s context modelling constructs.

The original CSDP was presented in Section 4.3.2. This can be adapted for use
with CML by refining the steps as follows:

e Step 2.1. Draw the corresponding fact types and apply a population check to

ensure that fact types are compatible with domain elements.

o Step 2.2. For each fact type, analyse the persistence characteristics of the
corresponding facts. If the facts are invariant over the lifetime of at least one
of the participating object types, mark the fact type as static. Identify the
object roles to which the existence of facts is linked; these collectively form

the base set, and should be marked with an ‘s’.

For non-static fact types, determine the most appropriate source for the cor-
responding facts and annotate them accordingly as derived, sensed or profiled.
Any information that can be computed from other facts captured in the con-
text model must be captured by a derived fact type that is accompanied by a
derivation rule. The complexity of the derivation rule will help to determine
whether the fact type should be explicitly stored (denoted by ‘**’) or com-

puted on demand (denoted by ‘*’). Frequently changing information, such as
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a person’s location, is best obtained from sensors, whereas slowly changing

information, such as a person’s office number, can be profiled.

e Step 2.3. For each dynamic fact type, identify sources of possible error and,
based on these, annotate the fact type with a set of appropriate quality param-
eters. For each quality parameter, identify one or more qualitative or quantita-
tive metrics that can be used to evaluate the quality of a fact type with respect
to the parameter. The metrics should be chosen to provide a balance between
the demands of context consumers for concise and accurate quality measures
and the burden on context producers to supply quality information. In gen-
eral, indirect indicators, such as timestamps to indicate freshness or standard
deviations of sensors supplying sensed information, are more realistic metrics

than direct quality measures such as probabilistic estimates of correctness.

e Step 2.4. For each dynamic fact type, determine the likelihood of conflicting
facts. Such conflicts are particularly common among facts derived from mul-
tiple sensors (such as location information obtained from a variety of sensor
types). If conflicts represent the norm rather than the exception, and there
is no satisfactory means of conflict resolution, mark the fact type with the

alternative annotation.

e Step 2.5. For each dynamic fact type, consider whether it is necessary or
desirable to maintain historical information. If so, mark the fact type as a

temporal fact type.

e Step 4.1. For each temporal fact type, identify relevant snapshot and lifetime
uniqueness constraints. For each non-temporal fact type, draw the ordinary
uniqueness constraints to capture functional dependencies. Apply an arity
check, and split fact types whenever this can be done without loss of informa-
tion. In general, a fact type should be split if it has a uniqueness constraint

than spans fewer than n — 1 roles, where n is the arity of the fact type.

e Step 4.2. For each alternative fact type, identify one of the uniqueness con-
straints as the alternative uniqueness constraint, and mark it as such; this

constraint must span exactly n — 1 roles, where n is the arity of the fact type.

o Step 4.3. Identify any fact dependencies that exist between dynamic, non-
derived fact types. These occur when the state of one fact type is partially
determined by that of another. For each dependency, indicate the pair of fact
types that participate by a double arrow between the two types originating
from the dependent fact type. Qualify the dependency with an expression that

describes which particular fact instances are involved in the dependency.
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4.6 Relational mapping

This section now reformulates CML’s novel context modelling concepts at the log-
ical level within the framework of the relational model. This brings the modelling
constructs closer to an implementation based on a relational database system, and
also serves to further formalise the constructs. Section 4.6.1 lays the foundations by
presenting a brief formal introduction to the relational model, while Section 4.6.2 de-
scribes the basic mapping from FORM to the relational model developed by Halpin.
Sections 4.6.3 to 4.6.7 discuss the incorporation of the context modelling concepts
into the formal framework of the relational model, extending the mapping procedure
presented in Section 4.6.2. The extended mapping procedure is designed with both
simplicity and efficient querying in mind. Section 4.6.8 summarises the relational
model of context, bringing together the components described in Sections 4.6.3 to
4.6.7. Finally, Section 4.6.9 discusses a possible interpretation of the extended re-
lational model and some of the representational implications that arise from this

interpretation.

4.6.1 Overview of the relational model

The relational model, described by Codd in his seminal paper of 1970 [165], is a
data model based on the mathematical concept of the relation. Upon this data
model a rich theory has been constructed, concerned largely with query and update
capabilities and various constraint types. This section reviews a small but core subset
of relational theory, restricted to the basic data model and the most fundamental of
the integrity constraints. A more detailed discussion of the relational theory extends
far beyond the scope of this thesis. Fortunately, this basic core provides a sufficient

platform on which to build a relational model of context.

Formal foundations of the relational data model

There are numerous alternative definitions of the relational model, several of which
are described by Abiteboul et al. [166]. The form adopted here is roughly aligned
with the conventional, named-attribute approach.

The formalisation assumes three disjoint and possibly infinite sets:
e att, the set of possible attribute names

e dom, the set of possible constant values

e relname, the set of possible relation names

A relation schema is simply defined as a relation name belonging to relname.

Each relation schema corresponds to an ordered list of attributes, denoted sort(R);



4.6. RELATIONAL MAPPING 63

the notation R(a1,...,a,) offers a shorthand that indicates that a relation schema
R € relname has sort(R) equal to aj, ..., a,, where a; € att for 1 < i < n. Here, n
is referred to as the arity of R, denoted arity(R). A database schema (also referred
to here as a context schema) is a finite set, C = {Ry, ..., R, }, of relation names.

A tuple t over a schema R takes the form of an ordered list < wvy,...,v, >,
such that n = arity(R) and, v; € dom for 1 < i < n.” As a shorthand, if the
attributes of R are a1, ..., a,, then t[a;] denotes the value v; for 1 <4 < n. Similarly,
tlb1,...,bj] = ci1,...,¢; if and only if {b1,...,0;} C {a1,...,a,} and t[b;] = ¢; for all
1<i<j.

A relation instance r over a schema R can be defined as a finite (and possibly
empty) set of tuples over R. A database (or context) instance over a database
schema C' is a mapping I with domain C, such that I(R) is a relation instance over
R for each R € C.

Constraints on the relational model

A database schema can be augmented with constraints that restrict the set of valid
instances of that schema. Many classes of constraint have been explored in con-
junction with the relational model, some of which are described in [166] and [167].
Only three of the most common are considered here, namely key, entity integrity
and inclusion dependency constraints.

Key constraints represent a special class of the functional dependency defined in
Section 4.4.5, and are closely related to FORM’s uniqueness constraints. A superkey
of a relation is a set of attributes whose values, when considered collectively, are
unique to a single tuple in a given instance of that relation. Formally, if R(a1, ..., a;)
is a relation and the attributes sk, ..., sk; (where sk; € {a1,...,a,} for each 1 <14 <
j) form a superkey of R, then, for any two distinct tuples ¢; and t5 in an instance

r, the following holds:
t1 [Skl, ceey Skn] 7é tQ[Skl, ceey Sk‘n]

The attributes ski, ..., sk, are termed a key of R if the result of removing any
single attribute, sk;, 1 <1 < n, is no longer a superkey of R.

When defining a relation R(aq, ..., a, ), all keys of the relation should be specified;
this is done by placing a line beneath the relevant attributes. If a relation has
multiple keys, one of these keys is explicitly designated the primary key by a double
line; this key is used by the database management system to uniquely identify tuples
within the relation. Otherwise, if a relation has only one key, this key is implicitly

understood to be the primary key.

"In practice, tuples are further constrained such that, for a relation R(ai,...,a,), each v; (1 <
1 < n) belongs to a restricted domain, dom(a;) that is a subset of dom. Here, the universal domain
dom is used for all attributes for the sake of simplicity, without loss of generality.
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Entity integrity constraints are related to primary keys; simply stated, these
dictate that no attribute belonging to a primary key may be unknown. The relational
model generally captures unknowns using the null value, which is a special constant
belonging to dom?.

Finally, an inclusion dependency captures a constraint over two sets of attributes,
{a1,...,an} and {by,...,b,}, where the former set is a subset of the attributes of a
relation R; and the latter is a subset of the attributes of a relation Ry. This is
sometimes also referred to as a subset constraint. Formally, an inclusion depen-
dency is a constraint of the form Ri[ai,...,a,] C Ra[b1,...,by] that implies that for
each tuple ¢; in I(R;) there exists a corresponding tuple to in I(Rs) such that the
values of ¢; the attributes a, ..., a, are identical to those of ty over by,...,b, (that
is, t1]a1, ..., an] = t2[b1, ..., by]). Diagrammatically, the constraint is indicated by a
dashed arrow originating at the attributes a1, ..., a,, and terminating at the attributes
b1,-.-, by

It should be noted at this point that the relational theory has been widely stud-
ied for several decades, with the result that variants of the relational model (encom-
passing a wide variety of constraint types) abound, ranging from the simple to the
complex and highly expressive. Within this thesis, the minimal form of the relational
model that has just been outlined is always assumed, both because a consideration
of complex variants is outside the scope of the thesis, and because many of these

variants have little or no support in current database management systems.

4.6.2 Mapping approach

Various mappings from ORM to the relational model have been defined, including
Halpin’s Rmap procedure [151] which transforms a subset of FORM’s modelling
constructs to corresponding relational concepts. This section presents a simplified
variant of Rmap that does not cover FORM'’s nested fact types, composite reference
schemes or advanced constraint types, but does ensure that the fact abstraction
is preserved by maintaining a one-to-one correspondence between fact types and
relations®.

The mapping is defined as follows. Each fact type, f, is mapped to a relation
schema, R(a1,...,ay), such that n is the number of roles in f and there is a one-to-one

correspondence between the attributes aq,...,a, and the roles in f. R is generally

8Note that null values need not only designate unknowns: they are commonly also used to
indicate that an attribute is not applicable for a given tuple, or that an attribute value is known
but not yet recorded [167].

9In contrast, Rmap strives to minimise the number of relations in order to reduce the need
for expensive joins on relations during querying. The logic-based query approach presented in
the following chapter is not based on joins, so the goal of minimising relations is spurious within
the context of this work. Instead, the preservation of the fact abstraction within the relational
representation is important in allowing logical expressions about context to be formulated in a
straightforward and natural fashion.



4.6. RELATIONAL MAPPING 65

named according to the label of the fact type. Similarly, the attributes of R generally
adopt the names of the object types that participate in the corresponding roles'C.
Internal uniqueness constraints are represented by keys, and, for each relation,
one of the keys is selected as the primary key. This should be chosen with the entity
integrity constraint in mind; that is, the primary key should be selected such that
it does not include any attribute for which the value may sometimes be unknown.
Mandatory roles are mapped to inclusion dependency constraints as follows. An

inclusion dependency R;[a1] C Ra[as] exists when:
e an object type O participates in roles r; and rg; and
e 79 is a mandatory role; and
e 71 is mapped to an attribute a; in a relation schema R;; and
e 7o is mapped to an attribute ao in a relation schema Rj.

Figure 4.9 illustrates the mapping procedure using a simple example. In this fig-
ure, the conceptual model in (a) is transformed to the set of relations shown below
in (b). From this example, it is straightforward to observe the close correspondence
between fact types and relations, and, similarly, between uniqueness and key con-
straints. In the case of the HasUser relation, the key constraint spanning the first
attribute has been arbitrarily selected as the primary key. The three mandatory
role constraints attached to the Communication Agent object have been mapped to
three equivalence constraints in the relational model; each of these is identical to
a pair of symmetric subset constraints. The effect of these three constraints is to
ensure that, each time a given communication agent appears in one of the relations,
it also appears in the remaining two relations. Note that the external uniqueness
constraint shown in (a) between the has process number fact type and the ezecutes
on fact type has no analogue in the relational model shown in (b). In practice,
it could be represented by a type of functional dependency; however, it is outside
the scope of this thesis to cover constraints not specifically related to the context
modelling problem. A discussion of some of the advanced mapping issues associated
with FORM can be found in [149]. In the following sections, the basic mapping
procedure presented here will be extended to cover CML’s novel context modelling

constructs.

4.6.3 Classification of fact types

The mapping of static, sensed and profiled fact types to relations is performed ac-

cording to the standard procedure outlined in the preceding section. The classifica-

10However, note that a different naming scheme is required when an object type participates more
than once in a single fact type. In this case, the attribute names should reflect the different roles
played by the object type.
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(b)

[I)

HasUser(CommunicationAgent, Person)

UsedBYy...From...To(Device, Person, StartTime, EndTime)

Figure 4.9: (a) A FORM conceptual model, reproduced from Figure 4.2. (b) A
relational representation of the model shown in (a).
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tion of each fact type represents a form of metadata that is required by the manage-
ment tasks described in Section 4.4.1 related to update management and resolution of
inconsistencies. This metadata can be captured by a total function, class, mapping
the set of relation schemas, C = {Ry, ..., R, }, to the set {static, sensed,profiled}.

Derived fact types demand special treatment. In order to define the relational
representation of derived facts, it is necessary to introduce a distinction between
base and derived relations. These can trivially be defined as relations that represent
base and derived fact types, respectively.

As described in Section 4.4.1, there are two approaches to representing derived
fact types. The first approach explicitly stores derived context information, en-
abling efficient retrieval, but requiring care in order to ensure that consistency is
maintained as the base facts change. The second approach involves computing de-
rived facts on demand, thus eliminating the problems associated with consistency,
but potentially leading to long query times. Both approaches can be represented in
the relational model by views, which can be either materialised or virtual. Mate-
rialised views explicitly represent derived information, whereas virtual views adopt
the lazy approach of computing derived data on demand.

Views, both materialised and virtual, are generally expressed as queries over the
base relations. There are numerous query languages that can be employed for view
definition; here, SQL is chosen because of its widespread adoption and its ability
to express relatively advanced derivation algorithms (for example, using a range of
mathematical aggregation and user-defined functions). Each derived fact type f,
having n roles, is mapped to a view represented by a relation schema of the form
V(ai,...,an) such that there is a one-to-one correspondence between ay, ...,a, and
the roles in f, and a; € att for 1 < ¢ < n. The derivation rule associated with f is
mapped to an SQL SELECT statement, denoted def(V). An example mapping is
illustrated in Figure 4.10. Note that derived relations have no associated constraints
in the relational representation, as these are implied by the derivation expression

and the constraints on the base relations.

4.6.4 Temporal fact types

The mapping of temporal fact types to a relational representation has two main
considerations: the need to incorporate timestamps to capture the temporal dimen-
sion of the information, and the special treatment required for snapshot uniqueness
constraints. These issues are closely related.

Implicit in each temporal fact type is a pair, (StartTime, EndTime), of times-
tamps corresponding to the endpoints of an interval capturing the valid time of a
fact. In the relational representation, this pair becomes explicit. That is, the re-

lation representing a given temporal fact type is formed in the usual way, except
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(@
Person located at
(name)
located near .
Location
* (name)
Device
(id)
* located near(p,d) iff located at(p, 11)
and located at (d, 12)
and11=12
(b)

PersonL ocatedAt(Person, Location)
Devicel ocatedAt(Device, Location)

L ocatedNear(Person, Device)

def(L ocatedNear) =
SELECT PersonL ocatedAt.Person, Devicel ocatedAt.Device
FROM PersonLocatedAt, Devicel ocatedAt
WHERE PersonL ocatedAt.L ocation = Devicel ocatedAt.L ocation

Figure 4.10: (a) Example of a derived fact type, reproduced from Figure 4.3 (d).
(b) A relational representation of the fact types shown in (a).
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(@

located at /\\ .
Location

(name)

(b)

LocatedAt(Person, Location, StartTime, EndTime)

Figure 4.11: (a) Example of a temporal fact type, reproduced from Figure 4.4. (b)
A relational representation of the fact type shown in (a).

that two additional timestamp attributes are appended to the relation, as shown in
Figure 4.11.

While lifetime uniqueness constraints (as well as other lifetime constraints, such
as mandatory role constraints) are mapped as usual, the mapping of snapshot
uniqueness constraints represents a special case. A snapshot uniqueness constraint
indicates that the combination of objects participating in its roles is unique at any
arbitrarily chosen point in time. This constraint cannot be fully captured in the ba-
sic relational model that was outlined in Section 4.6.1; however, it can be captured in
part by a pair of key constraints that cover the roles spanned by the snapshot unique-
ness constraint combined with the StartTime and EndTime attributes, respectively.
An example mapping of a snapshot uniqueness constraint appears in Figure 4.11;
in this example, the key spanning the Person and StartTime attributes has been
selected as the primary key. Note that the two key constraints only enforce unique-
ness with respect to the endpoints of the valid time interval, and do not cover the
open interval (StartTime, EndTime) falling in between. The enforcement of the
constraint over all of these points in time would be both difficult to express and

computationally expensive to enforce in most database management systems.

4.6.5 Quality

The quality metrics for a given fact type characterise the types of concrete quality
value recorded for each fact belonging to that type, and are partitioned amongst
one or more quality parameters. The mapping of a quality-annotated fact type
to a relational representation can be performed in a straightforward fashion. This
mapping treats quality information identically to other types of context information,
rather than as special metadata, enabling uniform querying and updating of both
types of information. Each fact type is mapped to a relation as usual, and then

augmented with an additional attribute for each quality metric. This is illustrated
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(@

Production

time Timeto live
(timestamp)

(duration)+

Probability
(nr)+

Location

(b)
LocatedAt(Person, Location, ProductionTime, TimeToLive, Probability)

Figure 4.12: (a) A fact type with quality annotations, reproduced from Figure 4.5.
(b) A relational representation of the fact type shown in (a).

in Figure 4.12 using the example introduced in Section 4.4.3. Observe that the
quality metrics are mapped in essentially the same manner as objects participating
in ordinary roles of the fact type. The quality parameters are generally ignored
unless two or more parameters have identically named metrics, in which case the
attribute name for each metric is formed by prepending the parameter name onto
the metric name. Indeed, it is not strictly necessary to include quality parameters
even at the conceptual level; however, doing so affords additional clarity, and enables

the grouping of related quality metrics.

4.6.6 Alternatives

The mapping of alternative fact types is non-trivial, as their semantics are at odds
with the usual semantics of the relational model. Ordinarily, relations capture only
those facts that are assumed to be truthful; in contrast, the alternative fact type
captures a set of mutually exclusive facts. That is, of a set of n alternative facts, at
most one is truthful, and at least n — 1 are false. In order to capture alternative fact
types, it is necessary to either substantially modify the relational model, or apply a
somewhat different interpretation to the facts captured by the standard relational
model. The latter approach is adopted here, as it enables much of the relational
database theory to be retained without modification and is largely compatible with
existing relational database implementations. This section describes the representa-
tion of alternative facts within the framework of the relational model, while Section
4.6.9 covers issues related to semantics and interpretation.

The mapping of alternative fact types is performed as usual, with the exception



4.6. RELATIONAL MAPPING 71

@
Pr('zidr%gi on Timeto live Probability
(timestamp) (duration)+ (nr)+
a \
located at /\\
(b)

LocatedAt(Person, Location, ProductionTime, TimeToL ive, Probability)

Figure 4.13: (a) An alternative fact type, reproduced from Figure 4.6. (b) A rela-
tional representation of the fact type shown in (a).

that special treatment is required in relation to the alternative uniqueness constraint.
In general, internal uniqueness constraints are mapped trivially to key constraints
in the relational representation. This straightforward mapping is inadequate in
this case. Instead, a key is formed from the alternative uniqueness constraint by
extending this constraint to cover the alternative role, as shown in Figure 4.13.

The alternative role takes the form of metadata that enables the identification
of alternative facts. Letting A be the set of alternative relations, altRole is a total
function mapping A to att, that, for each relation R in A, yields the alternative role
of R.

Special care is required when combining alternative and temporal fact types.
There are two possibilities. The first is that the alternative uniqueness constraint
takes the form of a lifetime constraint, in which case the mapping is performed as
usual. In the second case, in which the alternative uniqueness constraint takes the
form of a snapshot constraint, the two keys formed from the uniqueness constraint

encompass the following roles:

e the roles covered by the uniqueness constraint combined with the alternative

role and the StartTime timestamp; and
e the roles covered by the uniqueness constraint combined with the alternative
role and the EndTime timestamp.
4.6.7 Fact dependencies

Fact dependencies represent a form of metadata or loose constraint about context

information that is primarily important for context management purposes, as de-
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scribed in Section 4.4.5; however, there are circumstances in which applications can
benefit from a knowledge of fact dependencies when making context-aware choices,
so the representation of dependencies that is adopted here is chosen to support both
uses. One of the principal uses of fact dependencies for applications is to enable
the flow-on effects of a particular course of action to be anticipated, leading to
more informed choices. For example, when adapting bandwidth usage patterns, the
knowledge that battery lifetime will be affected can be taken into consideration, and
can help to prevent stability problems such as the cascading adaptations described
by Efstratiou et al. [75].

Like ordinary context information, dependency types are fixed while their in-
stances vary over time. As described in Section 4.4.5, a dependency type can be
described by a logical expression on a pair of fact types. The instance of a fact de-
pendency is a binary relation on facts of the two types (that is, a set of fact pairs).
A dependency instance changes as the base facts change, and hence should not be
explicitly stored. Instead, the approach taken here is to represent fact dependencies
in a similar manner to derived fact types. This representation employs the concept
of unique fact identifiers, thus enabling a uniform representation of dependencies re-
gardless of the fact types involved, as well as straightforward identifier-based query-
ing. Additionally, the use of fact identifiers has efficiency benefits, as it allows facts
to be rapidly located and retrieved using indexing mechanisms; this is important as
pervasive computing environments can contain large numbers of frequently chang-
ing facts and large numbers of dependencies, which need to be managed in a timely
fashion.

The following assumptions are made about fact identifiers. Each fact is assigned
an identifier belonging to the set F'I1D which is a subset of dom. For a fact f, this
identifier is denoted id(f). Each identifier is unique to a single fact in a context
instance; expressed more formally, if f; is a fact belonging to relation R; with
primary key pk; and fs is a fact belonging to relation Ry, with primary key pko,
then the following constraint holds over all context instances:

Zd(fl) = Zd(fg) implies R1 = RQ and Rl[skl] = RQ[SkQ]

To preserve this constraint, each fact is assigned a previously unused identifier
upon insertion into a context instance. This is retained until deletion, or until one
or more of the primary key attributes is modified. The latter case can be viewed as
a deletion followed by an insertion, with the newly inserted fact being assigned its
own new identifier.

In theory, the dependencies in a context instance can be completely characterised
by a single, binary dependsOn relation defined as a view using an appropriately

constructed derivation rule!'. The main problem with this approach is that it is

"This approach would effectively merge the dependency defintions captured in the conceptual
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@

Activity
(name)

Location

(name)
located at /\A

engaged in(pl,a) dependsOn located at(p2,) iff pl = p2
(b)
Engagedin(Person, Activity)
L ocatedAt(Person, Location)
L ocatedAtDependents(Factl D, dependentI D)

def(L ocatedAtDependents) =
SELECT LocatedAt.ID, Engagedin.ID
FROM Engagedin, LocatedAt
WHERE Engagedin.Person = LocatedAt.Person

Figure 4.14: (a) Example of a fact dependency between two binary fact types,
reproduced from Figure 4.7. (b) A relational representation of the two fact types
and the fact dependency shown in (a).

inefficient to compute this (potentially very large) relation on demand each time the
set of dependents for a given fact are required (or, alternatively, to maintain this
relation as a materialised view that would potentially need to be updated upon each
insertion and deletion involving a fact type that participates in any dependency).
A more efficient approach is to partition the dependsOn relation by fact type. This
approach is illustrated in Figure 4.14. Each fact type that is the target of a fact
dependency has a corresponding binary relation with attributes factID and depen-
dentID. In the figure, each of the fact types is mapped to a relation as usual, while
the dependency is captured by the view, LocatedAtDependents. The latter is defined
in a similar fashion to the derived fact type presented in Section 4.6.3, using SQL.
The SQL selection statement is a straightforward mapping of the logical expres-
sion in (a). Note the use of the special ID attribute, which is not explicitly listed
in the definitions of the EngagedIn and LocatedAt relations, but is understood by
the context management system to represent the system-assigned identifier of the
corresponding facts.

The simple example of Figure 4.14 only deals with a single fact dependency; in

model into a very large SQL SELECT statement.
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Table 4.8: Example instantiation of the EngagedIn relation shown in Figure 4.14

(b).
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Person Activity Fact ID
Michelle Williams On lunch 3095893
Emma May Writing thesis | 3098599
Jane Bennet On lunch 3098974
Mark Darcy In meeting 3098347

Table 4.9: Example instantiation of the LocatedAt relation shown in Figure 4.14 (b).

Person Location Fact ID
Michelle Williams Main Refec 3092874
Mark Darcy 78-633 3091737
Emma May 45-234 3098880

Table 4.10: Example instantiation of the LocatedAtDependents relation shown in

Figure 4.14 (b).

FactID DependentID
3092874 3095893
3091737 3098347
3098880 3098599

cases involving a fact type that is the target of two or more dependencies, these are
merged into a single view using an SQL statement that combines the corresponding
dependency expressions.

Example instantiations of the three relations of Figure 4.14 (b) are illustrated in
Tables 4.8 to 4.10. The third column in Tables 4.8 and 4.9 shows the fact identifier,
which represents a form of metadata that does not appear explicitly within the

relations.

4.6.8 Summary

This section summarises the relational representation of context developed in Sec-
tions 4.6.2 - 4.6.7.

An abstract context model (or schema) can be characterised as an extended
relational model as follows. Assuming the disjoint and possibly infinite sets att,
relname and depname, representing the sets of possible attribute names, con-
stant values, relation names and dependency names, respectively, a context model

comprises:

e A finite set C = {Ry, ..., R, } of base relations, with R; € relname for 1 <i <

n.

e A set of derived relations DC = {Rj, ..., Ry}, such that DC is disjoint with C
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and R; € relname for 1 < i < n.

e A total function, sort, mapping each relation in C'U DC to an ordered list of

attributes, aq, ..., ay,, such that a; € att for 1 <i < m.

e A total function, arity, on C U DC such that for R in C, arity(R) is m, the

number of attributes in sort(R).

e A set K of key constraints. Each key is characterised by a base relation name,
R € C, and a set of attribute names that represents a subset of sort(R).

e A set PK of primary key constraints, such that PK C K and each relation R
in C appears exactly once.

e A set ID of inclusion dependency constraints. Each constraint is characterised
by a source relation R; € C, a set of attributes {a,...,a;} that is a subset of
sort(Ry), a target relation Ry € C and a set of attributes {b1,...,b;} that is a
subset of sort(Ry).

e A total function, class, mapping the set of base relations, C, to the set of

special values {static, sensed, profiled}.

e A total function def on DC that maps each derived relation to an SQL SE-
LECT statement that defines how the relation is computed from the base

relations in C.
e Aset AC (CUDC) of relations that represent alternative fact types.

o A total function altRole that defines the alternative role for each relation in
A such that, for all R € A, altRole(R) € sort(R).

o A set FD = {D;,...,D4} of fact dependencies, with D; € depname for 1 <
1 < q.

e A total function, depDef on FD that maps each fact dependency to an SQL
SELECT statement that defines the ordered pairs of facts (in terms of fact
identifiers) that are linked by the dependsOn relation.

Assuming a possibly infinite set of constant values, dom that is disjoint from
att U relname U depname, a context instance can be defined as follows. A tuple,
or fact, over a relation schema R is an ordered list of values, < v1,...,v, >, such
that n = arity(R) and v; € dom for 1 < i < n. A relation instance over R is a
finite set of tuples over R. For a given context schema, an eztensional (or base)
instance of this schema, Ig, is a total function on the set of base relations, C', such

that for each relation R in C, Ig(R) is a relation instance over R and, further,
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the relation instances occurring in the range of Ig collectively satisfy the key and
inclusion dependency constraints defined by K and ID, respectively.

The complete, or intensional instance of a schema, I, formed from Ig, is a total
function on C U DC' U F D such that:

e if R € C (R is a base relation), then I;(R) = Ig(R); else

e if R € DC (R is a derived relation), then I7(R) is computed from Ig according
to def(R); else

e if R € FD (R captures a set of fact dependencies), then I7(R) is computed
from Iy according to depDef(R).

Each fact f belonging to a relation of a context instance I7 has a corresponding

unique identifier ¢d(f) belonging to the set 1D (a subset of dom).

4.6.9 Interpretation

In order to exploit and reason about information captured using the extended rela-
tional model developed in the preceding sections, assumptions about the semantics
of the model must be introduced. Such assumptions can be exploited to form an
interpretation of a context instance.

It is common practice, when interpreting a relational database as a set of logical
facts, to employ a completion rule in order to deduce information that is not ex-
plicitly represented; often, this is based on a closed world assumption (CWA) [168].
Expressed simply, this assumption states that if a fact is present in a database, its
truth is assumed; otherwise, its negation holds'?. Generally, the CWA applies only
to logical queries, termed assertions, over known fact types and known domain ob-
jects; when this condition is not met, the CWA offers no information. The CWA
affords a significant degree of power: given any assertion that meets the aforemen-
tioned condition and a database of information, the truth or falsity of the assertion
can be determined, without the need to explicitly store negative facts. For this
reason, the CWA is widely adopted, including in the following chapter, where it
forms one of the premises of the situation abstraction. Unfortunately, the CWA in-
troduces at least two significant problems, both of which arise from the incomplete
and imperfect nature of context information. The first is a variant of a well-known
problem related to incompleteness, while the other, related to the alternative fact
type, is peculiar to the context representation adopted here. These problems, some
candidate solutions, and some implications of the solutions on the representation of

context, will now be described.

12This is similar to the negation as failure rule employed in logic programming.
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Incompleteness and the closed world assumption

The simple form of the CWA that has been described is unable to deal with unknown
context information. This can be seen easily using an example. Suppose that an
assertion about a user’s location, LocatedAt[“Emma May”, “98-122”]'3 is true but
unknown. If no information about Emma May’s location is recorded by a the context
instance, then the CWA erroneously implies that —LocatedAt[“Emma May”, “98-
122”] holds.

As mentioned previously, this problem is well known, and generally overcome
by:

e introducing an explicit representation of unknown information, generally using

the special null value (for example, LocatedAt[ “Emma May”, null]); and

e applying a three-valued logic when evaluating assertions, where the third value
denotes unknown or possibly true. Using this approach, assertions such as
LocatedAt[ “Emma May”, “98-1227] and LocatedAt[“Emma May”, “98-233"],
when evaluated against a context instance containing the tuple < “Emma
May”, null>, would both yield this special value, rather than the usual values

of true or false.

This approach can be adopted here, with special care given to the representation
of temporal fact types. In particular, histories must be complete, in the sense that
any gap implies that the fact type is not applicable at the corresponding time (rather

than that the actual state is unknown).

Alternatives and the closed world assumption

A second problem that has a less obvious solution is that of how to reconcile the
CWA with the alternative fact type. As presented, the CWA regards any fact that
is explicitly present in a context instance as truthful. This is at odds with the
semantics of the alternative fact type, which instead captures sets of n alternative
facts, of which at most one is true. One approach to overcome this discrepancy is
to amend the CWA as follows:

e an assertion over a fact belonging to an alternative fact type evaluates to false,

as usual, provided that no matching fact is present in the context instance;

e otherwise, the assertion evaluates to true, as usual, if a matching fact is present

in the context instance and this fact has no alternatives;

!3This effectively has the same semantics as asserting <“Emma May”, “98-122"> ¢
I;(LocatedAt), where I; is a context instance containing the relation LocatedAt. This notation
will be discussed further in the following chapter and in Appendix A.
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e otherwise, the assertion evaluates to the third logical value, possibly true.

This solution brings the CWA closer to the semantics of the alternative fact type,
but is not entirely satisfactory. Consider the alternative set from the example of Ta-
ble 4.7, {< “Emma May”, “98-122”>, <“Emma May, 98-123”">, < “Emma May,
45-2347>}. Each of the facts is regarded as possibly true, meaning that the CWA
would likewise assign a value of possibly true to the assertion LocatedAt[“Emma
May”, “98-1227] V LocatedAt[“Emma May”, “98-123"] V Located At[“Emma May”,
“45-284”]**, rather than the true value suggested by the semantics of the alternative
fact type'®. One approach to overcome this anomalous result is to abandon the re-
lational representation of context entirely, and instead adopt a representation based
on the Horn clauses of deductive databases. The work of Kong and Chen [146],
dealing with incomplete constants in relation to definite deductive databases, ad-
dresses a problem that is remarkably similar to that considered here in a manner
that avoids the aforementioned anomaly; unfortunately, this solution is both signifi-
cantly more complex and computationally expensive than the alternative described
above. As the consideration of such heavyweight solutions falls outside the scope of
this thesis, the simpler approach will be adopted, and the investigation of alternative

approaches will be left as an area for future research.

4.7 Discussion and future work

This chapter presented a series of novel context modelling constructs, which were
formulated as extensions to the FORM conceptual modelling approach developed by
Nijssen and Halpin for the design of information systems. The resulting modelling
notation and methodology, CML, can be used to produce a rich formal specification
of the context requirements of a context-aware application. The context modelling
constructs and their associated context management issues were presented in an
abstract way in Section 4.4, and then mapped to a relational representation in
Section 4.6. Chapter 6 will demonstrate that the relational representation can be
implemented in a straightforward fashion as an extended relational database.

CML has numerous benefits over the alternative context modelling techniques
surveyed in Section 3.2. First, it is both more formal and expressive, supporting
all of the key characteristics of context information introduced in Section 2.2. The
four types of context information described in Section 2.2.1 (static, sensed, profiled
and derived) are explicitly distinguished using the annotations described in Section

4.4.1. Uncertainty is addressed in three separate ways. Unknown context is explicitly

4 Assuming the usual semantics of disjunction under a three-valued logic.

15 A similar problem exists for conjunction; for example, LocatedAt[“Emma May”, “98-1227] A
LocatedAt[“Emma May”, “98-128”] A LocatedAt[“Emma May”, “45-284”] also evaluates to possibly
true, rather than the expected value of false.
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represented as described in the previous section, information quality is characterised
as described in Section 4.4.3, and ambiguous information is expressed as alternative
facts as outlined in Section 4.4.4. Historical context information is captured using the
temporal fact type introduced in Section 4.4.2, and dependencies amongst context
facts are captured using fact dependencies as discussed in Section 4.4.5.

A further advantage of CML over the modelling solutions described in Section 3.2
is that it is capable of supporting a variety of tasks across the software engineering
lifecycle. The graphical modelling notation is well suited for use in analysis and
design tasks (as shown in the case study presented in Chapter 7), the relational
representation to run-time context management tasks, and the situation abstraction
(introduced in the following chapter) as a tool for describing and programming with
context in high level terms.

Finally, by aligning the context modelling approach with established informa-
tion modelling techniques, there is considerable scope for leveraging information
systems solutions for dealing with uncertainty, information quality, temporal data,
and rapidly changing sensor-derived data, as described in Section 4.2.

Although CML has been substantially refined and improved since it was first
published in [40], there remain numerous areas for future work. First, some of the
problems associated with the interpretation of uncertainty in the relational repre-
sentation in general, and the alternative construct in particular, were outlined in
Section 4.6.9. A rudimentary solution was presented, but further work is needed
to evaluate alternative solutions. Additionally, scalability is an issue that has not
been addressed, yet is crucial in pervasive systems. Like FORM, CML assumes that
developers model a relatively small set of context requirements in relation to a single
application. The integration of such models to build large-scale context-aware sys-
tems is an open and challenging research problem. Finally, there is an urgent need to
consider the privacy issues inherent in context-aware systems. Context and privacy
models need to be interwoven to prevent abuses of context information. A suitable
privacy model for context-aware systems should cover not only access control, but
should also limit information gathering practices, including the use of sensors to mon-
itor people and environments, and govern the storage and use of context information
once it is acquired by consumers. There have been several recent efforts to develop
privacy models for pervasive computing environments in general [134,169-171]; how-
ever, privacy support in context-aware systems is generally either non-existent or
restricted to access control mechanisms [24,105,172-176]. Robinson and Beigl [177]
propose a more sophisticated security architecture founded on the notion of trust;
however, this is not yet fully implemented and has several known weaknesses. Re-
search on privacy in databases is currently in its early stages [178], and is likely to

address a subset of the privacy requirements of context management systems.
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Chapter 5
Programming abstractions

The context modelling approach described in the previous chapter allows contexts
to be described in a precise and fine-grained fashion. The fact abstraction that
forms the basis for this approach is well suited for use in context management tasks;
however, it is less appropriate for use as a programming abstraction, as individual
facts are generally far removed from people’s high-level conceptualisations of context.
This chapter is concerned with the development of a model that allows contexts to
be described in more abstract and general terms, and also with the identification
of complementary programming techniques, in order to simplify the task of the
application developer in constructing context-aware applications that are flexible
and easily customised.

The structure of the chapter is as follows. Section 5.1 describes current prob-
lems with the development of context-aware software, and motivates the need for
appropriate programming abstractions and models. In addition, it presents a brief
overview of the solutions proposed in this chapter. Section 5.2 describes the situa-
tion abstraction, which allows abstract contexts to be specified in terms of CML’s
facts. In Section 5.3, two approaches to programming with this abstraction are
outlined. The first model, based on triggering, has been widely explored previously
in connection with adaptive and context-aware software, as discussed in Chapters
1 and 3. Section 5.3.1 demonstrates that the situation abstraction easily supports
this widely used programming model and offers an original solution for dealing with
uncertain context information. Section 5.3.2 introduces a more novel programming
model, based on context-dependent branching, and motivates the exploitation of
user preference information in conjunction with this model in order to derive the
flexibility and autonomy required of pervasive computing software. In Section 5.4,
the requirements of a preference model for context-aware systems are laid out, and
a model that satisfies these is developed. Finally, Sections 5.5 and 5.6 conclude the
chapter by summarising the contributions of the work described in Sections 5.2 to

5.4 and outlining topics for future work.
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5.1 Motivation and approach

The crucial role of appropriate abstractions and programming models in the success
and adoption of context-aware applications has been long recognised. For example,
Brown et al. argued in 1997 that “if the market opportunity for context-aware
applications is to be taken, it must be made easier to create applications” [28].
This view has been reiterated several times since [31,40,111] and is backed by a
wider recognition of the inadequacy of current programming techniques for pervasive
computing software in general [66,179-182]. However, as the survey in Section
3.3 illustrated, very little progress has been made in this area. While significant
attention has been devoted to the development of context gathering infrastructures,
the programming models used in conjunction with these remain inadequate and
often oversimplified.

At the same time, there is a growing awareness of common usability problems as-
sociated with context-aware software [115-117,160,183,184]. These pose significant
design challenges. Perhaps the largest challenge lies in exploiting context informa-
tion such that applications are highly autonomous, requiring little user input, while
at the same time ensuring that control ultimately lies with the user. In order to
achieve this balance, there is a need for transparency, such that the actions of ap-
plications are visible to users and appear consistent and predictable [183], as well
as for feedback mechanisms that allow users to override any inappropriate actions.
Personalisation is also a key consideration in ensuring that context-aware applica-
tions are acceptable to users [185]; that is, application developers must recognise
that users have differing requirements, and that these may evolve over time.

These software engineering and usability challenges provide the motivation for
the research presented in this chapter. The first part of the chapter is concerned
with the development of a high-level model of context that forms a suitable tool with
which to describe and program context-aware behaviour. This model is founded on
the assumption that the fact-based model of the previous chapter is not the right
abstraction for this task, and that a more abstract model, which is closer to the
terms in which people conceptualise context, is more appropriate. The key goals of

the model are the following:

e to support the description of context in terms of abstract classes that are
delineated according to the selected aspects (fact types) that are relevant to

the tasks carried out by the context-aware application and/or user; and

e to allow classes of context to be easily combined, such that complex contexts

can be described with minimal effort.

The situation abstraction described in Section 5.2 satisfies these goals and is fully

compatible with the fact-based model of the previous chapter.
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The situation abstraction provides a useful way of describing contexts at a level
of detail suited the needs of users and application developers, but by itself does
not provide an adequate means to describe context-aware behaviour. This latter
task is addressed in Section 5.3. Here, two complementary styles of programming
that can be used in conjunction with the abstraction are explored. The first (the
triggering model) employs an event-based paradigm in which actions are associated
with relevant context changes. The second (the branching model) allows decision
points to be placed in application logic such that different paths or branches are
executed depending on the context.

As the triggering model has been widely researched [23,28-35], this model is not
explored here in great depth. Section 5.3.1 instead demonstrates that the situation
abstraction introduced in Section 5.2 is compatible with this widely used program-
ming model, and enables a novel form of support to be provided for imperfect context
information. In contrast, the branching model has received almost no recognition
as an important programming model for context-aware systems. Consequently, it
receives a more thorough treatment in Sections 5.3.2 and 5.4. In Section 5.3.2 it is
argued that, in order to support the autonomy and flexibility required in pervasive
computing applications, branching decisions should account for user preferences,
and these should be specified in a flexible manner so that they can be customised
and evolved over time. Section 5.4 addresses the development of a model of user
preferences suited to the requirements of the branching problem. Like the situation
abstraction, this model is designed to be conceptually simple and to support reuse

based on composition.

5.2 The situation abstraction

5.2.1 Overview

Chapter 3 demonstrated that most context-aware systems are built upon software
infrastructures that describe contexts using informal, fine-grained, and often piece-
meal modelling approaches, and frequently require applications to perform multiple
explicit queries in order to obtain rich types of context information. This is de-
spite the fact that, in general, higher level abstractions are considerably easier for
developers to use [111]. The fact-based modelling approach of the previous chapter
partially addresses this problem; however, it remains inadequate as a programming
abstraction, as discussed in previous sections. The situation abstraction fills this
gap. It allows abstract classes of context to be easily defined in order to capture
conditions or scenarios that are interesting to application developers and users. The
abstraction is layered on top of CML, such that situations are expressed as pred-

icates formulated in terms of atomic facts. A situation is said to hold in a given



84 CHAPTER 5. PROGRAMMING ABSTRACTIONS

context exactly when the situation predicate is satisfied (that is, made true) by the
fact-based description of the context.

Situations are defined using the computationally complete and decidable variant
of predicate calculus that is outlined in the following section. Situations can be
combined using the logical operators (conjunction, disjunction and negation) to
form richer situations. This feature allows for reuse and enables users to construct
complex context descriptions in a relatively straightforward manner. A variety of
issues involved in combining situations form the subject of Section 5.2.4.

During the development of CML in the previous chapter, the key characteristics
of context information introduced in Section 2.2 were important considerations.
These also motivate the design of the situation abstraction. In particular, special
treatment is required for imperfect context information, as discussed in Section 5.2.5.

The situation abstraction is not the only context modelling approach founded
upon predicate calculus, as seen in Chapter 3. Similar modelling approaches have
been explored by Dey et al. in relation to their context-aware reminder application
[16,111] and by Ranganathan et al. in the scope of a context-aware chat tool [10].
These approaches were introduced in Section 3.3, but are further analysed in Section
5.2.6 and compared with the situation abstraction presented in Section 5.2 in terms

of efficiency and expressiveness.

5.2.2 Defining situations

The situation abstraction is used to specify classes of context by placing constraints
on relevant parameters, such as the time of day, location or activity of the user.
These abstract contexts, termed situations, are expressed as predicates on the state
of the context using a novel variant of predicate calculus. The syntax and semantics
of the modified calculus are defined fully in Appendix A, but are also summarised
here. This approach to describing abstract contexts was chosen with the aim of
balancing simplicity and ease of use with expressive power. Only a small set of core
logical and arithmetic operators are directly supported, but others can be introduced
as required in the form of user-defined functions.

The simplest situation expressions, referred to collectively as the base situation
formulas, for a given context model with relations R = C U DC U FD (where C,
DC and FD denote the base relations, derived relations and fact dependencies,

respectively, as described in Section 4.6.8) are:

e boolean expressions of the form t1 = to, t1 # to, t1 < to, t1 < t9, t1 > ¢y or

t, > to, where ¢ and t, are terms; or

e atoms over the set of relations, R. These are expressions of the form plt1, ..., t,],

where p € R and each ¢; (1 < i < n) is a term or the special anonymous
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variable (written _). Atoms are essentially a form of assertion or query over a

context fact type.

The terms in these base formulas are either constants (belonging to the set
dom), variables (belonging to the set var) or functions. The latter are arithmetic
expressions on terms (t1 + to, t1 — t2, t1 X tg or t; + t3) or expressions of the form
f(t1,...,tn), where f is a function name and each ¢; is either a term or an ordered list
of terms. Each function f is either a built-in (predefined) or user-defined function.
The former class includes the id function, which yields the fact identifier for the
fact that matches the supplied relation name and list of attribute values (provided
such a fact exists), timenow, which returns the current date and time, and isnull,
which indicates whether the value of a given variable is null (unknown). User-
defined functions can perform arbitrary computations, thereby allowing situations to
capture complex conditions that cannot be expressed using the logical and arithmetic
operators alone.

The base formulas can be combined recursively using conjunction (A), disjunction
(V) and negation (—). These logical connectives assume their normal properties
in terms of idempotency, commutativity, associativity, distributivity, and so on.
The following restricted forms of the universal and existential quantifiers are also

permitted:
o Vi, ...,z; @ plti,....tn] @ p
o Jz1,...,z; @ plt1,...,tn] @ @

where {z1,...,z1} C {t1,...,tn}, ¢ is a valid situation formula and p[t, ..., t,] is an
atom, as described above!. The atom serves as a constraint on the values of the
variables, and is present for reasons of efficiency and safety which will be discussed
in Section 5.2.6.

A situation predicate is simply a named formula containing a set of free variables,

V1, ..., Up, Written as follows:

S(Ula "'avn) ‘P

Here, S is the situation name and ¢ is a well-formed situation formula in which the
set of free variables is exactly {v1,...,v, }.

The evaluation of a situation predicate is performed with respect to a set, v, of
concrete bindings for the variables, vy, ..., v, (termed a valuation) and an intensional
context instance, I, according to the assumptions outlined in Section 4.6.9. In most
cases, the context instance is the set of information that is available through a con-

text management system, whereas the variable bindings are additional parameters

'Note that the symbol “e” acts as a separator and has no special semantics here.
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specified by the application (application context) or by the user (user context). In
the absence of alternative facts and unknown (null) values in the relevant relations
of Iy, the evaluation is straightforward. The logical connectives (V, A and —), arith-
metic operators (4, —, X and +) and comparison operators (=, #, <, <, > and >)
each adopt their usual interpretations. An atom, p[ti, ..., t,], evaluates to true (or
alternatively, is said to be satisfied, written I1 = (p[t1, ..., t,])[v]) if and only if, when
each term is evaluated to yield a constant (with anonymous variables adopting arbi-
trary constant values), there is a matching fact/tuple in the relation instance I7(p);
otherwise, it evaluates to false (written Iy ¥ (p[ti,...,t5])[v]). The semantics of the
universally quantified formula Vz1, ..., z; ® p[t1, ..., t,] ® ¢ are roughly as follows: for
all values of the variables z1, ..., z; that satisfy the atom p[ty, ..., t,], the formula ¢
holds (i.e., evaluates to true). The semantics of the existentially quantified formula
3z1,...,z;®p[t1, ..., t,] ® p are similar, except that ¢ need only hold for one binding of
the variables z1, ..., z; that satisfies p[t1,...,t,]- The semantics of these expressions
will be defined more precisely in later sections.

In the face of uncertainty, the evaluation becomes substantially more compli-
cated; this case is addressed informally in Section 5.2.5, and more formally in the

Appendix, in Section A.2.

5.2.3 Examples

This section demonstrates the use of the situation abstraction to describe contexts,
using some simple examples. These relate to the context-aware communication
scenario outlined in Section 1.5, and assume the context model shown in Figure 5.1.

When selecting an appropriate communication channel for a given interaction
between two or more users, parameters such as the activities of the users, the time
of day and the available communication devices are relevant. Figure 5.2 lists a
variety of example situations that can have a bearing on the choice of channel.

The first predicate in the figure performs a simple mapping from the Super-
visedBy relation/fact type to a corresponding situation that describes the scenario
involving a call from a supervisor to one of his/her subordinates. The next two
predicates are similar, and represent the situations in which an interaction involves
a pair of colleagues or a pair of non-professional acquaintances, according to the
Works With and NonProfessionalRelationship relations, respectively.

The WorkingHours predicate demonstrates a simple use of built-in and user-
defined functions. The timenow built-in function operates as described in the pre-
vious section, while the user-defined workinghours function determines whether the
time and date returned by timenow fall within standard office hours (9am to 5pm,
Monday to Friday, excluding public holidays).

The LocatedAt predicate illustrates the use of quality information to create a
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(@

Communication
Channel (id)

has nonprofessional
relationship with

Activity
(name)

* |ocated near(p,d) iff located at(p, 11)
and located at (d, 12)
andI1=12

(b)

HasChannel (Person, CommunicationChannel)

PermittedToUse(Person, Device)

Engagedin(Person, Activity, StartTime, EndTime)

SupervisedBy(Person, Supervisor)
WorksWith(Personl, Person2)
NonProfessional Rel ationshi p(Personl, Person2)

PersonL ocatedAt(Person, Location, Probability)

87

synchronous

Communication
Mode (name)

Location
(name)

Device Type
(name)

engaged in(pl,a) dependsOn located at(p2,1)

iff p1=p2

Devicel ocatedAt(Device, Location, Probability)

HasType(Device, DeviceType)

HasM ode(Channel, CommunicationMode)

RequiresDevice(Channel, Device)

Synchronous(CommunicationMode)

L ocatedNear(Person, Device)

LocatedAtDependents(Fact| D, DependentI D)

Figure 5.1: (a) A context model for the context-aware communication scenario. (b)

The corresponding relations.
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SupervisorCall(caller, callee) :

SupervisedBy[caller, callee]

ColleagueCall(caller, callee) :
WorksWith|caller, callee] V WorksW ith[callee, caller)

PersonalCall(caller, callee) :
NonProfessional Relationship|caller, callee]V
NonProfessional Relationship|callee, caller]

WorkingHours() :

workinghours(timenow())

Located At(person, place) :
probability e PersonLocated At[person, place, probability]e
probability > 0.8

Occupied(person) :
3ty , ta, activity e EngagedIn[person, activity,ty,tz]e
(t1 < timenow() A (timenow() < ta V isnull(t2))V
(t1 < timenow() V isnull(t1)) A timenow() < t2)A
(activity = “in meeting” V activity = “taking call”)

CanU seChannel (person, channel) :
Vdevice ® RequiresDevice[channel, device]e

LocatedN ear|[person, device] A PermittedT oU se[person, device]

SynchronousM ode(channel) :
Vmode o HasM ode[channel, mode] ® Synchronous[mode]
Urgent(priority) :
priority = “high”

Figure 5.2: Example situation predicates for the context-aware communication sce-
nario.
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precise definition of a situation in the face of uncertainty. This predicate deems a
person to be located at a given place provided that a fact to this effect is present in
the context instance, and the probability estimate associated with this fact exceeds
80%.

The Occupied predicate indicates whether a given person is currently engaged in
an activity that generally should not be interrupted (“in meeting” or “taking call”),
on the basis of the temporal EngagedIn relation. This predicate examines those
activity facts for which the current time falls between the associated start and end
times, or else does not precede the start time or succeed the end time in the case of
activities that have no recorded end or start times, respectively.

CanUseChannel is satisfied for a given person, p, and communication channel,
¢, when all of the devices required in order to use c¢ are located in close proximity to
p, and p additionally has permission to use these devices.

The SynchronousMode predicate holds for a given communication channel pro-
vided that the mode of this channel (as recorded by the HasMode relation) is syn-
chronous (indicated by its appearance in the Synchronous relation).

Finally, the simple Urgent predicate is satisfied whenever the priority variable
has the value “high”.

Although a rich set of situations can be defined using predicates such as those
described here, the true power of the situation abstraction comes from the ability to
combine predicates arbitrarily to form increasingly complex situations, as described

in the following section.

5.2.4 Combining situations

It is trivially observed from the definition of the valid situation formulas given in
Appendix A that the formulas exhibit closure under logical negation, conjunction
and disjunction. That is, provided that ¢ and 1 are both valid situation formulas,
—p, o A and ¢ V 9 are likewise valid formulas, by definition. This property
can be exploited to enable increasingly complex situation predicates to be defined
recursively in terms of simpler predicates. Composite situations are defined using

the following notation:
CS(viy.eyvy) : P

Here, C'S is the name of the composite situation and P is an expression which
combines one or more atoms over situation predicates using negation, conjunction
and disjunction. Each atom is of the form S(a1,...,a;), where S(uq,...,u;) : Q is
a previously defined predicate (ordinary or composite) and each a; (1 < j < 14) is
either a constant in dom or one of the variables v, ..., v,.

The effect of combining predicates in this way is essentially identical to that of
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combining the corresponding situation formulas to form an ordinary situation pred-
icate. For example, the combined predicate C'S(a,b) : S1(a) A S2(b), where S; and
Sy are non-composite predicates of the form Si(a) : ¢ and Sa(b) : 9, evaluates iden-
tically to the non-composite predicate S(a,b) : ¢ A1. A more complete discussion of

the syntax and semantics of composite situation predicates appears in Section A.3.

The ability to combine situations is significant as it allows for reuse and the
formation of complex predicates with relative ease. Returning to the context-aware
communication scenario, the remainder of this section demonstrates the description
of relevant aspects of the context using straightforward composite situation predi-

cates formed from the simple predicates introduced in the previous section.

The scenario involves two distinct uses of context. The first is as follows (repro-

duced from Section 1.5):

Mark has finished reviewing a paper for Emma, and wishes to share
his comments with her. He instructs his communication agent to ini-
tiate a discussion with Emma. Emma is in a meeting with a student,
so her agent determines on her behalf that she should not be inter-
rupted. The agent recommends that Mark contact Emma by email. Mark
composes an email on the workstation he is currently using [channel =
“mark@email.org”], and his agent dispatches according to the instruc-

tions of Emma’s agent to her work email address.

The context involved in this scenario can be described in high-level terms as follows,

using the predicates of Figure 5.2:

CS1():
ColleagueCall(“Mark”, “Emma”) A Occupied(“Emma”)
A CanUseChannel(“Mark”, “mark@email.org”)

The second usage case in the communication scenario is as follows:

A few minutes later, Emma’s supervisor, Michelle, wants to know whether
the report she has requested is ready. Emma’s agent has been instructed
that calls from Michelle have high priority, and decides that the query
should be answered immediately. The agent suggests that Michelle tele-
phone Emma on her office number [channel = “+61 7 3365 1111”].
Michelle’s agent establishes the call using the mobile phone that Michelle
is carrying with her [channel = “+61 4 1278 9999”].
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Here, the relevant aspects of the context are captured by the composite predicate:

CSo) :
SupervisorCall(“Michelle”, “Emma”) A Occupied(“Emma” )
A CanU seChannel(“Emma”, “+61 7 3365 1111”)
A CanU seChannel(“Michelle”, “+61 4 1278 9999”)

It should be noted that any given real-world context corresponds to many al-
ternative situational representations. The representation chosen by the user or the
application developer for a given usage scenario will be determined by the task for
which the context information is used and the subset of the context that requires
emphasgis for this particular task. The composition mechanism enables the selection
and combination of the relevant aspects in a flexible fashion, such that situation
definitions can be reused and redefined on-the-fly in response to changing resources

and user requirements.

5.2.5 Handling uncertainty

The discussion of the situation abstraction has, to this point, implicitly assumed
that the set of context information against which predicates are evaluated provides
a sufficient basis for determining the absolute truth or falsity of a predicate, given
an appropriate set of variable bindings. Clearly, this assumption is unrealistic in
light of the imprecise and incomplete nature of context information. In this section,
the assumption of certain context information is lifted, and the treatment of alter-
native facts and unknowns receives particular attention. The ability of the situation
abstraction to support uncertainty, as outlined in the following paragraphs, is signif-
icant as the previously proposed predicate-based models of context have implicitly
assumed the availability of perfect context information [10, 16].

The situation abstraction deals with uncertainty in a similar manner to a variety
of relational query languages (such as SQL [186]), which employ three-valued logics
in order to accommodate null values in facts. This approach is adopted as it is
reasonably straightforward to implement and work with. When evaluating queries
over relations, a third logical value, possibly true (sometimes also written in this
thesis simply as possibly), is introduced when a query is satisfied only by creating
arbitrary bindings for the null values that appear in facts. This can be interpreted
as an unknown value, reflecting an inability to determine absolute truth or falsity
from the available information.

A three-valued logic is applied to the situation abstraction as follows. An atom,
plt1,...,tn] is viewed as possibly true for a context instance I; and valuation of

variables v when there is no fact in I7(p) that exactly matches the atom, but there
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is a fact containing one or more null values that matches the atom once the nulls are
replaced with arbitrary constant values in dom. In this case, I is said to partially
satisfy p[ti,...,t,] for v (written It F (p[ty, ..., ts])[v] in the notation of Appendix A).

The three-valued logic also comes into play in the face of alternative facts, accord-
ing to the interpretation set out in Section 4.6.9. Atoms over alternative relations
are evaluated as follows. An atom pl[t1, ..., t,] that fails to match any fact in the re-
lation I7(p), even with nulls replaced with appropriate constants, evaluates to false
as usual. Otherwise, if p[ti, ..., t,] matches a fact in I;(p), without reliance on re-
placement of nulls, and the matching fact has no alternatives, the atom evaluates to
true. (Recall that a fact has alternatives if and only if there is at least one other fact
that has identical values for the roles spanned by the alternative uniqueness con-
straint. This occurs whenever there is conflicting information present in the context
instance.) Otherwise, if all matching facts have one or more alternatives or rely on

appropriate bindings of nulls, p[t1, ..., t,] evaluates to possibly true.

The usual semantics of the logical connectives, A, V and -, under a three-
valued logic are adopted; these are summarised by the truth table in Table 5.1.
The quantifiers are interpreted as follows. The universally quantified expression
V&1, ...,x; ® p[t1,...,tn] ® @ is satisfied, and yields the value true, provided that, for
each instantiation of the variables z1, ..., z; to constants in dom that satisfies the
atom pl[ty,...,t,], the same instantiation satisfies ¢. Otherwise, the expression is
partially satisfied, and yields possibly true, whenever each instantiation of the vari-
ables to constants in dom that satisfies p[ti, ..., t,] also partially or fully satisfies
. Otherwise, the expression yields false. The existentially quantified expression
3z, ...,z; ® p[t1,...,ty] ® @ yields true when there is some assignment of the vari-
ables z1,...,z; to constants in dom for which the expression p[t1,...,t,] A ¢ yields
true. Otherwise, the expression yields possibly true when there is an assignment of
Z1,...,Z; to constants in dom for which p[ty,...,t,] is true and ¢ is possibly true.
Otherwise, the expression yields false. Again, the reader is referred to Section A.2

for a more formal treatment of these semantics.

It can be observed that, in the absence of uncertainty, the logical connectives
and quantifiers preserve the usual semantics of standard boolean logic (with the
exception that domain restriction is applied to the quantifiers). However, some
intuitive results of standard logic no longer hold in the face of uncertainty. Two
well-documented cases are the law of excluded middle (z V —z) and the law of non-
contradiction (—(z A —z)) [187]. Another type of anomalous behaviour, related to
the alternative fact type, was described in Section 4.6.9 and is easily illustrated using
an example. Suppose that the location of a person (Emma May) is known to be

either room 98-122, 98-123 or 45-234, as in the relation instance shown earlier in
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Table 5.1: Truth table for the three-valued logic.

p IF | pAg [ pVgq | -p

true true true true false
true possibly possibly true

true false false true

possibly true possibly true possibly
possibly possibly possibly possibly

possibly false false possibly

false true false true true
false possibly false possibly

false false false false

Table 4.7. The situation formulas

PersonLocated At[“Emma May”, “98-122”, |
A PersonLocated At[“Emma May”, “98-123”, ]
A PersonLocated At[“Emma May”, “45-234", ]

and

PersonLocated At “Emma May”, “98-122”, |
V PersonLocated At[“Emma May”, “98-123", ]
V PersonLocated At[“Emma May”, “45-234” , ]

both evaluate to possibly true, rather than the more intuitive and informative values
of false and true, respectively. The removal of these problems requires a substantially
more complex interpretation of the relational and situational models of context, and
falls outside the scope of this thesis. The investigation of multi-valued logics that
preserve properties such as the laws of excluded middle and non-contradiction in the
face of uncertainty has been ongoing for several decades without very satisfactory
results.

In its favour, it can be shown that the three-valued logic that is adopted here
never leads to contradictions; rather, the aforementioned problems can be charac-
terised as losses of information (that is, results of possibly true in place of more
definite true or false values). Provided that situation predicates are constructed
with due care (that is, with a correct understanding of the semantics of third logical

value), this need not be problematic.

5.2.6 Efficiency

The scale and resource limitations inherent in pervasive systems and the highly dy-

namic nature of context information imply that timely evaluation of situation pred-
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icates is crucial. This section demonstrates the ability of the situation abstraction
to meet this requirement while affording the expressive power to capture complex
situations. Moreover, it argues that the expressiveness and efficiency of the situation
abstraction compare favourably to those of the alternative predicate-based models
of context mentioned in Section 5.2.1.

When evaluating the efficiency of the situation abstraction, the crux lies in the
treatment of the quantified expressions; the remaining operators (logical, comparison
and arithmetic) all have straightforward (constant time) evaluations. The evalua-
tion of each atom, plti,...,t,], is at worst linear in the number of facts present in
the relation I7(p)?. The efficiency of the user-defined and built-in functions is a
consideration that is left to the programmer to evaluate on a case-by-case basis.

The challenge associated with quantification rests in bounding the number of
variable bindings that must be examined in the evaluation of the quantified expres-
sion. In ordinary predicate calculus, the number of bindings is potentially infinite
(as, for example, in (Vz)(z > (z — 1)), where z ranges over all of the integers). Such
unbounded expressions are termed unsafe and their evaluation is either difficult or
intractable. The usual way to eliminate this problem is to apply domain restriction,
such that the values of the variables are assumed to fall within specified bounds. This
is the approach employed by Ranganathan et al. [10] in their predicate-based model
of context. While this approach resolves the problem of predicate safety, is remains
unsatisfactory with regard to efficiency, as the domains involved will sometimes be
large, and, where several variables are involved, the number of combinations that
must be examined quickly becomes unmanageable.

The solution adopted here is to apply a variant of domain restriction which
limits the values of the variables in a context-dependent fashion. When evaluating
a quantified expression, the variables are immediately bound using an atom of the
form pl[t1,...,t]- That is, the quantified variables, zi, ..., z; assume exactly those
values that satisfy p[ti,...,t,] (and these can be computed trivially by a query on
the relation instance I7(p)).

This approach can be easily seen to avoid safety and efficiency problems, as the
set of possible variable bindings is limited by the set of facts appearing in I7(p) (and
this latter set is always finite, and often reasonably small). Further, the state explo-
sion caused by the consideration of all possible combinations of variable bindings is
prevented, as only those combinations appearing in I7(p) are significant.

The limitations (in terms of expressiveness) imposed on quantified expressions
are offset against significant efficiency gains over the usual domain restriction ap-
proach, the infrequency with which broader forms of quantification are necessary,

and the ability to embed these special cases within user-defined functions, where

2However, this can be easily improved upon using standard database techniques such as indexing.
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issues related to safeness and efficiency can be considered on a case-by-case basis.
When compared to similar predicate-based models of context, the situation ab-
straction is easily seen to be both more flexible and more expressive despite its
restricted forms of quantification. The model of Dey et al. [16,111] offers no sup-
port at all for quantification, instead supporting only situations formed as simple
combinations of conditions on atomic context attributes. As mentioned previously,
the model of Ranganathan et al. [10] employs a form of domain restriction that is
inefficient when domains are large or several variables are involved. Moreover, it
adopts a flat and inflexible information model, which requires that all types of con-
text be described by predicates of the form Context(<ContextType>, <Subject>,
<Relater>, <Object>). This rigid format is inappropriate for the representation of
complex forms of information, such as historical and imperfect context information,
as discussed in Section 3.3. Additionally, the model offers no support for user-defined

or built-in functions.

5.3 Programming models

The situation abstraction developed in the previous section forms a natural basis for
programming flexible context-aware applications. By programming an application’s
context-aware behaviour in terms of situations, rather than in terms of fine-grained
facts, the application is effectively decoupled from the underlying fact-based context
model. This allows the structure, representation and content of context information
to be completely transparent to applications, and, by implication, to be changed with
minimal impact. Moreover, the situation abstraction describes the classes of context
that are relevant to applications in a high-level and application-neutral format, such
that these classes can be modified, reused and recombined easily and on-the-fly
without modification of the application source code, leading to highly dynamic and
evolvable application behaviour.

The following sections describe two complementary programming models that
follow naturally from the situation abstraction. The first (the triggering model)
is event-based, invoking actions in response to significant context changes. In con-
trast, the second (the branching model) involves the embedding of context-dependent

choices (branches) within the normal flow of application logic.

5.3.1 Triggering model

As mentioned previously, the triggering model has been widely explored in relation
to adaptive and context-aware applications [23,28-35]. The goal of this section
is to present an overview of this well-known model and some of its realisations in

context-aware systems, and then demonstrate that the situation abstraction forms
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an excellent basis for a novel and powerful form of triggering (termed situation-based
triggering or SBT), which offers advanced support for uncertainty. Significantly, the
SBT model accommodates both incomplete and ambiguous context information,

and, additionally, allows triggers to exploit relevant quality indicators.

Overview

The triggering model is event-based, and operates roughly as follows. Programmers
(and potentially also users [28,29]) create a set of rules, each consisting of an event
and a corresponding action. These rules are placed in a triggering engine, which
is responsible for detecting the occurrence of significant events and then invoking
actions in accordance with the rules. Numerous variations on this basic model exist,
one of the most common being the event-condition-action (ECA) model developed
by early active database research [188,189]. In this model, each rule is associated
with a constraint that is evaluated following the event as an additional precondition
on the execution of the action.

In context-aware systems, the event generally corresponds to a significant context
change, while the action is an appropriate response to this event. For example, in
the case of a context-aware museum guide, triggers can be associated with movement
between exhibits, such that information presented to the user is always relevant to
the closest exhibit. Similarly, reminder applications can use triggers to associate
reminder notes (e.g., “pick up more milk”) with the situations in which they are
applicable (“within 100m of a supermarket”).

Most realisations of context-aware triggering describe contexts in very simple
terms (typically as simple boolean conditions on context variables, as in [28-30,
34]). However, the model employed by Yau et al. [31] in their context-sensitive
middleware is somewhat more sophisticated, allowing temporal expressions such as
a — b (denoting the succession of condition a by condition b). Schmidt et al. [23]
propose an alternative model that is unique in that it removes the assumption of
perfect context information by allowing certainty thresholds to be associated with

triggers. Their triggers are created using the following primitives:
e if enter(v,p,n) then perform action(7)
e if leave(v,p,n) then perform action(s)
e if in(v,p,m) then perform action(s)

Here, v is a previously defined context, p is quality threshold expressed as a probabil-
ity, 7 is the action to be executed and n and m are delays expressed in milliseconds.
In the first two cases, i is performed n milliseconds after the entering/exiting of

situation v is detected with a probability of at least p. In the third case, m is
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the frequency with which i is executed while the situation v continues to hold with
probability p.

The SBT triggering model can be viewed as a hybrid of the models of Yau et al.
and Schmidt et al., incorporating the temporal features of the former model, and
a variant of the event model (based on the entering and leaving of contexts) of the
latter. The richness of the situation abstraction, and of the underlying fact-based
model of context, affords significant expressive power to this triggering model. Im-
precise context information is supported using the heterogeneous quality modelling
approach described in Section 4.4.3, while alternatives and unknowns are accommo-
dated using a three-valued logic as described in Sections 4.6.9 and 5.2.5. Accordingly,
the SBT model provides an unprecedented degree of support for uncertain context
information. Even the model of Schmidt et al., which accommodates context in-
formation of limited precision as described above, cannot handle unknowns and
alternatives, while other models lack support for uncertainty in any form [28-34].

SBT adopts an ECA model, where:

e the event corresponds to a relevant situation change;

e the condition is a logical expression (formed from situation predicates) that

must hold following the event and prior to the execution of the action; and

e the action consists of an arbitrary sequence of steps described in a program-

ming language such as Java.

The formulation of events and conditions is described in the sections that follow.

Trigger events

In the SBT model, triggers are activated in response to relevant context changes.
As contexts are described in terms of situations, SBT events represent transitions
between situation states. The adoption of a three-valued logic in the evaluation of
situation predicates trivially implies that three states are possible when evaluating
a situation, S(v1,...,v,) : @ against a valuation v for the variables vy, ...,v, and a

context instance, I;. These states can be named as follows:

e In S (when S evaluates to true - or in the notation of Appendix A, val(S, I1,v) =

true);

e Possibly in S (when S evaluates to possibly true - i.e., val(S, It,v) = possibly

true); and

e Not in S (when S evaluates to false - i.e., val(S, Ir,v) = false).
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5

6

Figure 5.3: State transitions for a situation S.

There are six distinct state transitions, as shown in Figure 5.3. Triggers can be
associated with any one or more of these transitions. Specifically, trigger events can

be any of the following expressions:

e EnterTrue(S) - transition 2 or 3
e EnterFalse(S) - transition 4 or 6
e Enter PossiblyTrue(S) - transition 1 or 5
e EzitTrue(S) - transition 1 or 4
e ExitFalse(S) - transition 3 or 5
e ExitPossiblyTrue(S) - transition 2 or 6
e TrueToFalse(S) - transition 4
e TrueToPossiblyTrue(S) - transition 1
e FalseToTrue(S) - transition 3
e FalseToPossiblyTrue(S) - transition 5
e PossiblyTrueToTrue(S) - transition 2
e PossiblyTrueToFalse(S) - transition 6
e Changed(S) - any transition

Trigger events can also take the form of:

e a sequence e; — ... — e, of events, all of which must occur (in succession, in

the order in which they appear) in order to activate the trigger; or

e a set eq|...|e, of alternative events, any one of which can activate the trigger
independently of the others.

Here each ¢; (1 < i < m) is an arbitrary event that may itself be a sequence or set
of alternative events.

Some example events will be presented by way of illustration later in this section.
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Trigger conditions

SBT conditions are logical expressions that must be fully satisfied (that is, true
rather than merely possibly true) following the corresponding trigger event in order
for the action to be executed. These are either the constant value true or an ez-
tended predicate formula containing arbitrary constants in dom but no variables.
An extended predicate formula is a logical expression formed by combining one or
more atoms, S(c1,...,¢y,), using the logical operators (A, V and —) and the two spe-
cial functions, possibly and possiblynot. The special functions are used to remove
uncertainty from formulas as follows. The formula possibly(z) is satisfied whenever
the formula z is either fully or partially satisfied. Similarly, possiblynot(x) is satis-
fied whenever z is unsatisfied or only partially satisfied.> A more formal treatment
of these special functions and the extended predicate abstraction appears in Section
A4

The following are all valid trigger conditions, expressed in terms of the situation

predicates of Figure 5.2:

e true

Located At(“Emma May”, “45-234")

possiblynot(Located At(“Emma May”, “45-234”)

Located At(“Emma May”, “45-234” )A
—(possibly(Occupied(“Emma May”)))

Some examples of complete triggers that can be formed using these conditions appear
in the following section.
Examples

Figure 5.4 shows a variety of triggers that can be expressed using the situation
predicates of Figure 5.2. The first three lines of each trigger (preceded by the
keywords upon, when and do, respectively) specify the event, condition and action.
The fourth line indicates the lifetime of the trigger; this is:

e always when the trigger applies indefinitely;

e from <start> until <end> when the trigger applies only between the <start>

and <end> times;
e until <end> when the trigger expires after the specified the end time;

e once when the trigger expires upon the first execution of the action; or

®Note that possiblynot(x) is equivalent to possibly(—zx), but is included for convenience.
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e <n> times when the trigger expires upon the nth execution of the action.

An optional fifth line, after <delay> interposes a delay of a specified number of
seconds between the activation of the trigger and the execution of the corresponding
action.

Actions are described in the examples of Figure 5.4 in natural language. However,
in an implementation of the SBT model, these would be replaced by appropriate
blocks of code.

The first trigger notifies the user (“Emma May”), 10 seconds after the conclusion
of an important engagement (a meeting or call), of all recent missed calls.

The next trigger has the effect of diverting the user’s office telephone to voicemail
whenever she leaves her office (“45-234”). This occurs whenever the state of the
expression Located At(“Emma May”, “45-234”) changes directly from true to false,
or from true to false through the possibly true state.

The third trigger displays a traffic report to the user at the end of the working
day, provided that the user is both located in her office and not occupied with a
meeting or caller.

The remaining two triggers are closely related. Their combined effect is to display
to the user a list of the day’s meetings at the beginning of the working day. The
first handles the case in which the user is present in her office and not engaged
in meetings or calls; in this case, the list is presented immediately. The second is
concerned with the case in which the user is not known to be definitely in her office
and unoccupied; when this situation arises, a new one-time trigger is created to
display the information once the user is detected in her office and is known to be

unengaged.

5.3.2 Branching model

The branching model is an alternative programming model in which context-depend-
ent choices are inserted into the normal flow of application logic. Although this
model has been widely used in the programming of context-aware applications, it
has not received explicit recognition as an important programming model, and has
generally been realised in a primitive form using complex if or case statements em-
bedded within the application source code. These primitive branching mechanisms
are unsatisfactory, as they tightly bind the context model to the application logic,
and lead to applications that are inflexible and difficult to maintain. In many cases,
details of the structure of the context model, the representation of context informa-
tion or even the context gathering infrastructure are embedded in the code, rendering
the modification of any of these extremely difficult. Moreover, the context-dependent
choices supported by this approach are static, in that a given context always leads

to the same action unless the source code is modified, recompiled and redeployed.



5.3. PROGRAMMING MODELS

upon
when
do
always
after

upon

when
do
always

upon
when

do
always

upon
when

do
always

upon
when

do

always

EnterFalse(Occupied(“Emma May”))
true
Notify of recent missed calls

10

TrueToFalse(Located At(“Emma May”, “45-2347) |
(T'rueToPossibly(Located At(“Emma May”, “45-234”) —
PossiblyToF alse(Located At(“Emma May”, “45-234”))
true

Divert office phone to voicemail

EzxitTrue(WorkingHours())
Located At(“Emma May”, “45-234”)
A= (Occupied(“Emma May”))
Display traffic report

EnterTrue(WorkingHours())
Located At(“Emma May”, “45-234”)
A=(Occupied(“Emma May”))
Display summary of day’s meetings

EnterTrue(WorkingHours())

possiblynot(Located At(“Emma May”, “45-234”))V

possibly(Occupied(“Emma May”))

Create one time trigger:

upon  EnterTrue(Located At(“Emma May”, “45-234"))|
EnterFalse(Occupied(“Emma May”))

when  LocatedAt(“Emma May”, “45-234”)
A=(Occupied(“Emma May”))

do Display summary of day’s meetings

once

Figure 5.4: Example triggers.
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A flexible model of branching is proposed here as a remedy to these problems.
This model, named situation-based branching (SBB), removes the logic involved in
context-dependent choices (and, by implication, the details of the particular context
information upon which each choice depends) from the source code. Like triggers,
this information is instead expressed in an application-neutral format, and is easily
modified as needed to support the requirements of different users and the evolution

of these requirements over time.

Motivation

The goal of SBB is to allow developers to incorporate context-dependent behaviour
into applications in a straightforward fashion without the need for complex decision
logic. SBB requires that developers identify the choices in application behaviour
that should be influenced by the context, but does not require the link between
choices and contexts to be specified. This link is made externally within a set of
user preferences.

The branching model supports diverse classes of context-aware behaviour, includ-
ing proximate selection and contextual information and commands, as described by
Schilit et al. [33], as well as context-aware information retrieval, as described by
Brown and Jones [48,110]. Within the scope of the context-aware communication
application that was described in Section 1.5, SBB can be used to support the choice
of communication channels by agents; this usage is explored further in Chapter 7,
in which an implementation of the communication application is described.

The use of preference information as the basis for context-dependent choices
represents a novel and crucial feature of SBB. The importance of user modelling
techniques to capture user desires and goals in context-aware systems is increasingly
being recognised [118-122]. However, despite this growing recognition, very little re-
search has pursued this approach. One exception, described in Section 3.5, is the use
of learning algorithms by Byun and Cheverst [118,119] to predict user behaviour in
connection with (theoretical) context-aware applications such as intelligent personal
assistants. The user models generated by the algorithms are exploited to support
a variety of proactive behaviours, such as the generation of reminder notices when
the due date for a library book draws near or when an office door is left open and
the user is not likely to return within a short time. However, this approach does not
allow users to explicitly specify or view their preferences, and may require lengthy
periods of training before complex user requirements are adequately learned.

In some cases, user preference information has been regarded as a type of context
information [15,124,125]. When this approach is followed, preference information
is generally extremely limited (for example, describing the user’s preferred language

and interests).
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The preference information used by SBB takes a somewhat different form. Pref-
erences form a link between contexts (described in terms of situations) and context-
dependent choices. That is, they allow users to express which choices are appropriate
in which contexts in a high-level, application-neutral format. By separating this in-
formation from the application, the need to hardcode the basis for a choice into
the application logic is removed. This leads to highly flexible behaviour that can
be modified simply by editing user preference information, and places the ultimate
control over choices in the hands of the user. The latter feature, in particular, is
likely to be crucial to the user acceptance of applications that aim for a high degree

of autonomy.

Overview

The problem addressed by SBB can be summarised roughly as follows:

Given a finite set of candidate choices, A = {a1,...,an}, a context in-
stance, I7, and a set of user preferences, P, select a subset, C C A, of

choices that are appropriate given both I; and P.

SBB supports decisions over arbitrary sets of candidate choices, much like the trig-
gering model supports arbitrary actions. In the case of the communication appli-
cation presented in Chapter 7, the choices correspond to communication channels,
whereas in the case of an information retrieval application they are likely to represent
a set of alternative documents or document types.

The next part of this chapter develops a model of user preferences that supports
this decision problem. Sections 5.4.1 and 5.4.2 present the requirements and basic
design of the preference model, while Section 5.4.3 explains how preferences, like
situations, can be combined to support increasingly complex behaviours. Finally
Section 5.4.4 outlines a basic programming toolkit that supports the SBB program-
ming model, and Section 5.4.5 demonstrates that the preference model is compatible

with preference learning techniques.

5.4 The preference abstraction

5.4.1 Overview and requirements

The survey of preference and user modelling techniques that appeared in Section
3.5 demonstrated that a diverse array of preference models have been developed to
address a variety of subtly differing decision problems. The SBB model presents yet
another form of decision problem for which none of the existing preference models

is completely appropriate. This section characterises the unique set of requirements
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and challenges posed by SBB prior to the development, in the following section, of
a novel preference model that is designed expressly to satisfy these.

The key requirements of the preference model are predominantly related to us-
ability. The success of the model hinges, in particular, on the ease with which users
can formulate their own preferences. The model must therefore be conceptually
simple, and, as in the case of the situation abstraction, must allow users to em-
ploy composition to form increasingly complex expressions with ease. The latter
requirement is particularly challenging in light of the possibility (or even likelihood)
of conflicting preferences. The suitability of the preference model for use with auto-
mated preference elicitation and evolution techniques is likewise important, as these
will be essential in complex systems to help lighten the burden placed on users to
maintain accurate preference information.

In addition to meeting high standards of usability, the preference model must
provide adequate expressive power. In particular, it must allow common policy
concepts, including the concepts of prohibition and obligation as defined by deontic
logic [190], to be easily captured. That is, users must be able to both forbid and
require choices in certain contexts.

Section 3.5 surveyed several alternative preference modelling approaches, includ-
ing vector-based, qualitative and quantitative approaches. Vector-based solutions,
while appropriate for automated preference elicitation as shown in [132], require all
of the dimensions over which preferences range to be expressed numerically. Thus,
they are best suited to domains in which the parameters over which decisions are
made are simple and homogeneous (such as document retrieval applications in which
text documents are ranked solely on the basis of keywords), and are not considered
further in relation to SBB.

The qualitative preference modelling approach offers greater expressive power
than the quantitative approach, as it can express nontransitive preferences [127,130].
However, it does not offer a satisfactory way to combine preferences: the various
composition approaches that have been explored in connection with this model are
either overly simplistic, yielding unacceptably poor results [130], or are computa-
tionally expensive or even intractable [131]. As the combination of preferences and
efficiency are both of crucial importance, SBB instead adopts the quantitative ap-
proach. Its preference model is most closely aligned with the quantitative model
proposed by Agrawal and Wimmers [129], which was designed with explicit support
for preference composition in mind. This model boasts the additional benefits of be-
ing both conceptually clean and providing a veto mechanism which can be used to
express the concept of prohibition. As it stands, however, the model of Agrawal and
Wimmers does not allow preferences to be dependent on context, nor does it support
obligation. The preference model developed in the following section overcomes both

of these shortcomings.
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5.4.2 Preference model

The preference model proposed here, like that of Agrawal and Wimmers, is based on
scoring. Each preference assigns to each candidate choice a score that is determined
according to the context. Scores are either numerical values in the range [0,1] or
one of the special values f, L, A or ?. As in the model of Agrawal and Wimmers, f
represents a veto (that is, that the candidate to which the score is assigned should
not be selected in the corresponding context), while | represents indifference or
an absence of preference. The new score A is introduced to represent obligation
(that is, that the candidate to which the score is assigned must be selected in the
corresponding context), while 7 represents an undefined score (signalling an error
condition). The numerical scores capture relative desirability amongst candidates
such that, if a candidate a; receives a lower score than a second candidate as, then aq
is regarded as preferable to a;. Similarly, equal scores imply comparable desirability.

Preferences have two components:

e A scope, ¢, which specifies the contexts within which the preference applies.
Like trigger conditions, scopes are either the constant true or an extended
predicate formula comprising one or more atoms of the form S(t1, ..., ;) (where
each t; is either a constant in dom or a variable in var), together with zero
or more of the logical operators (A, V and =) and special functions (possibly

and possiblynot).* The set of variables in ¢ is denoted var(c).?

e A score, s. This can be a simple value, or an arbitrarily complex arithmetic ex-
pression, possibly containing variables and built-in and user-defined functions,
in addition to the standard operators (+, —, X and +) and the numerical and
special constants (R U {fj, L,A,7}). As shown in Section 5.4.3, the names of
preferences (or groups of preferences) can also appear as function parameters.

The set of variables in s is denoted var(s).

The value of s, when evaluated against a context instance I7 and a valuation
v on the variables var(s), is written score(s, I1,v) and must belong to the set
[0,1] U {b, L, A, 719

As a shorthand, preferences can be written as pairs p = (¢, s). p.c denotes the
scope of preference p, and p.s the scoring expression.
The evaluation of a preference p = (¢, s) with respect to a context instance Iy

and a valuation v for the variables var(c) Uvar(s) is straightforward, and is defined

“Note that trigger conditions differ from scopes slightly in that variables are permitted in the
latter.

SUsing the definitions of form and free given in Appendix A, var(c) = free(form(c))

5When the scoring expression s evaluates to a value that falls outside this set, score(s,Ir,v)
defaults to ?.
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as follows:

score(p.s, Ir,v) if p.c holds for Iy and v, (i.e.,
rate(p, Ir,v) = I E form(p.c)[v] in the notation of A.4)

1 otherwise

That is, when the context satisfies the scope, p.c, the score is simply that defined
by p.s. Otherwise, when the scope does not hold, the preference yields a score of
indifference.

Some example preferences, which rate the suitability of communication channels,
and are designed to be used by the communication application that has been used
as a running example throughout this thesis, appear in Figure 5.5. The preference
scope in each case begins on the first line, following the keyword when, while the line
prefixed by rate yields the corresponding score. In all of these examples, the score
takes the form of a simple value. A discussion of more complex scoring examples
is deferred until the following section, in which the composition of preferences is
addressed.

The first preference forbids the use of synchronous channels, such as telephone
and video-conferencing channels, when the user does not have access to all of the
requisite devices. Similarly, p2 forbids the use of synchronous channels for interac-
tions when the user is engaged in a meeting or call, excepting urgent calls and those
initiated by a supervisor.

Preferences p3 and p4 together imply that synchronous channels are the preferred
choice for urgent calls. p3 assigns these the highest score of 1, while p4 assigns all
asynchronous channels (such as email and SMS) a score of 0.5.

Preferences p5 and p6 are both concerned with after-hours calls from colleagues.
Provided that these are not urgent, asynchronous channels are greatly preferred (1)
over synchronous channels (0.2).

Finally, preference p7 prohibits the use of synchronous communication channels
for non-urgent personal calls.

It is important to note at this point that the preference format shown in Figure
5.5 need never be exposed directly to users. Instead, users could select from stan-
dard preference profiles prepackaged with their applications, or manipulate a set of
application-specific options (which are mapped automatically to appropriate pref-
erences) through through customisation interfaces. In some applications, users may
never specify preferences at all, as these are instead learned based on the actions or
explicit feedback of the user.

As seen from these examples, individual preferences generally capture very nar-
row portions of a user’s overall requirements. The true power of the preference

model comes not from the use of individual preferences, but from the aggregation of
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when
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when
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rate

when

rate

when

rate

Synchronous M ode(channel)\
—CanU seChannel(callee, channel)

b

Synchronous M ode(channel) A Occupied(callee) A
—Urgent(priority) A ~SupervisorCall(caller, callee)

b

Urgent(priority) A SynchronousM ode(channel)
1

Urgent(priority) A ~SynchronousMode(channel)
0.5

ColleagueCall(caller, callee) N =W orkingHours()A\
=Urgent(priority) A =SynchronousMode(channel)
1

ColleagueCall(caller, callee) N =W orkingH ours()A\
=Urgent(priority) A SynchronousM ode(channel)
0.2

PersonalCall(caller, callee) N =Urgent(priority) A\
SynchronousM ode(channel)

b
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Figure 5.5: Example preferences for the context-aware communication application.
These assign ratings to communication channels that are determined by the context,

the participants in the interaction (caller and callee) and the priority.
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preferences to form complex descriptions of user requirements, as well as the integra-
tion of preferences from a range of sources, including application default preferences,
user-specific preferences, and organisational preferences and policies (such as those
of the user’s employer). Two methods that can be used to combine preferences are

described in the following section.

5.4.3 Combining preferences

In pervasive computing environments, users can have many applications and very
large sets of preferences. Techniques are required to structure preferences according
to purpose and owner, as well as to support dynamic composition of preferences,
promoting reuse. This section introduces preference sets and composite preferences

in response to these requirements.

Preference sets serve as simple structuring mechanisms, allowing preferences to
be grouped according to purpose (for example, by type of choice, application and
user). When a preference belongs to only one group, its membership within this
group can be declared by defining the preference within the scope of this group,
as shown in Figure 5.6 (a). Alternatively, previously defined preferences can be
grouped into sets as shown in Figure 5.6 (b). Finally, sets can be combined using
set union (U), as shown in Figure 5.6 (c), as well as with set intersection (N) and
difference (\).

Choices in the SBB model generally need to account for many preferences, mak-
ing up one or more entire preference sets. As described in the previous section,
each preference generates a score independently of other preferences. Therefore,
when evaluated against multiple preferences, a choice may be assigned scores that
are widely varying, and possibly even conflicting. In order to reach a decision, the
scores produced by all of the relevant preferences must be combined to produce a

single result. This task is performed by composite preferences.

Composite preferences take the same form as the simple preferences that were
previously described, with the exception that their scoring expressions are generally
more complex, being required to capture the policies employed to combine the scores
of the component preferences. Arbitrary arithmetic expressions are permitted; how-
ever, for simplicity, a set of default policies (taking the form of built-in functions)

are supplied. These include the following:

e average(P). This function computes the score for a candidate as the average
of the numerical scores assigned by the preferences belonging to the set P =

{p1, -, pn}. That is, score(average(P),I;,v) (where v is a valuation covering
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()

SystemChannelPrefs = {

pl = when SynchronousM ode(channel)A
—CanU seChannel(callee, channel)
rate |

}

DefaultChannelPrefs = {

p2 = when SynchronousM ode(channel) A Occupied(callee)A
~Urgent(priority) A ~SupervisorCall(caller, callee)
rate |
p3 = when Urgent(priority) A SynchronousM ode(channel)
rate 1
pé = when Urgent(priority) A ~SynchronousM ode(channel)

rate 0.5
}

UserChannelPrefs = {

p5 = when ColleagueCall(caller,callee) A =W orkingHours()A
=Urgent(priority) A ~SynchronousMode(channel)
rate 1
p6 = when ColleagueCall(caller,callee) A =W orkingH ours()A
-Urgent(priority) A SynchronousM ode(channel)
rate 0.2

}

OrganisationalChannelPrefs = {

p7 = when PersonalCall(caller, callee) A =Urgent(priority) A
SynchronousM ode(channel)
rate |

}
(b)

SystemChannelPrefs = {p1}
DefaultChannelPrefs = {p2, p3, p4}
UserChannelPrefs = {p5, p6}
OrganisationalChannelPrefs = {p7}

(c)

ChannelPrefs = SystemChannelPrefs U DefaultChannelPrefs U
UserChannelPrefs U OrganisationalChannelPrefs

Figure 5.6: Preferences can be assigned to sets either by initially declaring them
within the scope of a set as in (a), or defining sets explicitly in terms of previously
defined preferences as in (b). Sets can be combined as in (c).
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all variables in each preference p; in P) is generally equivalent to

n
>~ nScore(pi, I,v)
i=1
n
> numerical(p;, I1,v)
i=1

where the functions numerical and nScore are defined as follows:

_ 1 if rate(p;, It,v) € [0,1]
numerical(p;, IT,v) =
0 otherwise

Tate(pialfav) if Tate(pi,_[[,’l}) € [05 1]
nScore(p;, I1,v) =
0 otherwise

Indifferent scores are effectively ignored by the calculation.
However, the presence of any score of veto () forces the combined score to be
veto likewise, and similarly for obligations (A). In the presence of both vetoes

and obligations, or an undefined score, the end result is undefined (7). Thus,

the semantics of the average function can be fully defined as follows:

score(average({p1,...,pn}, I1,v) =

(1L if rate(p;, Ir,v) = L for all ¢
n
>~ nScore(pi, I,v)
=l if rate(p;, I, v) ¢ {, A, ?} for all ¢
> numerical (p;, I1,v)
i=1
{ . . .
? if for some 14, rate(p;, Ir,v) = ?, or for some 1,
7, rate(p;, I1,v) = b and rate(p;, It,v) = A
f otherwise, and rate(p;, I1,v) = fj for some %
A otherwise

o wgtaverage(< p1,...,Pp >, < Wi,...,w, >). This is identical to the function
average, except that each preference, p;, is associated with a weight, w;, be-

tween zero and one (inclusive), representing its relative importance. Here, one
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denotes the highest importance and zero the lowest”. The semantics of this
function remain as before, except that, in the absence of the special scores b, A
and 7, and the presence of at least one numerical score, the score is computed

as follows:
score(wgtaverage(< piy ..., Pn >, < Wiy ..., Wy >), I1,0) =
n

> nScore(p;, I1,v) X w;
i=1

n
> numerical (p;, I1,v) X w;
=1

e override(pi,p2). This function, in general, produces scores aligned with the
preference p;. However, special scores produced by py are allowed to override

the scores of p; as follows:

score(override(p1,p2), I1,v) =

rate(py, Ir,v) if rate(pe, Ir,v) ¢ {8, A, 7}

rate(py, Ir,v) otherwise

e as(p). This simple function indicates that the score should be produced as

defined by the preference p. That is:

score(as(p), It,v) = rate(p, I1,v)

Further policies can be implemented as user-defined functions, as required.

It should be noted at this point that this preference model differs markedly from
that of Agrawal and Wimmers in its approach to combining preferences. Rather
than combining the scoring expressions themselves, it directly combines the scores
that are generated by the individual preferences. This approach is much better
suited to the SBB problem, given that preference sets can potentially be extremely
large (meaning that combined preferences would be often be extremely complex and
unwieldy), and, additionally, that the scoping of preferences greatly complicates the
task of combining scoring expressions. The direct combination of scores, in contrast,
usually represents a straightforward arithmetic computation.

The use of the four built-in functions to define composite preferences in terms
of the preference sets previously defined in Figure 5.6 is illustrated in Figure 5.7.
In (a), the individual preferences of each of the four sets, SystemChannelPrefs,
DefaultChannelPrefs, UserChannelPrefs and OrganisationalChannelPrefs, are

combined using the average function. This is not strictly necessary for the first and

"However, assigning a preference a weight of zero is semantically equivalent to the omission of
this preference altogether.
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last of these sets, as they each contain only one preference, but is desirable because
it allows for the addition of further preferences to the sets in the future. Next, in (b),
the results of combining the system, default and user preferences are themselves ag-
gregated, such that the combined default preference receives a slightly lower priority
(0.8) than the combined system and user preferences (both 1).

The combination of the result (p12) with the combined organisational prefer-
ence (p11) occurs in a context-dependent fashion, as shown in (c). During working
hours, the combined system, default and user preferences override the composite
organisational preference, except when the latter produces a veto, obligation or un-
defined score. Outside of working hours, the organisational preferences are entirely
disregarded.

Finally, (d) combines the two context-dependent functions defined in (c) to form
the single preference, p15. The scopes of the two component preferences, p13 and
pl4, are such that, for any given context and set of variable bindings, exactly one of
the corresponding scopes will be satisfied. By implication, at most one of the scores
produced by these preferences will be non-indifferent. This is the score adopted by
p158.

The relationship between the two approaches to combining preferences is illus-
trated in Figure 5.8. The preferences defined in Figures 5.5-5.7 can be seen to form a
tree structure, in which the leaf nodes correspond to the simple preferences, and the
composite preferences form the internal and root nodes. Thus, the use of composite
preferences supports the construction of arbitrarily deep preference hierarchies, in
which the nodes towards the top capture increasingly complex requirements. Note
that, although the hierarchy in this case takes the form of a tree, this need not be
the case. Similarly, a preference repository need not contain only one preference
hierarchy - many hierarchies may be present, supporting a variety of choice types,
users, applications, and so on.

Preference sets, shown in the figure as dashed rectangles, aim to make preference
repositories more manageable by allowing preferences to be logically grouped. This
grouping is generally based on factors such as choice type, user and application.
In the figure, the preference sets involve only the simple (leaf) preferences, but
this is not mandatory; sets consisting entirely of composite preferences are also
permitted, as are mixed sets. Likewise, preferences can belong to zero or more sets,

and preference sets can overlap arbitrarily.

5.4.4 Programming with preferences

Having characterised the preference model in the previous sections in some detail,

it now remains to clarify the role of preferences in relation to the SBB model. In

8Clearly, if both p13 and p14 yield indifferent scores, the result of p15 will likewise be indifferent.
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p8 = when
rate

PO = when
rate

pl0 = when
rate

pll = when
rate

(b)

pl2 = when
rate

(c)

pl3 = when
rate

pl4 = when
rate

(d)

pl5 = when
rate

true
average(SystemChannelPrefs)

true
average(DefaultChannelPrefs)

true
average(UserChannelPrefs)

true
average(OrganisationalChannelPrefs)

true
wgtaverage(< p8,p9,pl0 >,< 1,0.8,1 >)

WorkingH ours()
override(pl2,pl1)

-WorkingHours()
as(p12)

true
average({p13,p14})
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Figure 5.7: Combining the preference sets of Figure 5.6. In the composite prefer-
ences shown in (a), the scores produced by the system, default, user-defined and
organisational preference sets are combined using average. Next, in (b), the scores
of the combined system, default and user-defined preferences are aggregated us-
ing wgtaverage, such that the default preferences are given 80% of the weight of
both the system and user-defined preferences. In (c), the result is combined in a
context-dependent fashion with the combined organisational preferences. Finally,
(d) combines the two preferences defined in (c) to yield a single aggregated score for
any given context.
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Chanrfel Prefs UserChannel Prefs
SystemChannelPrefs  DefaultChannel Prefs  Organisational Channel Prefs

Figure 5.8: The hierarchy of preferences defined by Figures 5.5-5.7.

this section, the development of a set of programming tools that can be used to
realise the branching model is briefly discussed. A more detailed discussion of the
implementation of the SBB and preference models is, however, deferred until the
following chapter.

The task involved in SBB was characterised in Section 5.3.2 as a decision problem
in which a set of available choices is narrowed according to the context and the
preferences of the user, so that only the most appropriate choices are selected. In
some circumstances, the goal is to select exactly one choice (as, for example, in the
case of a communication agent that has the task of selecting the most appropriate
communication channel for an interaction on behalf of the user). In other situations,
the goal may be to select all highly rated choices, or a fixed number of the best-
rated choices (as in the case of a document retrieval application that returns the
best matches according to the context and requirements of the user).

The main methods of a Java programming toolkit that supports these and other
variants of the choice problem are illustrated in Figure 5.9. These are briefly char-
acterised in the remainder of this section.

The Java methods support many different variants of the branching problem. In
each case, the programmer specifies a set of candidate choices, the preference that
is used to generate scores for the candidates, and a valuation that specifies appro-

priate bindings for all of the variables that appear in the preference (including all
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Scores rate(Choice[] ¢, Preference p, Valuation v);
Scores rate(Choice[] c, Preference p, Valuation v, Context cx);

Choice selectBest(Choicel[] c, Preference p, Valuation v);
Choice selectBest(Choice[] c, Preference p, Valuation v,

Choicel[]

Choicel[]

Choicel[]

Choice[]

Choice[]
Choicel[]

Context cx);

selectBestN(int n, Choice[] c, Preference p,
Valuation v);

selectBestN(int n, Choice[] c, Preference p,
Valuation v, Context cx);

selectAbove (Score threshold, Choice[] c, Preference p,
Valuation v);

selectAbove (Score threshold, Choice[] c, Preference p,
Valuation v, Context cx);

selectMandatory(Choice[] c, Preference p, Valuation v);

selectMandatory(Choice[] c, Preference p, Valuation v,
Context cx);

void invokeBest(Choice[] ¢, Preference p, Valuation v,

Action default);

void invokeBest(Choice[] ¢, Preference p, Valuation v,

Action default, Context cx);

void invokeBestN(int n, Choice[] c, Preference p, Valuation v,

Action default);

void invokeBestN(int n, Choice[] c, Preference p, Valuation v,

Action default, Context cx);

void invokeAbove(Score threshold, Choice[] ¢, Preference p,

Valuation v, Action default);

void invokeAbove(Score threshold, Choice[] c, Preference p,

Valuation v, Action default, Context cx);

void invokeMandatory(Choicel[] c, Preference p, Valuation v,

Action default);

void invokeMandatory(Choice[] c, Preference p, Valuation v,

Action default, Context cx);
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Figure 5.9: Selected methods of a programming toolkit that implements the SBB

model.
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component preferences). The preference is almost always a complex composite pref-
erence which combines a large, dynamically defined set of preferences from multiple
sources (such as the composite preference p15 of Figure 5.7). When no context is
explicitly specified, the preference is evaluated against the current context stored
in a context repository. The specification of a different context allows hypothetical
contexts to be considered, including past and predicted contexts. The utility of such
“pretended contexts” is demonstrated by Brown [29]. He cites an example in which
a tourist wishing to retrieve information on an attraction not yet visited using a
context-aware tour guide is able to do so by pretending to be at the location of
interest by overriding the relevant context fields.

The onus lies on the programmer and the producer(s) of preference information
to ensure that the supplied valuation covers all of the variables that appear in
the preference and, similarly, to ensure that the preference itself is well-formed
with respect to the context instance (specifically, that the scopes of the top-level
preference and all of its component preferences conform properly to the extended
situation abstraction, and that scoring expressions are similarly well-formed). Run-
time exceptions result when these conditions are not met.

The toolkit offers three broad usage styles. In the first, scores are generated for
a set of choices, and it remains the task of the programmer to determine the actions
to be carried out in light of these. This style is supported by the two variants of the
rate method. The return value in each case is a Scores object which maps each
candidate choice to a score.

The second usage style is supported by the select* methods. These return one
or more choices that match specified requirements. selectBest returns the single
choice which is assigned the highest numerical score. If there are several such choices,
one of these is selected arbitrarily. Alternatively, if no choice is assigned a numerical
score, the return value is null. selectBestN works identically, except that it returns
the n best-ranked choices, where n is determined by the first parameter. When no
choices are assigned numerical scores, the result is null, as before; otherwise, the n
highest-rated choices are returned, provided that at least n choices receive numerical
scores. When fewer than n (and greater than zero) choices receive numerical scores,
the return value is made up of all of these choices. selectAbove returns all of
the choices that receive numerical scores at or above a specified threshold. Again,
if there are no such choices, a null value is returned. Finally, selectMandatory
returns all choices that receive obligation scores (A), or the value null if there are no
such choices.

The remaining invoke* methods are almost identical to the select* methods,
except that, instead of returning the selected choices, they automatically invoke the
actions associated with these. The action for each Choice object is embedded within

its invoke method. A default action is supplied to each of the toolkit’s invokex*
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methods, and this is executed in the case that there are no suitable choices for
invocation.

In Section 6.3.5, the implementation of the above methods as a complete pro-
grammer’s toolkit is briefly outlined, while Section 7.11 discusses the implementation

of a prototypical context-aware application using the toolkit.

5.4.5 Learning preferences

Owing to the potential scale and complexity of pervasive computing environments,
minimisation of the effort demanded of users to create and maintain preference in-
formation is an important consideration. It is imperative that application developers
supply default preference information that users can adopt without modification if
required; additionally, learning algorithms that derive preference information from
the behaviour and feedback of the user have been proposed by some researchers as
an important feature of context-aware software [118,119]. While a detailed investi-
gation of appropriate learning techniques is clearly outside the scope of this thesis,
this section demonstrates that such techniques are compatible with the preference
model that was outlined in Sections 5.4.1 - 5.4.3.

There are at least two different approaches that can be used to evolve preferences
in response to user feedback. The first involves the use of weighting to promote or
reduce the importance of individual preferences in a composite preference according
to user feedback. In its simplest form, this approach involves using negative user
feedback (provided after an inappropriate choice is made) to decrease the weighting
of preferences that assigned a high score to the choice, or to increase the weighting
of preferences that assigned a low score. This type of weighting scheme is trivially
supported by using the wgtaverage function introduced in Section 5.4.3 to construct
an appropriate composite preference.

In the second approach, entirely new preferences are generated in response to
feedback. For example, if the user rejects a choice, a new preference, having a scope
that describes the context of the choice and a low score (or a veto) is incorporated
into a relevant preference set. This approach is more flexible than the approach
based on weighting, as the latter is required to work entirely with the pre-specified
preferences, which may not cover all user requirements. However, this benefit is offset
by the fact that learning can be very slow. The preference change that results from
each instance of user feedback is generally only observable in the narrow context for
which the feedback is given, meaning that rules that are applicable in broad contexts
may require many rounds of feedback before they are derived in reasonably general
forms.

These learning approaches are not mutually exclusive, and can be employed

together in a scheme that combines the benefits of the two individual solutions.
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5.5 Summary of contributions

The literature survey of Chapter 3 demonstrated that the bulk of recent context-
awareness research has focused on the development of infrastructural support for
context gathering and, to a lesser degree, on the modelling and management of
context information. In contrast, the programming issues associated with context-
awareness have received little attention. The few exceptions have mainly been lim-
ited in scope to narrow application domains. The goal of this chapter has been to
begin to redress this problem. Progress towards this goal was made in three areas.

First, the situation abstraction was developed as a means to describe contexts in
general and high-level terms. As discussed in Section 5.2, this abstraction masks the
details of the context representation, allows contexts to be redefined as the under-
lying context model and user requirements change, and supports composition, such
that situation descriptions can be reused and recombined to describe increasingly
complex contexts in a straightforward fashion. Moreover, it was shown in Sections
5.2.5 and 5.2.6 to accommodate uncertain context information and to support effi-
cient evaluation.

Second, complementary programming models, founded on the situation abstrac-
tion, were developed. The first model (SBT) was demonstrated to support powerful
triggering expressions and to offer advanced support for uncertainty in comparison
to similar models employed in adaptive and context-aware systems. The second
model (SBB) was proposed as a novel replacement for the traditional if and case
statements used to embed context-dependent choices into application logic. SBB
relies on the use of preference information to reach a decision on the best choice(s)
for a given context. The advantages of this model were shown in Section 5.3.2 to
be threefold. First, SBB is extremely flexible, as the preference information used
to support choices can be modified on-the-fly and personalised to meet the require-
ments of individual users. In contrast, choice logic that is embedded in application
code is largely static. Second, SBB enables complete decoupling of context-aware
applications from their context models. Thus, it allows context models and context
gathering /management infrastructure to be modified independently of any applica-
tions that use them. This is important as the physical and computing environments
through which users and applications migrate may vary greatly in the level of in-
strumentation they provide for context sensing, and, by implication, in the set of
context information that is available. Third, the SBB model addresses the usability
challenges associated with the programming of autonomous, context-aware software,
as outlined in Section 5.1. Importantly, it affords users with a considerable degree
of control over the actions of their applications.

Finally, a preference model appropriate for use with SBB was developed in Sec-

tion 5.4. This model offers unique support for context-dependence (that is, variation
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of scores assigned by preferences according to the context) and uncertainty. More-
over, it addresses key usability challenges by (i) allowing preferences to be specified
in terms of simple, fine-grained expressions, which can be easily combined incre-
mentally to support increasingly complex user requirements, and (ii) allowing for
the use of automated preference elicitation techniques to reduce the burden on users
to maintain accurate preference information. Importantly, the model also supports
the concepts of obligation and prohibition, which allow users to formulate policies
that expressly force or forbid choices in certain contexts.

The application-neutrality of all of the abstractions presented in this chapter,
and consequent potential for sharing of situation predicates, triggers and prefer-
ences amongst applications, can also support a very desirable degree of consistency
and unison between the actions of diverse applications belonging to a single user.
This feature can be used to achieve the type of coordinated behaviour (prevent-
ing unstable or cascading adaptations) that Efstratiou et al. [75] argue is crucial in
context-aware systems.

The practical utility of the situation abstraction and the branching and prefer-
ence models is demonstrated in the following two chapters®. Chapter 6 develops the
programming and modelling techniques into a software architecture and developer’s
toolkit for context-aware systems. Chapter 7 illustrates the utility of the theoretical
models developed in this and the previous chapter, together with the software infras-
tructure presented in Chapter 6, in the development of a prototypical context-aware

communication application.

5.6 Discussion and future work

Although the programming abstractions and models presented in this chapter were
developed with the challenges of Section 2.2 in mind (heterogeneity, uncertainty,
temporal issues, and dependencies), there is scope for improved support for the tem-
poral and quality aspects of context information. In its current form, the situation
abstraction offers a limited degree of support for temporal constraints. Simple con-
straints can be captured using basic techniques such as comparison of timestamps
(see, for example, the Occupied predicate defined in Figure 5.2). Advanced con-
straints can also be represented using appropriate user-defined functions. However,
an interesting avenue for future research would be the extension of the situation
abstraction to include built-in support for temporal logic expressions such as Qx
(eventually z is true), Oz (always z is true) and = ~» y (whenever z is true, y will

eventually become true) [191], where x and y are atoms over temporal fact types.

“Note that the triggering model is considered only minimally in the remainder of this thesis as
its utility to context-aware and adaptive applications has been widely demonstrated in the past
(see, for example, [23,28-35]).
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Additionally, the current semantics of the situation abstraction (as set out in
Appendix A) mirror the interpretation of the fact-based model outlined in Section
4.6.9. As discussed in Sections 4.6.9 and 5.2.5, this interpretation leads to sometimes
unexpected and imprecise results (possibly true values when more definite true or
false results are possible) in some cases involving alternative fact types or unknowns.
The investigation of alternative interpretations remains a challenging topic for fu-
ture work. It is likely that the solutions to the aforementioned problems will incur
significant penalties in terms of complexity.

Finally, the preference model set out in Section 5.4 allows arbitrary user prefer-
ences to be captured, but further research is required to determine how user goals and
desires can be effectively mapped to this model. The role of HCI methodologies, such
as cooperative and consultative design processes and observational techniques [192]
in identifying, evaluating and fine-tuning preferences remains an important topic for
future investigation, as accurate and complete preference information is imperative
to the utility of context-aware applications. Similarly, the use of learning techniques
for automated preference elicitation and evolution (e.g., [132,193,194]) in connection
with the preference model falls outside the scope of this thesis, but represents an

interesting research topic.



Chapter 6

An architecture for

context-aware pervasive systems

Chapters 4 and 5 presented theoretical foundations for the construction of context-
aware systems, including a fact-based context modelling approach, and situation
and preference abstractions that support programming models based on triggering
and branching. In this chapter, the development of a software architecture built
upon these foundations is considered. The design of this architecture is inspired by
the need to overcome inherent challenges in pervasive computing systems related
to autonomy, resource limitations, scalability and the dynamic nature of computing
environments and user requirements, as outlined in Section 1.1.

The structure of this chapter is as follows. Section 6.1 introduces the design of a
layered architecture for context-aware pervasive systems. Section 6.2 demonstrates
the design features of this architecture that enable it to address the challenges intro-
duced in Chapter 1. Section 6.3 briefly presents the design of a lightweight software
infrastructure that implements this architecture. As the implementation focuses on
the higher layers of the architecture (and most particularly, on the realisation of
the programming models in the form of a programming toolkit), and has not been
optimised for scalability, Section 6.4 outlines a variety of avenues for future work to

address the current simplifications.

6.1 An architecture for context-aware systems

The architecture, illustrated in Figure 6.1, follows a layered approach to achieve a
loose coupling of components and clean separation of concerns. The lowest layers
assume responsibility for context gathering, reception and management. Next, the
query layer offers an interface that allows the context to be queried in terms of the
fact and situation abstractions characterised in the previous two chapters. The adap-

tation layer is responsible for managing a common pool of situation, preference and
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trigger definitions, and evaluating these dynamically to support application adap-
tation. Finally, the application layer encompasses a set of programming tools that
developers of context-aware applications can use to program software that exploits
the services of the lower layers.

The following sections describe the functions and interactions of the layers in
more detail, together with a variety of open research challenges that are important
in a full implementation of the architecture, but beyond the scope of this thesis. A
discussion of the extent to which the layers have been implemented is deferred until
Section 6.3.

6.1.1 Context gathering layer

The context gathering layer is responsible for the acquisition of sensed context infor-
mation from physical sensors (such as positioning devices) and logical sensors (such
as software on a user’s workstation that monitors activity taking place on the key-
board). This layer takes the form of a distributed network of sensors and processing
components, structured in a hierarchical organisation resembling that of the Context
Toolkit [95] or Solar context gathering infrastructure [22,100]. As the data derived
from the sensors is generally far removed from the level of abstraction employed
by the context management layer (atomic facts about entities), processing occurs
within a variety of distributed software components to raise the level of abstraction
and perform fusion of data from multiple sensors. In the terminology of the Context
Toolkit, these components are interpreters and aggregators. Sensor data may pass
through a chain of processing components before arriving at the context reception
layer, where it is integrated into the context repository.

The interaction between the context gathering and reception layers is bidirec-
tional. In the most common case, updates are delivered asynchronously to the
reception layer by the context gathering layer. However, the reception layer will at
times also actively interrogate the context gathering infrastructure in order to satisfy
queries from the higher layers. Whether the active or passive approach should be
favoured for a given type of context information is dependent on its characteristics
(for example, how frequently the information changes), the expense associated with
invoking the corresponding sensors and the ratio of updates to queries.

Two key concerns of the context gathering layer are scalability and routing of
context information, due to the potentially large numbers of sensors involved in
complex pervasive systems, and the often high frequency of sensor output. The
placement of appropriate processing components is crucial. These should be em-
ployed to perform data reduction techniques, in order to distill streams of sensor
output into discrete and relevant events. Likewise, the transport mechanism used

for communication between sensing and processing components, and between these
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and the context reception layer, must be scalable. In order to address this concern,
use of the Elvin event notification service [195] is proposed. Elvin implements a
content-based routing scheme whereby notifications are routed to consumers on the
basis of the content of the notification message, rather than any form of explicit
addressing. The benefits of this approach are twofold. First, a very loose coupling
between components is possible, as it is not necessary for the context management
system (or interpreters and aggregators) to explicitly discover the appropriate sen-
sors for gathering the required context information (which would inevitably change
over time as a result of mobility and evolution of the sensor network). This loose cou-
pling leads to greater tolerance of failures, including disconnections and component
failures. Second, content-based routing is a highly scalable solution for distributed
sensor networks, as events are forwarded only to relevant processing and context
management components (and, indeed, need not be forwarded at all when there are

no listeners).

6.1.2 Context reception layer

The context reception layer forms the interface between the context gathering and
management layers. Its main role is to perform a translation between the heteroge-
neous information produced by the sensing and processing components of the lower
layer, and the fact abstraction of the management layer. Each fact type is repre-
sented in the reception layer by a component that creates the appropriate event
subscriptions, and, optionally, formulates queries when the active update model is
used!.

As reception components will often need to integrate context information from
a variety of sources, conflict resolution may be required. This is illustrated using
the example of location information. User locations can be tracked using special
positioning devices, wireless networking information and swipe card logs. However,
as individual readings are often imperfect or incorrect (for instance, when the user
is not carrying his/her positioning device), a history of readings must be examined
and reconciled in order to obtain an accurate location estimate.

As described in Chapter 4, there are two distinct approaches to dealing with
conflicts. When inserting data into ordinary fact types, conflicts must be completely
resolved at the reception layer. In contrast, the alternative fact types introduced in
Section 4.4.4 permit conflicts to remain in the context repository. However, some
conflict resolution at the reception layer may be desirable even in the latter case to
remove improbable or impossible readings.

In addition, some of the processing needed to raise the level of abstraction of

1ike the asynchronous notifications used in the passive model, these are routed by the Elvin
event notification service
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context information to match that of the fact-based context model may be deferred
to the reception layer; however, as the reception layer will generally be located with
the context management infrastructure, rather than with the sensors, data reduction

should always be performed earlier in order to minimise bandwidth requirements.

6.1.3 Context management layer

The context management layer acts as a repository of context information that
serves many context-aware applications. Its representation of context is based on
the fact-based modelling approach introduced in Chapter 4 (or, more precisely, the
relational mapping described in Section 4.6).

As each application may have its own model of context (that is, its own set
of fact types and corresponding constraints), the management system is required to
maintain many different models and potentially large quantities of information. The
management system stores a common pool of context information, as well as a set of
metadata corresponding to each distinct context model. The metadata characterises
the set of fact types (relations) and constraints for each model, as outlined in Section
4.6.8, and additionally provides a mapping of context information from the common
pool to a view that conforms to the model.

The scalability challenges faced by the context management layer are significant,
owing not only to the volume of information to be managed, but also to the highly
dynamic nature of many types of context information and the need for rapid query
responses in order to support timely adaptation to context changes by applications.
The use of a common pool of context information, rather than a separate repository
for each context model, is important as it removes the need to duplicate shared
context information, thereby reducing storage requirements and the overhead asso-
ciated with maintaining consistency among the separate repositories. The scalability
challenges are further addressed by appropriately distributing the context manage-
ment system to allow context information to be located near the application(s) that
require it, employing active rather than passive update techniques for some types
of rapidly changing data (particularly when updates are much more frequent than
queries), and adopting solutions of active and real-time database systems, such as
scheduling strategies that ensure queries and updates are timely and temporally
consistent [140]. Distribution introduces further challenges, as queries must be per-
formed on distributed data, which may be incomplete in the face of disconnections
and failures.

In addition to maintaining context information and responding to queries, the
context management layer is responsible for enforcing the variety of constraints
described in Chapter 4 and supporting the special fact types. For example, it is

required to enforce the various types of uniqueness constraint, compute derived fact
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types, maintain the histories of context information represented by temporal fact
types (and enforce their corresponding temporal constraints) and manage depen-
dencies?. The context management layer must also allow users and applications to
easily insert into, update and browse profiled fact types.

As discussed in Section 4.7, the gathering and storage of context information in-
troduces a variety of privacy issues. The context management layer assumes the pri-
mary responsibility for managing and enforcing the privacy policies that are needed
to govern the gathering, storage and querying of context information. However,
in order to be effective, the policies must also be implemented within the context

gathering, context reception and query layers.

6.1.4 Query layer

The query layer provides an interface that allows applications (as well as the adap-
tation layer) to easily formulate queries on a context model using the fact and
situation abstractions. The query interface is a component that is generally local
to the machine on which the client executes, and functions analogously to a stub
in distributed architectures such as CORBA [196]. That is, it accepts queries from
applications or the adaptation layer, translates these into the native query language
of the context management system, and dispatches them (generally via a remote
invocation) to the appropriate interface of the context management system. In the
latter task, the query interface must handle issues of distribution, including discon-
nections and component failures, using strategies such as caching of query results
and hoarding of frequently required context information, together with appropriate
exception handling and reporting.

Three classes of query are supported by the query interface, as illustrated in
Figure 6.2.

Fact queries are simple, atomic queries applied to a single fact type. These are

either:

e logical queries, as in the first example in Figure 6.2 (a), which return one of the
values true, false or possibly true according to the interpretation introduced

in Section 4.6.9; or

e binding queries, as in the second example in Figure 6.2 (a), which contain free

variables that become bound as a result of the query?>.

*For example, by actively triggering updates of the dependent facts in response to changes in
the facts they depend upon.

3This binding is somewhat complicated by the uncertainty associated with nulls and the alter-
native fact type. A binding of variables to values is made for each tuple in the relevant fact type for
which none of the tuple’s values for the variable attributes are null, and, for each of the remaining
attributes, (i) the tuple’s value is identical to specified value; or (ii) the tuple’s value is null; or (iii)
the anonymous variable is specified.
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Both types of fact query can contain the anonymous (don’t care) variable, which is
represented by the underscore character as shown in the final example of Figure 6.2
(a).

Situation queries are expressed in terms of the extended predicate formulas in-
troduced in the previous chapter. Some examples are illustrated in Figure 6.2 (b).
These examples rely on situation predicates (SynchronousMode, CanUseChannel,
ColleagueCall, WorkingHours and Urgent) defined in Figure 5.2. In order to eval-
uate the formulas, the query interface retrieves the required predicates from the
situation repository maintained by the adaptation layer (and then caches these for
use in subsequent queries). Situation queries may contain variables, as in the second
example of Figure 6.2 (b); however, a binding of these variables must be supplied in
order to perform the evaluation. Like logical fact queries, situation queries always
yield one of the values true, false or possibly true.

Event queries are asynchronous queries, taking the form of a trigger event (as
described in Section 5.3.1), which characterises a specific context change. Two ex-
amples are shown in Figure 6.2 (c). Instead of receiving an immediate response,
as in the case of fact and situation queries, these result in the generation of asyn-
chronous notifications when the corresponding events occur. When using this type
of query, a mode and listener must be specified. The mode describes the persistence
of the query (e.g., until the event has occurred once or n times, or until the query is
explicitly revoked). The listener is the object to which notifications are delivered.

In general, direct fact queries by applications to the query layer should be min-
imised, with context-aware behaviour instead being incorporated using the triggering
and branching models, or using situation and event queries sparingly when neces-
sary. This approach minimises the level of coupling present between the application
and its context model, and ensures that the latter can be modified without a corre-
sponding modification of the application’s source code (instead, only the definitions

of affected situation predicates need to be changed, and this task is relatively trivial).

6.1.5 Adaptation layer

The adaptation layer provides support for the two programming models outlined
in Chapter 5. Its principal responsibilities are twofold. First, it maintains common
repositories of situation, preference and trigger definitions, which are shared by mul-
tiple applications. This requires the provision of facilities not only for applications
to generate and retrieve these definitions, but also for users to browse and formulate
their own preferences and triggers via user-friendly interfaces. The second responsi-
bility of the adaptation layer is the evaluation of preferences and triggers on behalf
of the application layer. A parser is invoked to translate the original textual forms

into more flexible representations that support timely evaluation. For efficiency, the
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(a)
HasChannel[“Emma May”, “emma@email.org”]

HasChannel “Emma May”, channel]

PersonLocated At|“Emma May”, “98-122”, ]

(b)

SynchronousM ode(“emma@Qemail.org” ) A
CanU seChannel(“Emma May”, “emma@email.org”)

possibly(ColleagueCall(caller, callee)) N =W orking Hours()
A-Urgent(priority)

(c)

EnterFalse(Occupied(“Emma May”))

TrueToFalse(Located At(“Emma May”, “45-234”) |
(TrueToPossibly(Located At(“Emma May”, “45-234")) —
PossiblyToF alse(Located At(“Emma May”, “45-234")))

Figure 6.2: Example queries. (a) Fact queries. (b) Situation queries. (c) Event
queries.
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parsing step is performed only once, upon the addition of a new definition, and the
resulting representation is stored in preference to the textual form.

In order to evaluate a trigger or preference, the adaptation layer generates appro-
priate queries to the context repository using the query layer. As there is frequently
an overlap between definitions (e.g., a single situation predicate recurs many times,
as in the example preferences of Figure 5.5), and sets of similar evaluations often
take place concurrently (e.g., when a preference is evaluated with respect to sev-
eral candidate choices in order to generate a ranking of these), there is considerable
scope and necessity for optimisation. The possibly large numbers of preferences
and triggers that may be present in complex systems places further importance on
efficient evaluation. A range of solutions can be employed, such as eager partial
evaluation (involving the evaluation ahead-of-time of those components of situation
predicates that are not context-dependent) and caching of full or partial results in
order to eliminate redundant computations (and especially redundant invocations
of the query interface).

Although logically a single component that maintains shared common reposi-
tories, the adaptation layer is in reality distributed to support efficient evaluation
of preferences and triggers, as well as high availability, even in the face of discon-
nections. The distribution of the preference, trigger and situation information is
managed such that information is situated with the applications that require it. As
updates are relatively infrequent, and perfect consistency is not crucial, the repli-
cation of this information across the multiple locations at which it is required is
desirable and not problematic.

As described previously in Section 5.5, the sharing, reuse and composition of
situation and preference definitions is crucial in terms of usability and scalability;
however, unlimited sharing is not always appropriate. Privacy concerns arise with
the sharing of information (particularly preferences) in pervasive systems. This
introduces an additional responsibility for the adaptation layer related to the main-
tenance and enforcement of access control policies. Various different policy types
are required: for example, default preferences created by application developers can
be granted unlimited visibility, organisational preferences should typically be visible
to all of the members of the organisation, while preferences of individual users may

be made available only to their owners or to trusted groups.

6.1.6 Application layer

The application layer provides further support for the branching and triggering
programming models, and for formulating queries to the query layer. Broadly, it
offers a programming toolkit that application developers can use to exploit the

functions of the architecture within their programs. The toolkit provides (i) wrapper
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classes that encapsulate functions of lower layers (such as Context and Preferences
classes), (ii) special Branching and Triggering classes that implement the two
programming models, and (iii) a variety of support classes such as Valuation and
Choice. These are summarised in Table 6.1.

The core functionality of the toolkit is partitioned between the Context, Branch-
ing and Triggering classes. The first provides a wrapper for an instance of a con-
text model maintained by the context management layer, and provides applications
with access to the functions of the query layer. Instances of this class are also sup-
plied as parameters to the methods of the branching and triggering toolkits, where
they are used in the evaluation of preferences and triggers. The remaining two
classes implement the programming models. The interface of the Branching class
was introduced previously in Figure 5.9. The methods provided by this class are
concerned with the scoring and ranking of choices against a specified context and
preference, and selection and invocation of choices for which the scores meet certain
criteria (such as exceeding a specified threshold). The Triggering class provides
an implementation of the triggering model. Specifically, it offers the necessary tools
for dynamically adding new triggers to the repository maintained by the adaptation

layer, and for activating and deactivating existing triggers.

6.1.7 Summary

The roles of each of the six layers of the architecture are summarised in Table 6.2.
The following section presents an analysis of the architecture and its underlying

conceptual foundations with respect to the key requirements of pervasive systems.

6.2 Discussion

As motivated in Section 1.1, software for pervasive systems must satisfy the following

requirements:

e support for autonomy, such that reliance on user input is minimised without

materially diminishing user control;

e support for dynamic computing environments, such that software opportunis-

tically exploits changing sets of computing resources;

e support for dynamic user requirements, such that applications are responsive

to evolving goals and preferences;

e support for scalability, such that large volumes of information (including con-
text, preferences and triggers) and large numbers of applications and devices

(including sensors) can be accommodated; and
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Table 6.1: Components of the programming toolkit.

‘ Class ‘ Function
Context A wrapper for a context model maintained by the context manage-
ment system. Represents a context against which preferences and
triggers can be evaluated, and which can be queried using the situa-
tion, fact and trigger event abstractions.
Trigger Represents a trigger managed by the adaptation layer. Triggers are

managed using the Triggering toolkit (see below).

Preference,
PreferenceSet

Represent a preference and preference set, respectively (as defined in
Chapter 5). Preferences are supplied to the Branching toolkit (see
below) to support rating, selection and invocation of choices.

Preferences

A wrapper for a repository of preferences maintained by the adap-
tation layer. Supports lookup of preferences and preference sets by
name.

Situations

A wrapper for a repository of situation predicates maintained by the
adaptation layer. Supports lookup by name. Situations can be refer-
enced by queries on Context objects, and by preference and trigger
definitions.

Branching

Provides a variety of methods that implement the branching model.
These are listed in Figure 5.9.

Triggering

Provides methods that support the triggering programming model,
allowing triggers to be created, activated and deactivated dynami-
cally.

Valuation

Support class, used in the evaluation of preferences by the Branching
toolkit, which implements a binding of variables to values.

Choice

Represents a candidate choice to be rated by the Branching toolkit.
Each choice has its own Valuation and Action.

Action

Encapsulates the code to be invoked upon selection of the correspond-
ing choice by the Branching toolkit.

Score

Represents a score assigned to a Choice by the Branching toolkit.
This is either a numerical score in the range [0,1] or one the special
scores.

Scores

A mapping from Choice instances to Score instances.
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Table 6.2: A summary of the functions of the six layers of the architecture for

context-aware systems.

‘ Layer

‘ Function

Context gathering layer

Responsible for acquisition of context information
from sensors and processing, including data fusion and
interpretation.

Context reception layer

Provides a bidirectional mapping between the context
gathering and management layers. Input from the for-
mer is translated into the fact-based representation of
the latter, and queries from the latter are routed to
the appropriate components of the former. Also re-
sponsible for conflict resolution.

Context management layer

Manages a common repository of context information,
and mappings and metadata for multiple context mod-
els. Enforces the constraints of these models, manages
the special fact types, and implements relevant privacy
policies.

Query layer

Provides applications and the adaptation layer with
a convenient interface with which to query the con-
text management system using the fact and situation
abstractions.

Adaptation layer

Manages common repositories of situation, preference
and trigger definitions, and evaluates these using the
services of the query layer. Supports user-friendly
browsing and editing of repositories and access con-
trol mechanisms.

Application layer

Provides a programming toolkit that affords applica-
tions with access to the query layer and offers support
for the branching and triggering programming models.
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e support for resource limitations, particularly in terms of battery power and
network bandwidth in the case of sensing devices, and in terms of I/O capa-

bilities in the case of user devices.

The following sections characterise the design features of the architecture that ad-

dress each of these requirements.

6.2.1 Autonomy

As described in previous chapters (see, for example, Sections 1.1 and 5.1), the pro-
vision of an appropriate balance of software autonomy to user control is one of the
key design challenges in pervasive systems. Context-awareness is seen as a solu-
tion to this challenge; however, the current generation of context-aware applications
falls short of user expectations [44,115,116]. This is largely due to the fact that

context-dependent behaviours are often:
e designed by application developers with little or no user consultation;

e static in nature, and incorporated directly into the application source code;

and

e hidden from users, and difficult or impossible for users to override when the

behaviours are inappropriate.

The solution offered by the architecture and programming models is to decouple
context-aware functionality from the remainder of the application logic (in the form
of triggers and preferences), such that this functionality is completely transparent
and easily modified, even by unsophisticated users. Users can either specify pref-
erences and triggers explicitly, or have these tailored to their requirements using
automated elicitation techniques such as those described in Section 5.4.5. This al-
lows applications to carry out actions on behalf of users in a highly autonomous
fashion, with control ultimately lying with the user.

By itself, however, this solution may not be completely adequate, and the de-
sign of individual applications should exploit further opportunities for providing
transparency and enabling users to control or override decisions when desired. A
discussion of how this can be achieved in relation to an example application appears

in the following chapter, in Section 7.4.1.

6.2.2 Dynamic computing environments

The support of the architecture for dynamic computing environments is twofold.
First, adaptation of applications to changing environments is supported by treating

resource characteristics as a type of context information. Second, the architecture
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itself supports evolution (particularly of resources within the context gathering in-
frastructure) through the use of loose coupling between the architectural layers. The
remainder of this section describes these two solutions in more detail.

Context-awareness has been widely exploited to allow applications to make op-
portunistic use of changing sets of computing resources. Scenarios that have been
considered in this area include the use of context information to identify suitable
printing services [33], and to adapt applications’ communication patterns according
to the available bandwidth and battery power [75]. These types of behaviour are
easily supported within the framework of the proposed architecture, and the case
study presented in the following chapter demonstrates concretely how the architec-
ture and underlying models can be used to enable a communication application to
adapt its choice of communication channel according to the devices available to users,
by incorporating device information into the context model. This approach can be
extended to accommodate other types of resource, such as input and output devices
(allowing user interface adaptation) and network resources (allowing adaptation to
network quality of service changes).

Within the architecture itself, dynamic changes in the resources of the context
gathering layer (caused, for example, by the addition or removal of sensors, or migra-
tion between environments that are instrumented to differing degrees) are supported
in two separate but complementary ways. First, the loose coupling in the lower lay-
ers, accomplished largely through the use of content-based routing to avoid explicit
connections between components, allows context sensing and processing components
to be added, removed and modified on-the-fly. Second, the separation of applica-
tions from their respective context models allows the latter to be evolved in response
to changes in the context gathering infrastructure with minimal impact. This can
typically be achieved with only corresponding changes to the affected situation def-
initions, and possibly also to some of the user preferences that are dependent on

these. These are both minor tasks in comparison to modifying source code.

6.2.3 Dynamic user requirements

The architecture provides an unprecedented degree of support for customisation,
as well as for user preferences that change over time, when compared to other ar-
chitectures and frameworks for context-aware systems. In other solutions, dynamic
application behaviour is achieved through adaptation to changes in context. In con-
trast, the architecture described here supports change along two dimensions: con-
text, and user requirements with respect to context. This greater degree of flexibility
is achieved by capturing user requirements explicitly in the form of preferences and
triggers, which are divorced from the implementation and easily modified on-the-fly.

When applications take advantage of the branching and triggering models, a
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wide range of behaviours can be achieved simply by editing the set of user pref-
erences and triggers. This is demonstrated concretely in the following chapter, in
which the influence of user preferences on the selection of communication channels
for interactions between users is explored. Radical behaviour changes that require
modification of the underlying context model are also possible, often without any

modification of source code.

Further potential for highly adaptive behaviour is afforded by the ability to use
learning techniques in order to elicit and evolve user preferences, as discussed in
Section 5.4.5.

6.2.4 Scalability

Although not one of the central concerns of this thesis, the requirement for scalability
is inherent in pervasive systems. Consequently, scalability was factored into the de-
sign of the architecture in several ways. These were already discussed intermittently

throughout Sections 6.1.1 to 6.1.6, but are also briefly summarised here.

At the context gathering layer, the consequences of large numbers of compo-
nents and frequent (and often continuous) sensor output are addressed through the
use of selective forwarding of events using a content-based routing scheme, careful
placement of processing components to enable data fusion and reduction at an early
stage, and the use of the active update model for types of context for which the

frequency of updates far outweighs the frequency of queries.

Within the context management layer, the storage and processing overheads as-
sociated with managing a separate repository of context information for each distinct
context model are avoided by opting instead for a shared pool of data and a set of
mappings from this pool to each of the models. This approach is combined with
the use of selective distribution and replication in order to prevent bottlenecks and
promote failure-tolerance, as well as strategies of active and real-time databases in

relation to frequently changing data.

Within the query and adaptation layers, scalability is dependent on the ability
to efficiently evaluate situation expressions, preferences and triggers. As described
in Section 5.2.6, the situation abstraction was designed explicitly with efficient eval-
uation in mind. A variety of strategies, such as caching of results and eager partial
evaluation, are also employed by the query and adaptation layers in order to reduce
the evaluation time. Finally, the appropriate distribution of the adaptation layer
enables situation, preference and trigger information to be situated with the specific

applications that require it.
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6.2.5 Resource limitations

Pervasive computing environments are characterised by extreme heterogeneity of
computing devices and networking infrastructure. This implies that resource lim-
itations must be tolerated and overcome in some areas of the architecture. This
is particularly true at the two extremities (i.e., within the context gathering and
application layers). In this section, a justification of the architecture’s ability to
accommodate various types of resource-poorness within these layers is given.

In general, the severest resource limitations are present within the sensing infras-
tructure. For most sensors, and particularly those that are mobile, the key factors
are battery power and power-hungry resources, including network bandwidth and
CPU speed/cycles. Correspondingly, the architecture places minimal requirements
on these resources. A lightweight event-based communication model is used to trans-
mit sensor data; however, in the case that the event generation software cannot be
accommodated on the sensing device, the sensor data can be transmitted using an
arbitrary form of communication to a proxy that produces the events on the sensor’s
behalf. Similarly, processing of the sensor data may or may not be carried out on-
board the sensor, depending on the available resources. A trade-off between CPU
and bandwidth requirements is often necessary (i.e., increased processing onboard
the sensor can reduce bandwidth consumption, and vice versa).

Resource constraints with respect to the client devices on which user applica-
tions execute are generally less severe and of a different nature. Here, heterogeneity
is often most noticeable with respect to input and output devices, owing to diverse
contexts of use. For example, in-vehicle devices may rely mainly on speech-based
input and output, while PDAs provide screen- and pen-based interaction. As dis-
cussed in Section 6.2.2, context-awareness offers a natural way to overcome these
resource variations.

Bandwidth limitations and disconnections, as well as constraints on primary
and secondary memory capacity, may also be problematic for some client devices.
When this is the case, the distribution of functionality between the client device and
other non-resource-constrained devices can be examined. Memory requirements can
be minimised by offloading all of the functionality of the query and adaptation
layers from the client device; the cost, however, is a diminished ability to handle
disconnection. Bandwidth requirements can also be reduced by this solution, as
communication between the application layer and the query and adaptation layers
is typically less frequent than that between the latter layers and the context man-
agement layer; this is because each invocation of the query and adaptation layers
can trigger multiple queries on the context repository.

The programming toolkit itself is lightweight, and places minimal requirements

on the client device. However, when resource restrictions are severe, reduced-
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functionality variants of the toolkit (for example, implementing the branching pro-

gramming model without the triggering model) can be deployed.

6.3 An implementation of the architecture

A lightweight implementation of the architecture was produced, both as a form of
validation for the design, and as a basis for practical experimentation with the novel
context modelling approaches, preference model, and branching model developed
in this thesis. With the latter goal in mind, the primary focus of the implemen-
tation was placed on the branching and query functionality of the application and
query layers, the situation and preference management functionality of the adapta-
tion layer, and the core management tasks of the context management layer. The
functionalities of the query and adaptation layers were merged into the application
layer toolkit for the purposes of the prototype, while those of the context gathering
and reception layers were not implemented at all, as the development of sensing in-
frastructure falls outside the scope of this thesis and has been addressed extensively
by previous research (see Section 3.1).

The prototype leverages commonly available tools, including a relational database
management system (DBMS) and parser generator, and places an emphasis on sim-
plicity over efficiency. Issues such as the distribution of the context and preference
management infrastructures are not considered, as these have no bearing on the
success of the primary goal of experimenting with, and thereby evaluating, the pro-
gramming model and toolkit, and the underlying context and preference modelling

techniques.

6.3.1 Organisation

The organisation of the prototype is depicted in Figure 6.3. There are two principal

components:

e 3 programming toolkit, implemented in Java, which provides the combined

functionality of the application, adaptation and query layers; and

e a context database, which forms a lightweight implementation of the context

management layer.

The former is divided into query, branching and data components; these roughly
approximate the functionality of the query, application and adaptation layers, re-
spectively, and are further decomposed into varying numbers of classes. The latter
closely correspond to the programming toolkit classes that were described in Table
6.1, except that the classes concerned with the triggering model have been omit-

ted, and the Context, Preferences and Situations classes, instead of acting as
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Programming Toolkit
Query Branching Data
Context Branching Preferences
Valuation Preference
Choice PreferenceSet
Action Situations
Score Situation
Scores
Context Database

Figure 6.3: Organisation of the prototype.
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wrappers for functionality of the query and adaptation layers, implement this func-
tionality directly.
The following sections describe the implementation of each of the architectural

layers as components of the prototype in further detail.

6.3.2 Implementation of the context management layer

As the primary focus of the prototype is on the branching programming model and
supporting abstractions, and not on context management issues, only the core func-
tions of the context management layer are implemented. The prototype exploits the
relational mapping of the fact-based model, described in Section 4.6, by entrusting
these functions to a conventional relational DBMS.

For the purposes of the prototype, the PostgreSQL DBMS [197,198] is used, and

a variety of simplifying assumptions are made:

e the use of a common repository of data and separate mappings for each context
model, as described in Section 6.1.3, can be easily realised with PostgreSQL
using a single database with multiple corresponding views; however, as only a
single context model is required for the purposes of the evaluation (see Chapter

7), the model is instead represented by a simple database;

e the distribution of context information amongst separate repositories is not

considered;

e user-friendly interfaces that support manipulation of profiled fact types are not
implemented; instead, this task is currently performed using the SQL-based

client (psql) provided with PostgreSQL; and
e privacy is not supported in any form.

Moreover, the metadata and constraints associated with the context model are in-
completely implemented. The remainder of this section describes the mapping of
a selected subset of the metadata and constraints described in Section 4.6.8 to a
representation within the relational database.

The realisation of basic constraints (primary key, key and inclusion dependency)
are trivial in a database such as PostgreSQL. These are defined, using SQL com-
mands, at the same time as the corresponding relations.

The class function, which maps each of the base relations to one of the values in
the set {static, sensed, profiled} is mapped to the special relation Class(FactType,
Classification), in which the first attribute captures the name of a base relation
and the second its classification. Similarly, the altRole function is captured by
the relation AltRole(FactType, RoleName), where the two attributes represent the

names of a relation and attribute/column within this relation, respectively.
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The function def, which defines the derived relations in terms of base relations
(using SQL statements), is not represented explicitly in the database, but is used to
define an appropriate view for each derived relation.

Fact dependencies are not implemented, as these serve largely to support context

management tasks which are not relevant to the goals of the evaluation.

6.3.3 Implementation of the query layer

As discussed in Section 6.3.1, the functionality of the query layer is incorporated into
the Context class of the programming toolkit for the purposes of the prototype. This
class implements fact and situation queries, as defined in Section 6.1.4, but omits
event queries as these are principally used in relation to the triggering model, which
is currently not supported.

The Context class takes advantage of the standard Java Database Connectivity
(JDBC) API in order to perform queries on the relational database. This decouples
the class from most of the implementation quirks of PostgreSQL, and allows another
DBMS to be easily substituted in place of PostgreSQL if required. The JDBC API
supports querying based on SQL; thus, the role of the Context class consists largely
of translating queries into the appropriate SQL commands, dispatching these to the
database using JDBC, interpreting the results according to the semantics of the fact
and situation abstractions, and thereby deriving the result of the initial query.

The three types of supported query (logical fact, binding fact and situation) each
require slightly different treatment, and are implemented by three separate methods
of the Context class: query, bind and evaluate.

The query method is the simplest. This takes the name of a fact type and a list
(array) of attribute values, and queries the database to determine whether a match-
ing fact is present in the context repository. In accordance with the interpretation
described in Section 4.6.9, the method returns true if there is a matching fact that
has no alternatives, possibly true if there is at least one matching fact, and each fact
either has alternatives or perfectly matches the query only when one or more nulls
are replaced with arbitrary values, and false otherwise.

The bind method takes the name of a fact type and a mixed list of constant
values and variables, and performs a matching process much like that of the query
method. As a result of this process, a new binding of the variables to values is
created for each matching fact that (i) has attribute values identical to each of the
specified constant values (or else null values in place of these) and (ii) has no null
values for any of the variable attributes.

Finally, the evaluate method takes a Situation instance and a valuation, and
evaluates the former against the latter and the current context. The Situation

is an already parsed situation predicate that contains an abstract syntax tree pro-
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duced by the parsing process. (As the parsing of situations is the responsibility of
the adaptation layer, this step will be described further in the following section.)
The abstract syntax tree supports direct evaluation by invoking evaluate on its
root node; this often leads to further fact and situation queries, depending on the

definition of the situation.

6.3.4 Implementation of the adaptation layer

Within the prototype, the functionality of the adaptation layer is encapsulated in
five classes of the programming toolkit, as shown in Figure 6.3. These classes sup-
port the creation and management of repositories of preferences, preference sets
and situation predicates, and the dynamic evaluation of preferences and situations.
The functionality of the adaptation layer in relation to triggers, as described in
Section 6.1.5, is currently omitted from the prototype. Similarly, access control
mechanisms and optimisations of the evaluation procedures are not implemented,
and only primitive support for user editing of situation and preference information
is provided. These restrictions simplify the implementation without hindering the
goals of the evaluation.

The Preferences and Situations classes are responsible for managing reposito-
ries of preferences and preference sets, and situation predicates, respectively. These
support operations such as insertion, deletion, and name-based lookup. The current
method of initialising the repositories for a given application is straightforward, and
involves the use of configuration files that specify the preference and situation in-
formation in textual form. The contents of the files are interpreted using a parser,
specially constructed for the task using the JavaCC parser generator tool [199]. The
result of the parsing step is a compact abstract syntax tree (AST), which can be
evaluated by calling the evaluate method on the root node.

Instances of the Preference, Situation and PreferenceSet classes represent
named preferences, situation predicates and preference sets, respectively. The first
two classes act as wrappers for the ASTs that result from the parsing process, while
the latter maintains a list of Preference instances and supports operations such as

lookup, insertion, deletion and iteration over preferences.

6.3.5 Implementation of the application layer

The remainder of the prototype implements the branching functionality of the pro-
gramming toolkit, as it is described in Sections 5.4.4 and 6.1.6.

The Branching class forms the heart of this toolkit, and implements methods
that are concerned with the scoring, ranking, selection and invocation of a set of
choices with respect to a specified preference, context and valuation of variables.

These methods were detailed earlier in Section 5.4.4 and Figure 5.9. The remain-
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ing branching classes (shown in Figure 6.3) perform supporting roles as described

previously in Table 6.1.

6.4 Discussion and future work

This chapter served to integrate the theoretical results of Chapters 4 and 5 in
two ways. First, it combined the context modelling solutions, preference model
and programming techniques into a layered architecture for context aware systems.
This architecture offers a complete solution, from context acquisition through to
application-level support for the programming models, and, as shown in Section 6.2,
addresses the key requirements of pervasive systems. Second, as a form of proof-
of-concept, the chapter introduced a lightweight prototype of the architecture in
the form of a programming toolkit and supporting context database. By leveraging
commonly available tools where possible, the toolkit implements selected core as-
pects of the architecture in approximately 6,000 lines of Java code, including all of
the principal functions of the application, adaptation and query layers required by
the branching programming model. The prototype serves as an important testbed
for the key research contributions of this thesis, and forms the basis for the case
study that appears in the following chapter. This case study explores the use of the
toolkit (and its theoretical underpinnings) as a platform for the development of a
context-aware communication application, yielding a variety of practical results.

As the prototype represents an incomplete mapping of the architecture, there is
considerable scope for extension in the future. The main omission in terms of the ap-
plication, adaptation and query layers is support for the triggering model. However,
there is, additionally, considerable scope for optimisation within the implementa-
tions of the adaptation and query layers, particularly in terms of the evaluation of
preferences and situation predicates.

The context management layer has been realised in only a skeleton form, leaving
open many areas for future work. Amongst these are the special management tasks
associated with fact dependencies and temporal and sensed fact types (including
support for the active update model), as well as the distribution and replication of
context information.

The context gathering and reception layers are not yet present in the prototype
in any form. The context information used to populate sensed fact types is instead
produced by simulation. A variety of suitable solutions for the lower layer, described
in the survey of Section 3.1, have previously been implemented, and it would be
instructive to integrate one of these with the prototype in order allow the real-time
issues associated with live sensor data to be better evaluated.

Finally, the prototype does not address privacy at any of the levels. As complete

privacy solutions are not yet available for pervasive systems, this represents a crucial
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research problem as well as an implementation one.
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Chapter 7

Case study: Context-aware

communication

This chapter describes a case study involving the development of a prototypical
context-aware application using the novel context and preference modelling ap-
proaches, and associated software infrastructure, introduced in the preceding three
chapters. The case study revolves around the scenario concerned with context-aware
communication that has been used as a running example throughout this thesis. The
principal contributions of this chapter are twofold. First, the process and challenges
associated with the design and implementation of context-aware software are illus-
trated by example, and, second, the principal research contributions of this thesis
(i.e., the aforementioned modelling approaches and infrastructure) are evaluated and
validated.

The structure of the chapter is as follows. Section 7.1 introduces the problem
domain that is addressed by the communication application, and Section 7.2 outlines
the key design objectives, deriving inspiration from related research in context-aware
communication. Section 7.3 presents the results of an informal study that was per-
formed in order to discover the key user requirements in relation to the application,
and Section 7.4 addresses design challenges associated with autonomy and privacy.
Section 7.5 briefly outlines the process by which the design of the application was
developed, while Sections 7.6 to 7.10 present the results of the various design phases.
Specifically, Section 7.6 outlines the core functionalities of the application, and Sec-
tion 7.7 characterises the context-aware behaviour in more detail. Sections 7.8 and
7.9 explore the modelling of context and preferences in relation to the application.
Section 7.10 concludes the discussion of the application design by outlining the key
implementation components. Next, Section 7.11 describes the process and issues in-
volved in implementing the design, while Sections 7.12 and 7.13 conclude the chapter

with a discussion of the results of the case study and issues for future research.
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7.1 Introduction

As described in Chapter 1, context-aware communication has been explored in var-
ious forms in the past. Many of the applications that have been developed in this
domain address niche areas, such as telephony [7,23,42,43] or text-based messag-
ing [8-10,45,46]. The goal of the application explored here is broader. The appli-
cation takes the form of an integrated communication platform, in which the choice
of communication channels for interactions between users is mediated by context-
aware agents. This context-based choice problem forms an interesting testbed for
the novel branching model introduced in Chapter 5, particularly as there is consid-
erable scope for exploiting diverse sets of user preference information as a basis for
channel selection.

The application, named Mercury after the messenger in Roman mythology, op-
erates as follows. Each agent manages (and maintains a centralised record of) the
interactions of a given user over a variety of communication channels, including
telephone, email, text messaging and videoconferencing. Sequences of related inter-
actions are organised into threads, termed dialogues.

When a user requires an interaction with one or more other people, the commu-
nication agent is invoked. The agent, in cooperation with the agents of the other
participants, consults the contexts and preferences of each party in order to rec-
ommend an appropriate channel for the interaction. The usage scenario that was
presented first in Section 1.5 and again in 5.2.4 illustrates some of the factors that
are taken into consideration, amongst which are user activity, priority, relationships

between the participants and available communication devices.

7.2 Objectives

The design goals of the application can be characterised with respect to the five
objectives identified by Schilit et al. [44] for context-aware communication. These

are:
1. improving relevance of communications to context;
2. minimising disruption;

3. improving awareness by supplying users with information that will lead to

intelligent decisions;
4. reducing overload by filtering irrelevant communications; and

5. selecting channels appropriate to both the caller and the callee.
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Mercury addresses all of these objectives, with particular focus on the second and
last. Disruption is minimised not only by taking user activity into account, but
also by allowing users to specify explicitly (through their preferences) which forms
of interruption are acceptable under which circumstances. For instance, users can
choose to only admit high-priority telephone calls during meetings. This selective
form of screening is difficult (if not impossible) to accomplish using traditional forms
of communication.

The selection of communication channels also respects other classes of user prefer-
ence (such as the general preference of a user for email over telephone for non-urgent
interactions), and exploits context information to avoid inappropriate channels (such
as videoconferencing, when the required equipment is not available).

In order to minimise irrelevant communications in accordance with the first and
fourth objectives, Mercury applies an expiry scheme to automatically delete out-
dated interactions. Each interaction is tagged with an expiration date that desig-
nates its useful lifetime; this allows messages such as seminar announcements to be
removed once their usefulness has passed (in this case, this would probably occur at
the time of the seminar).

While Mercury does not allow users to reject interactions from others outright,
the nuisance factor associated with unsolicited communications is minimised by the
ability to route these, using appropriate preferences, to innocuous channels (for
example, an email account that is reserved for spam and checked infrequently).

The remaining objective, of providing users with increased awareness, is ad-
dressed indirectly. The user is not presented personally with information about the
context of others, as this design opens up considerable potential for privacy viola-
tions. Each user’s agent, however, maintains this awareness and proposes actions

that are consistent with the context.

7.3 Requirements analysis

Prior to the design of the application, a small, informal study was conducted in
order to investigate patterns of interpersonal communication, as well as the factors
involved in the choice of communication channels for interactions. The study took
place over a period of two days, in a university research setting, and involved the
recording of all interactions for the individuals participating in the study (including
incoming and outgoing telephone calls, email sent and received, and so on). The
justifications that the participants gave for their choices of communication channels
were also recorded.

On the basis of this study, all of the interactions were classified as belonging to

one of three distinct types of dialogue:
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e gueries, in which the initiator of the dialogue directed a brief enquiry to one

or more recipients, which was followed up by zero or more replies;

e discussions, which involved a more protracted and less orderly sequence of

interactions between two or more parties; and

e announcements, in which the initiator communicated some information to one

or more recipients without the expectation of a response.
A user’s choice of communication channel was found to be largely dependent on:

e the type of dialogue (e.g., announcements were almost always made using
unidirectional channels, such as email, while bidirectional channels were more

common for queries and discussions);

e the number of involved parties (e.g., once more than two parties were involved,
email became considerably more common for discussions and queries than the

telephone);

e priority (e.g., synchronous channels were favoured for important and time-

critical interactions);

e the perceived activities of other users (e.g., participants sometimes quickly
responded to a new email with a telephone call or even a visit to a colleague’s

office, feeling confident of finding the sender of the email still available); and

e generic user-specific preferences (e.g., some users stated a general preference
for using email over the telephone, which appeared to be independent of other

factors, such as the type of dialogue).

The design of the communication application, which is the subject of the follow-

ing sections, was driven largely by these findings.

7.4 Design considerations

As discussed in previous chapters (see, for example, Sections 1.1 and 5.1), context-
aware applications are subject to a variety of novel design constraints. In this section,
the issues of autonomy and privacy are examined, and the design features that are

introduced to address these are briefly outlined.

7.4.1 Autonomy and control

A key challenge associated with the design of an agent-based application such as
Mercury lies in balancing the autonomy of the application against a sufficient de-

gree of user control. This problem has already been discussed in a general sense in



7.4. DESIGN CONSIDERATIONS 149

Sections 1.1, 5.1 and 6.2.1. When considering the domain of context-aware commu-
nication, the challenge translates to apportioning appropriate degrees of control to
the initiator of an interaction, the recipient(s), and the communication agents. In
traditional communication systems, control lies largely with the initiator. As argued
by Wams and Van Steen [45], there is great benefit in transferring a large share of
this to the recipient(s).

There is additionally a strong justification for retaining humans in the decision
loop. Schilit et al. [44] survey a variety of communication applications, and classify
these with respect to their autonomy in terms of both acquisition of context informa-
tion and action upon context information. They demonstrate that high autonomy
in both dimensions is typically undesirable, as it removes human common sense.

Accordingly, Mercury approaches the control problem as follows. Selection of
communication channels is carried out through a negotiation process that consults
the preferences of all involved parties. The requirements of the recipient(s) are
consulted in the first instance. Each recipient’s agent supplies the initiator’s agent
with a list of suitable communication channels formed according to the recipient’s
preferences and context!. The initiator’s agent next uses the initiator’s preferences
to rank the resulting list according to desirability, and to cull inappropriate choices.
A set of the highest ranked channels (or the complete set of channels when only one
or two remain) is presented to the initiator, who makes the final choice (or cancels

the interaction if desired).

7.4.2 Privacy

The privacy issues associated with uninhibited collection and sharing of context
information are widely recognised, and are believed to represent one of the most
significant barriers to the adoption of pervasive computing applications [171, 200].
Moreover, the explicit modelling of user requirements, in the form of preferences
and triggers, as described in the previous chapters, introduces further challenges
with respect to privacy. A study of users’ privacy expectations with respect to
their preference and trigger information is clearly beyond the scope of this research;
however, it is easy to imagine scenarios in which unrestricted sharing is undesirable.
For example, in the case that users create preferences assigning low priority to
communications involving particular individuals (perhaps in order to filter unwanted
calls and messages), they would typically not want to reveal these preferences to
others.

As described in Chapter 6, the management and enforcement of privacy policies

must be largely the responsibility of the context and preference management infras-

!Direct consultation with the recipient at this stage is generally intrusive and undesirable, but
may be performed in some cases if permitted by the recipient’s preferences
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tructure. However, privacy requirements must also be factored into the design of
context-aware applications. The design of Mercury specifically must ensure that the
objectives outlined in Section 7.2 are met (i.e., user disruption is minimised, missed
calls are avoided, and so on) without exposing sensitive types of user context or
preference information.

The solution adopted by Mercury is straightforward: the context and prefer-
ences of each user are evaluated only by the user’s own agent. When selecting a
communication channel for an interaction, a set of communication agents arrive at a
suitable choice through a negotiation process in which each user’s agent reveals only
the channels that are suitable for the user (and not the context and preference in-
formation that were used to derive these). Although an argument could be made for
improving the final choice of channel by revealing selected aspects of the recipients’
contexts to the initiator of the interaction, this approach is fraught with dangers,
as it is not clear which types of context should be regarded as safe to expose (and
these would generally change depending on the users involved, and the nature of

their relationships with one another).

7.5 Design process

The next part of this chapter presents a design that incorporates the functionality
described in Section 7.1, and additionally satisfies the objectives and requirements

introduced in Sections 7.2 to 7.4. This design was derived via the following steps:

1. identification of the core application functionality;

N

. design of context-aware behaviour;
3. context modelling;

4. preference modelling; and

5. component design.

Sections 7.6 to 7.10 present the respective outcomes of these five phases.

7.6 Core functionality

This section identifies Mercury’s key objectives, focusing first on the core function-
alities and their translations into the user interface design, and then refining the

scope of the application in terms of the supported communication channels.



151

7.6. CORE FUNCTIONALITY

-

"90RJIDIUT IOSTL AINDIDA O} JO MOPUIM UIRW dY [, :[°) oINSI

BT o1 diloi@aap 0ETED god] TF.LL 60 DIty
iy TTTT S2E2: 2 19+ ABW BLILE| ISR 60 By [Esodold 13afolyg LIssn1sI0 G
[BLUIOU Lo dilnl@gap unsieD gag| T E0 &0 Oy
uay @vhm. SALE L T8+ SLUBI|In, LYE ...”mv”mﬂ 20 By SPIBLS UBLINI0Q Auanb| <
LBy B0 [BLUZ@EELILLD AR BLULLT FTsT 20 by
[BLUIOU B0 EWBEADDELL wopues Appe Wl T EET 20 by ApEad Jaded o yedp aap) USWEIUNOUUE
ey GE6E EFEC P TH+ SHS SWEI||, B][3UNW| IEEIET B0 Oy
[BLLIOU vmmm.mvmm L Ts+ LBD B[EEYIN ...”mmumﬁ q0 Biie Ayaun fuank s
[BLLLIOU o3 dsi@a| 3y SLUBI|an, S]=L31 k] TZZT 80 By
[BLLIOu fi0 [BLII@BLILLZ AR BLILET S0 FT 8o by
[BLLIOU GEEe BA7T + 19+ LIORUES AQRER| 195 9T B0 By
[BLUIOU paoELIZ@EELILS ARW BUILG|[ CUTEIST 80 by
[BLIoU fun | ELa@NEL SB[ WEW IF0.ST 2o Orglladed Jno U0 SIUSLLILIOD Jamalngy LU0IzsnasIa| 7
[BLLIOU TTTT S2E2% 2 19+ AR BLILE| ap TT 80 Oy
[BuLIou bio ewa@AppELL lopuey Appew| 2 TT 20 By
[BLIou RN =TI E R EY RIN sapuedg Uy IFTIOT 20 by L0 43301 d| W3 WIaIunouue| T
[BL4IOu paoELIB@EELILD ABW BUILEG|[ IF0RT 20 by
[BLIOU Lal n_E_H._@EoEmacm LU0 MELT UDSI3pUy ...”@m”mﬁ a0 By aui BUnaaw Auanbl o
[BLUIOU Lo dilni@dap UnsIeD gad EEIRD 20 Oy
[ fio [eLIa@BLILLD AR BLILLT ST R0 B0 Dy
SUONIBIDIY| _ 1algns _m%ﬁ m:m_u_m_m__xm_n_c_

& | &

_ ﬁi 7 ,
m |

diaj sjool ang
A i3 tAandiap N




152 CHAPTER 7. CASE STUDY

7.6.1 Overview

Broadly, Mercury’s role is to manage the three classes of dialogue between users
that were introduced in Section 7.3. Mercury is agent-based, with each user having

a corresponding communication agent responsible for:
e managing a record of the dialogues which involve the user;

e managing a repository of contact information, somewhat resembling the ad-

dress book of an email client; and
e agsisting with the selection of communication channels for new interactions.

The third task is the most important, and will be the primary focus of the sections
that follow.

The three core functionalities are reflected in the main window of the user inter-
face design, shown in Figure 7.1. Arranged in a similar manner to an email client,
the largest portion of the window depicts a history of dialogues. Each dialogue oc-
cupies a row, listing the number of the dialogue, its type, subject, and sequence of
interactions. For each interaction, the time, initiator, channel (represented by the
identifier of the initiator’s endpoint) and priority are shown.

The main operations on the dialogue and contact lists are invoked using the tool-
bar (or, alternatively, menus or hotkeys). The three leftmost buttons on the toolbar
allow the user to initiate a new query, discussion or announcement, respectively.
The fourth button creates a new interaction within an existing dialogue, while the

last enables the user to edit the list of contacts.

7.6.2 Scope

The types of communication channel supported by Mercury are not limited; however,

the design focuses on the following:
e email;
e telephone;
e videoconferencing;
e text messaging using the Short Messaging Service (SMS); and
e text messaging using the Tickertape application.

The first four channel types require no explanation. Tickertape [201] is a lightweight
awareness and communication tool, based on the Elvin notification service, which
displays short text messages in a scrolling line. The tool requires minimal screen

space, and is intended to run continuously on the desktop, remaining in the periphery
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of the user’s attention until a message appears. Messages automatically disappear
after a fixed period, and can also be dismissed directly with a mouse click. Tick-
ertape exploits the Elvin content-based routing scheme, such that messages are not
routed to explicitly specified addresses, but instead are delivered in accordance with
user subscriptions. The tool is deployed widely within the Distributed Systems Tech-
nology Centre at which it was developed, as well as in a range of other organisations,
and is commonly used for interactions such as announcements (e.g., when a party
is heading to lunch) and brief general queries (e.g., “has anybody seen x?77).

As the principal goal of the case study is to investigate the task of selecting com-
munication channels, the establishment of interactions using the chosen channels
and subsequent context-driven adaptation (such as switching from full videoconfer-
encing to streaming of voice only in response to a quality of service degradation) are
not examined. These problems are the subject of a separate and ongoing research

project.

7.7 Context-aware behaviour

Although the potential uses of context in communication are broad, as demonstrated
by the wide variety of applications developed in this area, the use of context in
Mercury is currently confined to the channel selection problem. The investigation of
additional uses of context, such as user interface adaptation (e.g., to trigger switching
between voice-based interaction, in the style of Nomadic Radio [123,202], and the
currently implemented GUI-based interaction) is left as an area for future research.
This section formalises the negotiation protocol used to perform channel selection,
and highlights the role of context and preferences.

The negotiation procedure is invoked by a user (the initiator) wishing to estab-
lish communication with one or more other users (the recipient(s)). The initiator
negotiates the series of dialog boxes illustrated in Figures 7.2 to 7.5. When creating
a new dialogue, the initiator is prompted for a subject and set of recipients, as shown
in Figure 7.2. Next, the initiator specifies a priority and expiry time for the current
interaction using the dialog box in Figure 7.3%. As individual interactions within
a dialogue may have different sets of participants (e.g., when new participants are
involved mid-dialogue), the set of recipients can be edited at this stage.

Following these initial steps involving the user, the initiator’s agent (IA) carries
out a behind-the-scenes negotiation protocol with the recipients’ agents (RA). The
steps involved in this protocol are illustrated (for the case involving four parties)
in Figure 7.6. The TA sends a channel request to each RA, specifying the name

of the initiator, the type of dialogue required, the priority of the interaction, and

2 Alternatively, when creating a new interaction in an existing dialogue, this is the first step.
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b d New query

Subject:
[Meeting |
Recipients:
Emma May —
Add
— Remove

| Okay || Cancel |

Figure 7.2: New query dialog.

b d New interaction

Recipients:
Emma May

| »

Add

Remove

il

Importance:
' high

Expiry:
|Never

| Okay || Cancel |

Figure 7.3: New interaction dialog.

v - X
Select a channel for the interaction
[Make call from +61 7 3365 1111 to +61 7 1278 9997 - |
| Ok | | Cancel |
Figure 7.4: Channel selection dialog.
v =%

Select a channel for the interaction

|Send email from matt@email.org to emma@&@email.org

Make call from +61 7 1278 9997 to +61 7 3365 1111
Send SM5 from SMS +61 7 1278 9987 1o 5M5 +61 4 1278 9998

Figure 7.5: Channel selection dialog, showing a drop-down list of options
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Recipient 1's
agent

Recipient 2's
agent

Recipient 3's
agent

(1) Request for new interaction

(2) Request for n channel proposals (parameters: n, initiator name, dialogue type, priority)
(3) Proposed channels (tailored to recipient’s context and preferences)

(4) Proposed channels (merged from (3); culled and sorted using initiator’ s preferences)
(5) Channel selection

(6) Request for new interaction via selected channel

Figure 7.6: Channel negotiation protocol.

n, the desired number of channel proposals. Each RA responds with a list of up
to n channels that are deemed suitable for the interaction, given the recipient’s
current context and preferences. The TA merges the proposals to derive a list of
channels suitable for all parties, filters and sorts these according to the context and
preferences of the initiator, and then presents the highest ranked proposals to the
initiator for the final selection using the dialog box illustrated in Figures 7.4 and
7.5%. Finally, the IA sends a request to each RA to establish the interaction using
the selected channel.

In some cases, particularly when there are many recipients, there may be no
channels remaining after the preferences of all parties are accounted for. In this case,
the parameter n may be increased and a second round of negotiation attempted, or
the protocol may be terminated, and the choice of a further course of action delegated
to the initiator.

In the two sections that follow, the task of modelling the context and prefer-
ence information required to implement this negotiation process using the branching

model is addressed.

7.8 Context modelling

Context and preference modelling are largely interdependent tasks, as the types of

information included in the context model limit the forms of preference that can be

3Note that the initiator remains able to opt-out at this stage, if none of the proposed channels
are desired.
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expressed. Mercury’s context and preference models were derived using an iterative
process. That is, a basic context model was constructed, sample preferences were
formulated against this model, the model was further refined using feedback from
the second step, and, finally, the preferences were redefined against the new model.

An accurate understanding of user requirements is especially important to the
success of both modelling tasks. Although the ability to add new preferences (and
even augment the context model), as required, alleviates the obligation to perfectly
capture user needs at the design phase, an early understanding of the key issues
clearly leads to a more robust design. In light of this, the results of the informal
requirements study described in Section 7.3 (and, in particular, the main factors
cited by the study participants in relation to channel selections) were continually
consulted at this stage of the design.

The context modelling process encompassed two steps: detailed model design
using CML, and specification of a set of abstract contexts using the situation ab-
straction. The detailed design identified the required fact types. The following broad

classes of information were included in the model:
e associations of people to communication channels and devices;
e activities of people;

e relationships between people, including supervisor, colleague and personal (i.e.,

non-professional) relationships;

e properties of communication channels and devices (including types of both);

and
e locations of people and communication devices (and proximity between these).

All of these classes of information are profiled or static, excepting the last (of which
the location information is sensed, and proximity information is derived). Of the
profiled information, only user activity is highly dynamic; this is extracted from
users’ schedule information, while the other types of profiled information, and all of
the static types, are specified directly by users.

In accordance with the CML modelling methodology presented in Chapter 4,
temporal fact types, dependencies and alternative fact types were identified; and
quality annotations were added as required. As the steps and considerations involved
in this modelling process were enumerated in detail in Chapter 4, they will not
be discussed further here. The resultant model, reproduced from Figure 5.1, is
illustrated in Figure 7.7. The relational mapping is not shown, but can be seen in
the original figure.

In this case study, the information used to populate the context model is com-

pletely simulated (that is, no live sensor data is used). Were this not the case, a
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has mode synchronous

Communication Communication
. S —-s
Channel (id) - Mode (name)

has channel
supervised by

has nonprofessional
relationship with

Device Type
(name)

Activity
(name)

* |ocated near(p,d) iff located at(p, 11) engaged in(pl,a) dependsOn located at(p2,!)
and located at (d, 12) iff p1=p2
and11=12

Figure 7.7: The detailed context model.
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further part of the design process would involve identifying suitable sensing infras-
tructure that could be used to populate the two sensed fact types.

The task of modelling abstract situations in terms of the fact-based context
model is closely aligned with the preference modelling task. The goal is to define a
core set of situations that can be easily combined to define preference scopes. This
set should be concise but comprehensive (bearing in mind that users can define new
situations to cover unusual requirements, but should not need to do so often), and
each situation should be narrow in scope so as to form a suitable building block for
later composition.

The set of situation predicates that was designed for use with Mercury is shown in
Figure 7.8; this set represents a superset of the example predicates already presented
in Chapter 5. The reader will note that a slightly different format is used in the
figure compared to that used in Chapter 5. This new format is the one implemented

by the situation parser, which was described briefly in Section 6.3.4.

7.9 Preference modelling

There are two principal design tasks related to preferences. The first is a general
specification of the classes of preference that are required by the application, while
the second is the design of a default preference set which captures generic user re-
quirements, and which can be used unmodified if required, or extended to include
user-specific preferences. The second task is typically not restricted to the design
phase, but instead is revisited when the implementation of the application is com-
plete, and empirical evaluation and fine-tuning are possible.

Mercury’s channel selection protocol requires two types of preference for each
user: one for the case involving the user as the initiator of an interaction, and the
other for the case in which the user participates as a recipient. These have slightly
different uses. The recipient preferences are principally aimed at minimising un-
wanted interruptions and preventing the use of inappropriate channels. In addition
to parameters such as the priority of the interaction and the dialogue type, these
take into consideration the recipient’s context, including the current activity and the
set of available communication channels (determined by the set of resources in close
proximity to the user). The initiator preferences have a lesser role, as the initiator is
directly involved in the channel negotiation process and is able to represent his/her
interests. These preferences are exploited to cull any obviously inappropriate chan-
nels from the proposals made by the recipient(s), and to sort the remaining channels
by preference prior to presentation to the initiator for the final selection.

The default preferences that were designed for Mercury are shown in Figures 7.9
and 7.10. (Again, the format matches that implemented by the adaptation layer’s
parser, and thus deviates slightly from the format of Chapter 5.)
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SupervisorCall(caller, callee) : SupervisedBy[caller, calleel;
ColleagueCall(caller, callee) : WorksWith[caller, callee] OR
WorksWith[callee, caller];

PersonalCall(caller, callee)
NonProfessionalRelationship[caller, callee] OR
NonProfessionalRelationship[callee, caller];

WorkingHours() : workinghours(timenow()) = TRUE;

LocatedAt (person, place) : EXISTS probability .
PersonLocatedAt [person, place, probability]
probability > 0.8;

Occupied(person) : EXISTS t1, t2, activity .
EngagedIn[person, activity, ti1, t2]

(t1 <= timenow() AND timenow() < t2 AND
(activity="meeting" OR activity="taking call"));

CanUseChannel (person, channel) : FORALL device .
RequiresDevice[channel, devicel
(LocatedNear [person, device, _] AND
PermittedToUse [person, devicel);

SynchronousMode (channel) : FORALL mode .

HasMode [channel, mode]
Synchronous [mode] ;

Urgent (priority) : priority = "high";

IsQuery(dialoguetype) : dialoguetype = "query";

IsAnnouncement(dialoguetype) : dialoguetype = "announcement";

IsDiscussion(dialoguetype) : dialoguetype = "discussion";

IsEmail(channel) : EXISTS mode .

HasMode [channel, model]
mode = "email";
IsTelephone (channel) : EXISTS mode .
HasMode [channel, mode]
mode = "telephone'";
IsSMS(channel) : EXISTS mode .
HasMode [channel, mode]
mode = "SMS";
IsTickertape(channel) : EXISTS mode .
HasMode [channel, mode]
mode = "tickertape";
IsVideoconference(channel) : EXISTS mode .
HasMode [channel, model]
mode = "videoconference";
MultipleRecipients(recipients) : recipients > 1

Figure 7.8: Mercury’s core set of situation predicates.
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DefaultRecipientPrefs = {
pl = WHEN SynchronousMode (channel) AND Occupied(recipient)
AND NOT Urgent (priority)
RATE prohibit,

p2 = WHEN Urgent(priority) AND SynchronousMode (channel)
RATE 1,

p3 = WHEN Urgent(priority) AND NOT SynchronousMode(channel)
RATE 0.3,

p4 = WHEN NOT Urgent(priority)
RATE 1

};

DefaultInitiatorPrefs = {

pS5 = WHEN IsQuery(dialoguetype) AND IsEmail (channel)
RATE 1,

p6 = WHEN IsQuery(dialoguetype) AND IsTelephone(channel)
RATE 1,

p7 = WHEN IsQuery(dialoguetype) AND IsSMS(channel)
RATE 0.7,

p8 = WHEN IsQuery(dialoguetype) AND IsTickertape(channel)
RATE 0.8,

p9 = WHEN IsQuery(dialoguetype) AND IsVideoconference(channel)
RATE 0.3,

pl0 = WHEN IsDiscussion(dialoguetype) AND IsEmail(channel)
RATE 0.8,

pll = WHEN IsDiscussion(dialoguetype) AND IsTelephone(channel)
RATE 1,

pl2 = WHEN IsDiscussion(dialoguetype) AND IsSMS(channel)
RATE 0.2,

pl3 = WHEN IsDiscussion(dialoguetype) AND IsTickertape(channel)
RATE 0.5,

pl4 = WHEN IsDiscussion(dialoguetype) AND
IsVideoconference (channel)
RATE 0.8,
pl5 = WHEN IsAnnouncement (dialoguetype) AND IsEmail(channel)
RATE 1,
pl6é = WHEN IsAnnouncement(dialoguetype) AND IsTelephone(channel)
RATE 0.2,
pl7 = WHEN IsAnnouncement (dialoguetype) AND IsSMS(channel)
RATE 0.5,
pl8 = WHEN IsAnnouncement (dialoguetype) AND IsTickertape(channel)
RATE 0.9,
pl9 = WHEN IsAnnouncement(dialoguetype) AND
IsVideoconference (channel)
RATE 0.2,

Figure 7.9: Mercury’s default initiator and recipient preferences.
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GenericPrefs = {
p20 = WHEN SynchronousMode(channel) AND
NOT CanUseChannel (user, channel)
RATE prohibit,
};

CombinedRecipientPrefs =
WHEN true
RATE average(DefaultRecipientPrefs) ;

CombinedInitiatorPrefs =
WHEN true
RATE average(DefaultInitiatorPrefs);

CombinedGenericPrefs =
WHEN true
RATE average (GenericPrefs);

RecipientPrefs =
WHEN true
RATE average(<CombinedRecipientPrefs,
CombinedGenericPrefs>);

InitiatorPrefs =
WHEN true
RATE average(<CombinedInitiatorPrefs,
CombinedGenericPrefs>);

Figure 7.10: Mercury’s generic and composite preferences.
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The recipient preferences, shown in Figure 7.9, are designed to capture a mini-
mal set of requirements that are virtually universal. The first preference prohibits
the use of synchronous modes of communication (such as telephone and videocon-
ference) when the recipient is engaged in a task that should not be interrupted*.
The second and third preferences together ensure that synchronous modes of com-
munication are rated more highly than asynchronous modes for urgent interactions.
The final preference is present only to ensure that all candidate choices receive a
non-indifferent score; this can be replaced by the user with more specific preferences
for non-urgent interactions, if desired.

The initiator preferences are concerned with ranking channels according to their
suitability for the current dialogue type. For example, they imply that email and
telephone are the most appropriate channel types for queries, followed by Tickertape,
SMS, and finally videoconferencing.

There is one generic preference, common to both initiator and recipients, shown
in Figure 7.10. This prohibits the use of any synchronous communication channel
for which the user lacks access to the required device(s).

As shown in Figure 7.10, the combination of the preferences into overarching
recipient and initiator preferences, suitable for use with the branching model, is

straightforward and relies on the average function defined in Section 5.4.3.

7.10 High-level design

This section concludes the discussion of the application design by sketching an out-
line of the implementation components. As this aspect of the design is much the
same as for a traditional application that lacks context-aware features, its description
is brief.

The functionality of each communication agent is partitioned between three com-
ponents, as shown in Figure 7.11. The User Interface component implements the
graphical user interface, which is composed largely of the windows and dialogs de-
picted in Figures 7.1 to 7.5. The Data component implements persistent stores of
dialogue, contact and configuration information. The majority of the user interface
functions directly trigger operations on these data stores. Finally, the Negotiation
component implements the channel selection protocol that was described in detail
in Section 7.7. This is initiated upon the creation of a new interaction within the
Data component. In order to execute the protocol, a naming service is invoked
to discover the communication agents of the recipients, and the set of exchanges
between the agents, shown in Figure 7.6, is carried out using remote method invo-

cations. At various stages, the Negotiation component exploits the services of the

4At present, this preference is invoked when the recipient is in a meeting or busy with another
call; however, the definition of the Occupied predicate can be refined to encompass other activities.
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Agent1 Agent 2
User Interface User Interface
Naming
Data Service Data
Negotiation < =] Negotiation
Programming Toolkit

Figure 7.11: High level design of the prototype.

software infrastructure described in the previous chapter, using the programming
toolkit. Specifically, it uses the query services of the toolkit to retrieve lists of can-
didate channels from the context repository, and the branching methods to perform

channel selection and sorting.

7.11 Implementation

A prototypical implementation of Mercury was produced in Java [203], using Swing
to generate the user interface, and Java Remote Method Invocation (RMI) to carry
out the exchanges between agents. This section describes the main steps involved
in the implementation process, with a focus on those aspects involving context,
preferences and the programming toolkit.

The implementation involved three tasks:
e instantiation and population of the context model;
e population of the situation and preference repositories; and

e implementation of the User Interface, Data and Negotiation components de-

scribed in the previous section.

In order to instantiate the context model, a mapping to the relational model
was carried out as described in Section 4.6. The basic relations resulting from this
procedure were presented earlier in Figure 5.1 (b). Additional metadata and con-
straints were mapped to the database as described in Section 6.3.2. The creation of a
new database containing these relations (and appropriate populations of data) could
have been performed either manually using the SQL client provided with the Post-
greSQL database (psql), or via Java code using the JDBC database API to generate
and execute the required SQL commands. The latter approach was adopted. The
context initialisation code is straightforward, comprising approximately 500 lines of
code (of which much is simply concerned with generating the appropriate SQL com-

mands and performing exception handling, and is reusable for other context models
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Table 7.1: Relative number of classes and lines of code for the three implementation
components.

Component Combined number of | Lines of code (approz.)
classes and interfaces

User Interface 12 1300

Data 11 700

Negotiation 2 500

and applications)®. Further run-time context changes are carried out by hand using
the psql tool to allow maximum flexibility. This allows the context to be changed
arbitrarily for the purpose of experimentation.

As the prototype relies on simulated context information in place of live output
from sensors, there was no necessity of programming the context receptors that
map data from the context sensing infrastructure to the database repository. This
would generally not be a demanding task, provided that infrastructure capable of
producing information close to the required level of abstraction was already in place.

The population of the situation and preference repositories was trivial. As de-
scribed in Section 6.3.4, situations and preferences are read from file by the adapta-
tion layer software in textual form; thus, the task simply involved creating two text
files, and initialising the adaptation layer with the correct file names.

The programming of the three application components was the largest task by a
significant margin. The relative numbers of classes and lines of source code for the
three components are shown in Table 7.1. It is interesting to note that, despite its
relative complexity, the Negotiation component is substantially the smallest (and
likewise required the least development effort). In implementing the Negotiation
component, the programming toolkit was found to be reasonably easy to use, and
the branching methods greatly simplified what would otherwise have been complex
decision logic. The use of the branching programming model and its explicit pref-
erences also afforded a degree of flexibility that would not have been possible by

hardcoding the channel selection mechanism.

7.12 Discussion

The case study presented in this chapter served both to validate the utility of the
modelling techniques, abstractions and software infrastructure developed in this the-
sis, and to highlight important topics for future research. A variety of results, derived
from the requirements analysis, design and implementation phases described in this

chapter, as well as subsequent informal experimentation involving the completed

®Note that, with appropriate software, the generation of the context database from the graphical
model could be completely automated, if desired.
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prototype, are summarised in this section.

Context modelling

Both context modelling solutions proved well suited to the task of capturing the
types of context required by the channel selection problem. The fact-based modelling
approach (CML) allowed the context requirements to be detailed in a formal manner
which supported a natural and painless translation to a relational database. The case
study also helped to validate the design principles upon which CML was founded -
most notably, the importance of profiled context (such as interpersonal relationships)
as a supplement to sensor-derived information.

The situation abstraction offered a very natural solution for describing contexts
in general terms, and the ability to easily and arbitrarily combine situations to form

rich context descriptions became particularly useful when defining preference scopes.

Preference modelling

The case study was especially important in evaluating the utility of the preference
model, as it afforded an opportunity to experiment with a range of preference sets
and empirically evaluate the correspondence between the desired and actual effects
of preferences. The results were largely positive, with problems only arising in
relation to preferences that assigned frequent indifferent scores. This occurred when
the preference scopes incompletely covered the set of possible contexts (for example,
when the user specified preferences only in relation to urgent interactions). Two

simple solutions to this problem are possible:

1. to augment the preferences to provide complete coverage (as, for example, in
the default recipient preference set in Figure 7.9, where the final preference is

present only to ensure full coverage); or

2. to program the application to appropriately handle choices that receive in-
different scores (in the case of Mercury, this would likely mean permitting

channels that receive indifferent scores as valid candidate channels).

The first alternative is preferable, particularly as the correct interpretation of in-
different scores in the second alternative is not always clear. Regardless of the
option that is adopted, however, fine-tuning of the preferences upon completion of
the implementation is always beneficial, in order to verify the absence of anoma-
lous behaviour. This is especially important when the preference sets are large and

complex.
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Programming model and toolkit

The case study highlighted the particular importance of accurately capturing user
requirements when developing context-aware software, and the value of the pro-
gramming model’s use of an explicit preference model in this regard. Indeed, one
of the greatest benefits of the programming model seen in the case study was a de-
creased obligation on the part of the developer to perfectly understand and describe
user requirements at the design phase, thanks to the ability to easily experiment
with (and fine-tune) different preferences and context-aware behaviours following

the implementation phase.

The success of the branching programming model was further demonstrated by
the ease with which the negotiation protocol was implemented, and the considerable
degree of flexibility that resulted. The desired loose coupling between the appli-
cation logic, the context model and the user preferences was fully realised: of the
three application components, only the negotiation component exhibits any depen-
dence upon the context and preferences, and this is of a such a limited nature that
even fairly radical changes to the context model and preferences are possible with-
out corresponding modification of the implementation. Specifically, the negotiation
component only directly queries the HasChannel fact type (in order to discover
candidate channels); consequently, any other fact type can be removed or redefined
with implications only on the definitions of the affected situation predicates (and
possibly also on some of the preferences that are dependent upon these). New fact
types can be added to the context model without requiring changes even to the
situation predicates or preferences. The ability to change the context model in this
way is extremely useful, as it enables the model to evolve as the supporting context
sensing infrastructure changes, and allows the breadth of the user preferences to be

similarly flexible.

As described in Section 7.11, the query and branching facilities of the program-
ming toolkit were discovered to be powerful and easy to use, and the source code
implementing the selection and sorting of candidate channels was consequently min-
imal and straightforward. However, several avenues remain open for future work.
First, as mentioned in Section 6.3.4, there is considerable potential to optimise the
evaluation of situation predicates and preferences. Although the current perfor-
mance is completely adequate for Mercury’s requirements, this may no longer be
the case when the services of the adaptation layer must be shared between a large
number of concurrently executing applications. Second, the branching toolkit has a
current bias toward the retrieval and selection of choices that receive numerical and
obligation scores. Further support for handling choices with indifferent and prohibi-
tion scores, and for performing error handling in response to undefined scores, could
usefully be added.
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7.13 Conclusions and future work

The results of the case study presented in this chapter are highly encouraging, and
would be further strengthened by additional research in three areas. First, the eval-
uation of the developed prototype in realistic settings would enable a more accurate
assessment of the user-friendliness of the preference model, and additionally help to
identify other unanticipated usability issues. Second, further case studies, involving
a variety of application domains, would allow the modelling approaches to be eval-
uated against a range of application and user requirements. A variety of candidate
domains were highlighted in Section 1.5. Finally, the incorporation of live context
information from sensors into the prototype would help to identify any issues re-
lated to imperfect, real-time data that may not yet have been adequately addressed.

These research topics all fall beyond the scope of this thesis.
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Chapter 8

Discussion and conclusions

This chapter concludes the thesis with a summary of research contributions and a

brief discussion of key topics for future work.

8.1 Summary of contributions

Broadly, the aim of this thesis was to address the difficulties associated with the
construction of context-aware computing applications, by developing a framework
consisting of both sound conceptual foundations and a supporting software infras-
tructure. The context-aware design approach is currently within its infancy, with
the present generation of applications largely being developed and trialled only in
constrained laboratory settings. This situation persists as a result of high applica-
tion development overheads, social barriers associated with privacy and usability,
and an imperfect understanding of the truly compelling (and commercially viable)
uses of context-awareness. The framework developed in this thesis addresses all of
these challenges: the first by simplifying design and implementation tasks associated
with context-aware software, and the latter two by facilitating the types of rapid
prototyping and experimentation that are required in order to explore and overcome
these obstacles.

The framework differs significantly from the previously proposed solutions de-
scribed in Chapter 3, such as the Context Toolkit [95], as it is founded on a set of
well-integrated abstractions that support the developer seamlessly through analysis,
design, implementation and beyond. Specifically, the context model used for anal-
ysis and design tasks maps cleanly to a context management infrastructure that is
exploited by the implementation. A similar lifecycle is supported by the situation,
trigger and preference models. At design time, these allow generic context-aware be-
haviours to be identified and documented. These are realised during the implemen-
tation phase using the programming toolkit, and later fine-tuned by the developer

and customised by the user at run-time.
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The framework makes a number of important research contributions. These are
summarised, by chapter, in the remainder of this section.

Chapter 2 motivated the need for a clear distinction between context information
and the more nebulous concept of context, and argued that a firm understanding of
the characteristics of the former are key to the design of successful context-aware
systems. With this in mind, the chapter presented a novel characterisation of context
information in terms of its sources, temporal and quality characteristics, and depen-
dencies. The requirements arising from this characterisation form the foundations
of the proposed framework, directly informing the design of the context modelling
approach described in Chapter 4.

Chapter 3 presented a survey of related work, and identified an overwhelming
lack of high-level design and programming tools suitable for the development of
context-aware systems. In response, Chapters 4, 5 and 6 proposed a multi-tiered
solution, integrating novel context modelling techniques, programming abstractions
and software infrastructure.

Chapter 4 introduced a series of conceptual modelling constructs, in the form
of the Context Modelling Language (CML), that can be used by the application
designer to formulate a detailed graphical model of context requirements. The con-
structs are sufficiently abstract to meet the needs of this design task, while simul-
taneously being suitably formal to support run-time context management tasks. A
straightforward mapping of the constructs to the relational data model was pre-
sented towards the end of the chapter, enabling the use of a relational DBMS as
the basis for a context management infrastructure. The alignment of CML with
modelling solutions long used within the field of information systems represents an
important innovation, as it creates new opportunities for exploiting mature research
solutions developed within this field, in relation to the modelling and management
of temporal and real-time data, information quality, and uncertainty.

Chapter 5 identified a need for high-level programming abstractions built upon
the context modelling approach of Chapter 4. It presented a solution for describ-
ing contexts in general terms, using the situation abstraction, as well as a pair of
complementary programming models that exploit this abstraction to support both
context-driven and application-driven context-aware behaviour.

The situation model provides a solution for describing context requirements in
a selective, high-level manner, close to the way humans conceptualise context. Sit-
uations are expressed as conditions (captured by predicates) over a narrow set of
parameters that are relevant to the task at hand. The use of the situation abstrac-
tion as a programming tool leads to a clean separation of application functionality
from the fine-grained detail of the CML-based context model. This allows the latter
to be easily evolved over time in response to changes in the sensing infrastructure

and user requirements.
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The context-driven programming model described in Chapter 5, based on trig-
gering, is not novel, having being exploited previously in a variety of adaptive and
context-aware applications. The contribution of this thesis in relation to the model
was to demonstrate that a powerful new form of triggering that accommodates un-
certain context information (Situation-Based Triggering) can be realised using the
situation abstraction, by exploiting changes in situation states as the events upon
which trigger actions are invoked.

In contrast, the branching programming model (Situation-Based Branching) pro-
vides a new approach for inserting context-dependent decision points into application
logic, such that different paths or branches are executed depending upon the con-
text. This type of behaviour is conventionally realised using primitive programming
constructs, such as case or if statements. The branching model represents a con-
siderably more flexible solution, however, as it implements choices as a function of
both user preferences and context information. This approach affords the degree
of user customisation and control required in order to achieve user acceptance of
highly autonomous context-aware software, such as the communication application
developed in Chapter 7.

The final contribution of Chapter 5 was the novel preference modelling solution
used to realise the branching model. The proposed solution is both compatible
with automated techniques for preference elicitation and evolution, and user-friendly,
allowing individual user requirements to be expressed as fine-grained preferences that
are easily combined incrementally to achieve complex behaviours.

Chapter 6 served to integrate the theoretical contributions of Chapters 4 and 5
into a system architecture incorporating the acquisition, management and querying
of context information, the management and evaluation of situation expressions,
triggers and user preferences, and toolkit support for the two programming mod-
els. The architecture addresses key challenges of pervasive systems (introduced in
Chapter 1) in relation to autonomy, resource limitations, scalability, and dynamic
aspects of computing environments and user requirements. Chapter 6 additionally
presented a lightweight implementation of the architecture in the form of a program-
ming toolkit and a context database. This prototype is valuable both as a form of
validation for the design of the architecture, and as a testbed for the underlying
theoretical foundations.

Finally, Chapter 7 presented important practical results gained through the use
of the framework developed in Chapters 4 to 6 in the implementation of a context-
aware communication application. It illustrated, by example, the process and issues
involved in the development process, highlighted the success of the framework in
achieving the desired degrees of flexibility and autonomy, and demonstrated the
utility of being able to experiment with and fine-tune application behaviour at run-

time, by modifying preferences.
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8.2 Future work

The concluding sections of Chapters 4 to 7 earlier identified a variety of possible
extensions to the original research presented in this thesis. These will not be repeated
here. Instead, the remainder of this section outlines a set of key research directions

for the field of context-awareness as a whole.

8.2.1 Context management

An essential topic for future research is that of context management. Usability prob-
lems arising in context-aware software as a result of privacy concerns and imperfect
context information are well recognised. These can be alleviated in part by the use
of appropriate management infrastructure that implements privacy policies and per-
forms tasks such as conflict detection and resolution, and enforcement of integrity
constraints. Such mechanisms are already in place in some location management
systems, but, as demonstrated in Section 3.2, have not yet been adequately gener-
alised to deal with broader and richer types of context information. This represents
a difficult task, owing to the extremely heterogeneous types of context information
present in many context-aware systems.

The architecture presented in Chapter 6 incorporated a variety of management
functionality into the context reception and management layers, including conflict
detection and implementation of privacy policies. However, with the exception of
the enforcement of some of the integrity constraints introduced in Chapter 4, this
functionality has not been implemented. Other management functions, such the use
of context dependencies to detect and refresh stale context information, have also

been described intermittently throughout this thesis, but not yet fully developed.

8.2.2 Design tools and methodologies

The survey of related work in Chapter 3 demonstrated that the design process
associated with context-aware software is poorly understood, and that no mature
design tools are available. The work presented in this thesis partially addressed
this issue by providing a conceptual modelling approach that can be used as a
basis for the exploration and specification of an application’s context requirements,
and preference and trigger modelling techniques that allow default context-aware
behaviour to be expressed in high-level terms. The utility of these solutions in the
design process was illustrated in the case study presented in Chapter 7.

However, these solutions by themselves do not address all of the novel design
challenges faced by developers of context-aware software. As discussed in Section
3.4.2, there is also a requirement for interaction design techniques and tools that

facilitate the design of user interfaces that address the various HCI challenges of per-
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vasive computing environments, and overcome known usability problems introduced
by context-awareness, in relation to transparency, consistency, predictability [204],
privacy [175], and user control [117]. Moreover, improved techniques for eliciting
user requirements, and mapping these to preference representations such as that
proposed in Chapter 5, are needed, as are privacy modelling solutions that allow
privacy requirements to be identified, modelled and melded into application design.

In addition, better understanding of the overall software engineering process as-
sociated with context-aware applications is required. This process and its attendant
issues were considered informally in the case study presented in Chapter 7, but these
remain to be explored in a more general sense, and then formalised as a well-defined

software engineering methodology.

8.2.3 Evaluation

Finally, and perhaps most importantly, further evaluation of context-aware soft-
ware in realistic settings is required. This is currently difficult, as seamless, large-
scale pervasive computing has not arrived, and easy to use “plug-and-play” sensing
components are not yet available for gathering rich types of context information.
Additionally, a lack of development tools and methodologies, and of comprehen-
sive infrastructural support for the management and use of context information,
implies that there are high overheads associated with the development of sophisti-
cated context-aware applications. However, this problem is partially overcome by
the research presented in this thesis.

Empirical evaluation of context-aware software is important for several reasons.
First, it is crucial in identifying new usability problems, and in exploring appropriate
solutions to these. Second, it provides important validation and feedback in terms
the suitability of proposed design, context modelling and programming techniques,
such as those developed in this thesis. Finally, it will eventually lead researchers
to better understand the most compelling uses of context-awareness, enabling the
development of applications that are capable of achieving widespread acceptance

and use.
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Appendix A

Syntax and semantics of the

situation abstraction

A.1 Syntax

The set of well-formed situation formulas for a given context model with relations
R =CUDCUFD can be defined recursively as follows. A term is a constant, ¢, in
dom, a variable, v, in var, or a function mapping one or more terms to a constant

in dom. Functions consist of

e arithmetic expressions of the form ¢ + 9, t1 — o, t1 * to or t1 = ¢2, where t;

and ¢y are themselves terms;

e expressions of the form f(t1,...,t,), where each of t1,...,t, is a term or an
ordered tuple, < t1,...,t; >, of terms, and f € F, where F is the set of
function names (disjoint from R). Each function, f, is either user-defined or

one of the special predefined functions. The predefined functions include:

— the id function, which, given a relation name, p, and an ordered tuple of
i terms (such that i = arity(p) if p € CUDC or 2 if p € FD) yields the
identifier of the corresponding fact in the context instance (or a special

null identifier, if the fact does not appear in the instance); and

— the timenow function which returns the current date and time; and

— the ¢snull function, which indicates whether the value of a given variable
is null (unknown).

The base situation formulas over the set of relations, R, include:

e atoms over R, which are expressions of the form p[ty,...,t,], where p € R,
n = arity(p) if p € CUDC (else n = 2 if p € FD) and t4,...,t, are either

terms or anonymous variables, represented by the underscore (-);
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e expressions of the form t1 = to, t1 # to, t1 < to, t1 < to, t1 > to and t1 > to,

where t; and ¢y are terms.

The well-formed situation formulas over R include the base formulas, as well as

formulas of the form:

e (p A1), where ¢ and 9 are well-formed formulas over R;

(¢ V1), where ¢ and 1) are well-formed formulas over R;
e —p, where ¢ is a well-formed formula over R;

e Jdz1,...,x; ® p[t1,...,tn] ® ¢, where p € R, t1,...,t, are terms or anonymous

variables, {z1,...,z;} C {t1,...,tn} and ¢ is a well-formed formula over R; and

o Vy,...,x; ® p[t1,...,t,] ® ¢, where p € R, t1,...,t, are terms or anonymous

variables, {z1,...,z;} C {t1,...,t,} and ¢ is a well-formed formula over R.

The notion of free and bound variables is required to define situation predicates.

An occurrence of a variable z in a formula ¢ is considered free iff

e ( is an atom; or

¢ = (¥ A &) and the occurrence of x is free in 9 or ; or

¢ = (¢ V &) and the occurrence of z is free in 9 or &; or

e v = Jyi,...,y; ® p[t1,....t,] ® ¥, = is distinct from each of yi,...,y; and the

occurrence of z is free in 9; or

e v = Yyi,...,y; ® p[t1,...,tn] ® ¥, z is distinct from each of yi,...,y;, and the

occurrence of z is free in 1.

An occurrence of = in ¢ is bound if it is not free. The set of variables that have at
least one free occurrence in ¢ is denoted free(yp).
A situation predicate named S over a context model with relations R. is defined

as follows:

S(v1y ey p) 1

where ¢ is a well-formed formula over R and {vy, ..., v, } is exactly free(p).

A.2 Semantics

The concept of a valuation is useful when defining the semantics of situation formu-

las. For a finite set of variables, V C var, a valuation v over V is a total function
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from V to the set dom of constants. The notation v|y denotes the restriction of the

domain of v to a set of variables, U, where U C dom(v)!.

Given a valuation, v and a term ¢, the evaluation of ¢ with respect to v is defined

as follows.

v(t) if t € dom(v),
t if t € dom or t € (var — dom(v)),
eval(ti,v) + eval(ty,v) ift = (t1 + t2),
eval(t,v) = { eval(ty,v) — eval(ty,v) ift = (t; —ta),
(

eval(t1,v) + eval(ty,v) ift = (t; + to),
(eval(t1 yeeeval(ty)) ift= f(t1,...,tn)

)
)
eval(t1,v) * eval(te,v) ift = (1 * ta),
) =
)5

The semantics of a situation formula, ¢, are determined as follows, according
to the interpretation rules introduced in Section 4.6.9. Given a valuation v over

free(p), a context instance I; satisfies ¢ for v, denoted I7 F ¢[v], iff

e © =p[t1,...,1y] is an atom, p ¢ A (that is, p is not an alternative relation), and
for each t;, 1 < i < n, there exists a mapping, u;, of the anonymous variable

(-) to a constant ¢; in dom such that:
< eval(ti,vU{ui}),...,eval(tn,v U{up}) >
is in I7(p); or

e © =plt1,...,ty] is an atom, p € A, and

— for each t;, 1 < i < n, there exists a mapping, u;, of the anonymous
variable (_) to a constant ¢; in dom such that there is a tuple f; =<
eval(t1,v U{u1}),...,eval (tn,v U {uy}) > in I;(p); and

— there is no distinct tuple, fo € Ir(p) that satisfies fi[pk — altRole(p)] =
fo[pk — altRole(p)], where pk is the primary key of p?; or

e o = (t1 = tg) and eval(t1,v) = eval(ta,v); or
e v = (t1 # t2) and eval(t1,v) # (t2,v); or
e o = (t1 < tg) and eval(t1,v) < eval(ts,v); or

o v = (t1 < t9) and eval(t1,v) < eval(te,v); or

'Here, dom(v) denotes the domain of the function v.

2These conditions can be summed up as follows: an atom over an alternative fact type is satisfied
by a context instance exactly when it matches a fact in the corresponding relation, and that fact
has no alternatives.
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e ¢ = (t1 > to) and eval(t1,v) > eval(ta,v); or

e © = (t; > t3) and eval(t1,v) > eval(ty,v); or

o= AE) and I1 F P[] free(y)] and 11 E &[v] pree(e)]; or

Y= (w V 5) and either I F "p[fu‘free(w)] or I F é[v|free(§)]; or

¢ = —p and I1 ¥ 9[v] (according to the definition of # given below); or

¢ = (3z1,...,x; @ pt1,...,t,] ® ) and for each z; (1 < j < i), there exists a
constant ¢; in dom, such that It E (p[t1, ..., t,])[v U {(z1, 1), -.-, (zi, ¢;) }] and
It EylvU{(z1,c1), -, (24, ¢) }]; Or

¢ = (Y1, ..., z; ® p[t1,...,tn] ® ) and for every set of constants ci, ..., ¢; (each
in dom) for which I; F (p[t1, ..., tn])[v U{(z1, c1), --., (x4, ¢) }] holds, It E ¢[vU
{(z1,¢1), -.., (xi,¢;) }] also holds.

If I; does not satisfy ¢ for v, it is said to partially satisfy ¢ for v, denoted

It F ¢[v], provided the following conditions are met:

e ¢ =p[t1,...,t,] is an atom and for each ¢;,, 1 < i < n, there exists a mapping,
u;, of the anonymous variable (_) to a constant ¢; in dom such that there is a
tuple < a1, ...,a, > in I;(p) with a; equal to eval(t;,v U {u;}) or the special

null value for 1 < j < n; or

e = (t1 = t2) and eval(t1,v) = eval(ts, v); or

¢ = (t1 # t2) and eval(t1,v) # (t2,v); or

¢ = (t1 < tg) and eval(t1,v) < eval(ty,v); or

e ¢ = (t1 < t2) and eval(t1,v) < eval(ta,v); or

¢ = (t1 > t2) and eval(t1,v) > eval(ta,v); or

e © = (t; > t3) and eval(t1,v) > eval(ty,v); or

¢ = (¥ A§) and
- Ik f‘ﬁ[“‘free(w)] or Iy ¢[U|free(w)]; and
- Ik é[v|free(§)] or It f[’u|f'ree(§)]; or

e = (¢ V 5) and either I E Qﬁ[vlfree(@b)] or Iy F ¢[U|free(1/))] or Iy E f[vlfree(f)]
or I = &[] pree(e)]; or

¢ = —p and I1 - 9[v] or It ¥ 9[v] (as defined below); or

e v = (3z1,...,zi®p[t1, ..., tp] @) and for some constants cy, ..., ¢; (each in dom)
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— It E (p[t1, .- tn])[v U {(z1,¢1), -, (24, ¢i) }]; and
— I1 EyvU{(z1,c1), ., (Ti, ¢} or It Fplv U {(z1,¢1), .., (T4, ¢i) }]; or
o v = (Vr1,...,x; ® p[t1,...,t,] ® 1) and for each set of constants ci,....,c; (each
in dom) for which Iy E (p[t1, ..., tn])[v U {(z1, 1), ..., (4, ¢;) }] holds, It E ¢[vU
{(z1,¢1), -, (mi, )} or It = 9lvU{(z1,c1),..., (zi, ;) }] also holds.
When neither I; E ¢[v] nor It F ¢[v] hold, I; is unsatisfied by ¢ and v, written
I1 ¥ [v].
For a situation predicate S(v1,...,v,) : @, the evaluation of S with respect to a

context instance I and a valuation v on {v1,...,v,} is defined as follows:

true if It E o[v]
val(S, I1,v) = < possibly true if It - @[v]
false if It ¥ o[v]

A.3 Composite situations

Situation predicates can be formed from simpler predicates using logical negation,
conjunction and disjunction. Predicates constructed in this manner are referred to
as composite situation predicates. A composite situation predicate, C'S, is defined

using the following notation:
CS(vi,-..,vn) : P

Here P is a valid predicate formula. The valid predicate formulas can be defined

recursively as follows:

e S(t1,..-;tm), where S is a situation predicate (composite or ordinary) defined
by S(u1,...,un) : P and each t; (1 <i < m) is either a constant in dom or a

variable in vy, ..., vy;
e =P, where P is a valid predicate formula;
e PAQ, where P and () are valid predicate formulas; or
e PV (@, where P and (Q are valid predicate formulas.

The semantics of composite situations are straightforward. Intuitively, the result
of combining a set of predicates is the same as that of combining their corresponding
formulas to create an ordinary situation predicate. That is, the composite predi-
cate CS(vy,..,v,) : P is semantically equivalent to the non-composite predicate,

S(vi,...,vp) © form(P), where form(P) is a situation formula defined as follows.
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Assuming ¢/{(z1,y1), .-, (Zi,y;)} represents the formula formed by replacing each

occurence of variable z; in ¢ with the variable or constant y; (1 <j <4):

e if P = S(ty,...,t;), where S is a non-composite predicate defined as S(u1, ..., Up,) :
2 form(P) = W/{(ula tl)a ey (umatM)};

e if P=CS(ty1,..., t), where C'S is a composite predicate defined as C'S(uy, ..., Up,)
Qa fOTm(P) = fO?"m(Q)/{(Ul,tl), () (um7 tm)}a

e if P=-Q, form(P)=—-form(Q);

e if P=QAR, form(P) = form(Q) A form(R); and

e if P=QVR, form(P) = form(Q)V form(R).

Thus, the evaluation of composite situations can be defined as follows. If
CS(v1,...,vp) : P

is a composite situation predicate, I; is a context instance and v is a valuation on

Ulyeeey Ut
true if Iy F form(P)[v]
val(CS, I1,v) = { possibly true if It = form(P)[v]
false if It ¥ form(P)[v]

A.4 The extended situation abstraction

This section amends the syntax and semantics of the situation abstraction, as de-
fined in the previous sections, to incorporate the two special functions, possibly and
possiblynot, which were introduced in Section 5.3.1.

In addition to the well-formed formulas outlined in Section A.1l, the extended

situation abstraction permits the following formulas over R:
e possibly(y), where ¢ is a well-formed formula over R; and
e possiblynot(p), where ¢ is a well-formed formula over R.

The notion of free variables is extended to cover these formulas as follows. An

occurrence of a variable z in a formula ¢ is considered free if
e ¢ = possibly(y) and the occurrence of z is free in v; or

e © = possiblynot(y) and the occurrence of z is free in 7).
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The semantics of the new formulas of the extended situation abstraction are as
follows. Given a valuation v over free(y), a context instance I satisfies ¢ for v
(I E p[v]) iff:

e ¢ = possibly(vy) and either It F v[v] or I1 F 4[v]; or
e © = possiblynot(y) and either I1 ¥ 9[v] or It F 1[v]; or
e I1 F ¢[v] according to the rules of Section A.2.

Note that the semantics of I7 - ¢[v] and I7 ¥ remain as before.
The extended predicate formulas are defined identically to the standard predicate
formulas introduced in Section A.3, with the exception that the following are also

valid:
e possibly(P), where P is a valid extended predicate formula; and
e possiblynot(P), where P is a valid extended predicate formula.
The function form is extended to cover these new formulas as follows:
e if P = possibly(Q), form(P) = possibly(form(Q)); and

e if P = possiblynot(Q), form(P) = possiblynot(form(Q)).
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